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ROLE INVENTORY 
© Roles inthe system must align with employee roles in C1. 
© Roles in the system must be scoped to restrict access based on a user’ location. For example, an SSA in 

the Chicago FO should not be abl to view employees or equipment or investigations associated with the 
Miami FO. 

o Detailed mapping of roles to specific activities and entiie in the system can be provided in the future; 
his ls i intended to demonstrate the breadth of roles tha will need o be defined. 

Role Inventory: 
PERSONNEL 

Employee Coordinator 
Asst Employee Coordinator 
Non-Employee Coordinator 
Standard Employee User 
Standard Non-Employee User 
Specialized User-Position Maintenance 
Intemal Training User 
Employee Viewer 
Non-Employee Viewer 
National Query Only User 
System Data Manager 

INVESTIGATIONS 
CIMIS SME 
‘Special Agent 
Supervisory Special Agent 
ASAC and Above 
Admin Support 
QRPRPP Coord 
Voluntary Disclosure Coord 
Asset Forfeiture Coord 
PIO 
National Query Only 
Investigation Reports User 
Investigation Viewer 
LDC User 
LDC Supervisor 
SDC User 
SDC Supervisor 
HQ Director 
HQ User 
RPEIDFO User 
Intemational HQ User 
SITHQ User 
SIT UC Shop Recorder 
SIT Cover Agent 
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OCDETF Terrorism Coord 
Electronic Crimes Coord 
Forensic Lab Coord 
Data Processing Center Coord 
Tria Husiator Coord 
HQ Editor 
FCTF/SAR-RT Coord 

EQUIPMENT 
Equipment Coord 
Ordered Equip Coord. 
Assistant Coord 
Standard Equip User 
GOV Usage Recorder 
Veh Maint / Mileage User 
Equip Transfer User 
Equipment Viewer 
Equip Serial Number Editor 
Fleet Reports Viewer 
National Query Only User 
System Data Manager 
Use of Force Coord 

FIELD OFFICE 
User Administrator (Field Office) 
User Viewer 
System Data Manager 

ADMIN TOOLS 
System Data Manager 
Org Code Maintenance 
One Code Viewer 
Reference Code Maintenance 
Reference Code Viewer 
User Adminiszator (Super Admin) 
User Administrator (Field Office) 
User Viewer 

TIMEKEEPING 
Time Viewer 
Time Recorder 
Time Coordinator (SME only) 

ASSET FORFEITURE & SEIZURE 
AFTRAK AFC 
AFTRAK Altemate AFC 
AFTRAK AFS 
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AFTRAK Budget Analyst 
AFTRAK Unit 
AFTRAK Program Analyst 
AFTRAK System Manager 
AFTRAK Senior Analyst 
AFTRAK Case Agent 
AFTRAK SSA 
AFTRAK ASAC 
AFTRAK SAC 
AFTRAK DFO 

WORKFLOW EXAMPLES 
© These are representative workflows of several of the many processes that need to be implemented in the 

new system. These workflows include Cl roles and existing systems. 
0 Only a portion ofthe workflows is displayed: these are included 0 provide a fel for the ype and scope 

of the business rules and processes that must be supported by the ne system. 
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52.217-8 Option to Extend Services (Nov 1999) 

BENE o— 

and otherwise serves to ensure that tasks outlined in the work statement are accomplished satisfactorily. 

authority to issue technical direction that: 

(2) Constitutes a change as defined in the clause entitled “Changes”; 

(4) Changes any of the terms, conditions, or specification(s)/ work statement of the contract; 

(6) Directs, supervises or otherwise controls the actions of the Contractor's employees. 

with a copy to the Contracting Officer. 

‘shall be subject to the terms of the clause entitled * Disputes.” 
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(End of clause) 

INFORMATION SECURITY / FEDERAL INFORMATION SECURITY 
MODERNIZATION ACT (FISMA) 

Pursuant to the Federal Information Security Moderation Act (FISMA), Tide I of the 
E-Government Act of 014 (Pub. L. 113-283), the contractor shall provide minimum security controls 
required 0 protect Federal information and information systems in accordance with NIST Special 
Publication 800-53 Rev. 5, Securit and Privacy Controls for Information Systems and Organizations. The 
contractor shall provide risk-based process for selecting the security controls necessary to satisfy the 
minimun-security requirements in accordance with Federal Information Processing Standard (FIPS) 199 
“The term information security means protecting information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction in order to provide confidentially, 
integrity and availabilty. An information system is a discrete set of information resources organized for 
the collection, processing, maintenance, use, sharin, dissemination, or disposition of information. 
Information resources include information and related resources, such a personne, equipment, funds, 
and information technology. 

“The contractor shall provide information sccurity protections commensurate with the risk and magnitude of 
the harm resulting from the unauthorized access, use, disclosure, disruption, modification, or destruction of 
information collected or maintained by or on behal ofthe agency: or information systems used or operated 
by an agency or by a contractor or subcontractor of an agency. This appics to individuals and organizations 
having contractual arrangements with the IRS, including employes, contractors, vendors, and outsourcing 
providers, which use or operate information technology systems containing IRS data. 

IRS information or information system with a FIPS 199 security categorization impact level of low, moderate 
or high, and those systems identified by the As Built Architecture (ABA) and agency FISMA Master 
Inventory. 

“The potential impact values for confidentiality, integrity, and availabilty may mot aways be the same for a 
particular information system; the high-water mark concept must be used to determine the overal impact 
level of the information system. Thus, a ow-impact system is an information system in which al three of 
the security objectives are low. A moderate-impact system is an information system in which at east one of 
the security objectives is moderate and no security objective i greater than moderate. And finally,  high- 
impact system is an information system in which at least one security objective s hgh. The determination of 
information system impact levels must be accomplished prior to the consideration of minimum-security 
requirements andthe selection of appropriate security conrols for those information sysems. 

Federal Risk and Authorization Management Program (FedRAMP) scurity requirements shall be applied to 
all RS cloud services and products and shal be implemented and complicd with as part of a competed 
FedRAMP authorization. 
“The enforcement of FedR AMP requirements shall be done through Service Level Agreements(SLA) Contracts. IRS 
shal tlize agaregated and individual security categorization information when assessing interagency and Cloud 
Service Provider (CSP) connections with diffrent FIPS 199Category Impact levels (c.£., High Impact system 
connecting to Moderate Impact system ec.) 

THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) 
GUIDANCE FOR INFORMATION SECURITY 
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“The contractor shall follow Information Security guidance established by the National Institute of 
Standards and Technology (NIST). The contractor shall establish the minimum-security controls 
identified in NIST Special Publication 800-53 Rev. 5, Security and Privacy Controls for Federal 
Information Systems and Organizations for FISMA compliance. The contractor shall follow the best 
practices and guidance established by NIST Special Publication $00 Series and Federal Information 
Procassing Standards (FIPS) for computer security. The [RS may determine such applicable Information 
Technology (IT) Security standards and policies 

CYBERSECURITY SUPPLY CHAIN RISK MANAGEMENT (C-SCRM) CONTRACT LANGUAGE. 

CYBERSECURITY SUPPLY CHAIN RISK MANAGEMENT (C-SCRM) 

Pursuant to the Federal Information Security Modemization Act (FISMA), Title II of the E-Government Act of 
2014 (Pub. L. 113-283), the contractor shall comply with the security controls required to protect Federal information 
and information systems in accordance with NIST Special Publication 800-53 Rev. 5, Security and Privacy Controls 
for Information Systems and Organizations and NIST Special Publication 800-161 Rev 1, Cybersecurity Supply 
Chain Risk Management Practices for Systems and Organizations. Additionally, the contractor must comply with 
‘guidance provided in Executive Order (EO) 14028, Improving the Nation's Cybersecurity (May 12, 2021), which 
focuses on the security and integrity of the software supply chain and emphasizes the importance of secure software 
development environments and NIST Secure Software Development Framework (SSDF), SP 800-215, 
‘The Federal Information Security Modernization Act of 2014 (FISMA) requires all Federal agencies provide security 
protections for both “information collected or maintained by or on behalf of an agency” and for “information systems 
used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency.” This 
contract language is applicable to all Information and Communications technology (ICT) and operational 
technology (OT) which includes commercial off-the-shelf (COTS) products. 
Ensuring software integrity is key to protecting Federal systems from threats and vulnerabilities and reducing. 
overall risk from eyber-attacks. Federal agencies must only use software provided by software producers who 
an atest 0 and demonstrate complying with the Govermment-specified secure software development practices, 
Security and Privacy controls and Cybersecurity Supply Chain Risk Management Practices, as described in the 
NIST Guidance. 

CYBERSECURITY SUPPLY CHAIN RISK MANAGEMENT (C-SCRM) STRATEGY 

An organization-wide supply chain risk management strategy includes an unambiguous expression of the supply 
chain risk appetite and tolerance for the organization, acceptable supply chain risk mitigation strategies or controls, 
a process for consistently evaluating and monitoring supply chain isk, approaches for implementing and 
‘communicating the supply chain risk management strategy, and the associated roles and responsibilities. 
‘Continuous monitoring at the organization level facilitates ongoing awareness of the security and privacy posture 
across the organization to support organizational isk management decisions. The terms continuous and ongoing. 
imply that organizations assess and monitor thei controls and risks at a frequency sufficient to support risk-based 
decisions. Different types of controls may require different monitoring frequencies. The results of continuous. 
monitoring guide and inform risk response actions by organizations. Continuous monitoring programs allow 
organizations to maintain the authorizations of systems and common controls in highly dynamic environments of 
operation with changing mission and business needs, threats, vulnerabilities, and technologies. Having access to 
Security- and privacy-related information on a continuing basis through reports and dashboards gives organizational 
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officials the capability to make effective, timely, and informed risk management decisions, including ongoing 
authorization decisions. 
“The contractor shall develop and provide an organization-wide strategy for managing supply chain risks associated with 
the development, acquisition, maintenance, and disposal of systems, system components, and system services. 

CYBERSECURITY SUPPLY CHAIN RISK MANAGEMENT (C-SCRM) PLAN 

“The dependence on products, systems, and services from extemal providers, as well as the nature of the relationships 
with those providers, present an increasing level of isk to an organization. Threat actions that may inerease security or 
privacy risks include unauthorized production, the insertion or use of counterfeits, tampering, thefl, insertion of 
‘malicious software and hardware, and poor manufacturing and development practices in the supply chain. 
‘The Contractor shall provide evidence of a C-SCRM Plan that identifies supply chain risk with their product or 
services, components, suppliers, and contractors. The Contractor shall review and update the supply chain risk 
‘management plan annually or as required, to address threat, organizational or environmental changes. The Contractor 
shall follow the standards set orth by the control families of NIST SP 800-53 and by the cybersecurity supplemental 
‘guidance provided by NIST SP 800-161 Rev 1. These represent the Security and Privacy Controls for Information 
Systems and Organizations. Following these standards, the Contractor Shall identify and address weaknesses or 
deficiencies in the supply chain elements and processes of organization. defined system or system component in this 
procurement. 

CYBERSECURITY SUPPLY CHAIN RISK ASSESSMENT (C-SCRA) 

‘The Contractor shall manage the supply chain risk lifecycle of their products, services and subcontractor tiers using 
risk assessment methods and procedures identified by NIST SP 800-161 Rev 1. The assessment shall consider 
documented processes, documented controls, all-source intelligence, public information, foreign ownership, control, 
or influence (FOCI), Country of Origin (COO), ownership and leadership personnel, comparisons against Federal 
‘Government restriction lists, and identification of product vulnerabilities through national known vulnerability 
databases. The assessment and reviews shall demonsrate the ability of the Contractor to effectively assess 
subordinate second-tier and third-ter suppliers and contractors. The contractor shall assess and review the supply 
hain-related risks associated with suppliers or contractors and the system, system component, or system service they 
provide. 
During all contract phases, including the Request for Proposal (RFP) and/or Request for Information (RFI), the 
contractor shall provide responses to the IRS C-SCRA Questionnaire that contains a list of questions based on 
NIST SP 800-53 Revision 5 Supply Chain Risk Managemen security controls and NIST SP 800-161 Rev 1, 
Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations. The questionnaire is 
tailored for each procurement to assess the maturity of the Contractor's C-SCRM capabilites and any C-SCRM 
related risks relating to the Contractor and its supplier supply chain components, subsystems, intellectual property, 
and other services relevant to ths procurement. The questionnaire supports the C-SCRA process. The SCRA may. 
include reviewing the subcontractors, suppliers, distributers, manufacturers, or any other sources involved in the 
‘awardecs supply chain. This shall be provided at no additional cost to the Federal Government. For any risks. 
identified, the contractor shall create Plan of Action & Milestones (POA&M) to identify and track remediation of 
the identified risks/vulnerabilites. The contractor shall report POA®&M progress to the government as requested 
and at minimum quarterly. The contractor shall notify the IRS immediately of any supply chain compromises or 
critical vulnerabilities that could lead to a compromise. Early detection and notification are critical to allow an 
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effective and timely response 0.a suspected or actual incident. 

SELF-ATTESTATION 

“The contractor shall provide a elf-atesiation letter that will seve as a “conformance statement” for all third-party 
Software used by the agency, including software renewals and major version changes upon or prior 0 award. For any. 
practices from the NIST guidance that the software producer canna atest, the contractor shall provide documented 
practices in place to mitigate those risks along with a Plan of Action & Milestone (POA&M) to remediate in 
accordance with Office of Management and Budget (OMB) Memorandum M-22-18, Enhancing the Security of the 
Software Supply Chain through Secure Software Development Practice. 

MALICIOUS CODE DETECTION AND PROTECTION 

In situations where malicious code cannot be detected by detection methods or technologies, organizations rely on 
other types of controls, including sceure coding practics, configuration management and contro, rusted 
procurement processes, and monitoring practices to ensure that software does not perform functions other than the 
functions intended. 

“The Contractor shall monitor code using code protection mechanisms at the entrance and ext poins to identify 
signature and non-signature malicious code i accordance with NIST SP 800-53. The protection is required to 
ensure software behaves according to ts designed functions. The Contractor shall maintain update the malicious 
code protection; block, quarantine andor remove any malicious code; perform real-time and routine periodic 
‘malicious code protection scans and address false positives. The contactor shall develop and implement tampering 
and ani-counterfeit policies and procedures o detect tampering and prevent counterfeit components from entering, 
the system. 

VULNERABILITY MONITORING AND SCANNING 

Vulnerability monitoring includes caning for patch levels; scanning fo functions, ports, protocols, and servis that 
should ot be accessible 0 users or devices; and scanning for flow control mechanisms tha ae improperly 
configured or operating incorrectly. 

“The Contractor shall, monitor and scan for vulnerabilities in the system and hosted applications using vulnerability 
‘monitoring tools and techniques, and when new vulnerabilities potentially affecting the system are identified and 
reported. perform analysis and remediation activites. For any vulnerabilities identified that cannot be remediated 
within 30 days, the contractor shall create POA&Ms o idenify and track remediation of the idniified 
risks/vulnerabilities. The contractor shall eport POA&M progress o the government a requested and at minimum 
monthly. 

SOFTWARE DEVELOPMENT 

The Contractor shall comply with NIST Secure Software Development Framework (SSDF) SP 800-215 for its 
products and servis or map 10 the SSDF to demonstrate a framework for well-secured products. 
“The Contractor shall apply the SSDF to the tire product fcc including design, development, testing and 
operations. As part of these practices the Contractor shal secure all code in a software versioning library located in a 
secured environment with access enabled for the goverment requirements, software review and oversight oles. 
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“This tool shall facilitate task management, versioning, check-in/check-out commits, reporting, testing, automation, 
deficiencies, and vulnerabilities, debugging, flagging and traceability as examples. 
‘The Contractor shall provide software and systems emphasizing authentication, logging, and monitoring capabilities that 
detect unusual behavior consistent with NIST 800-53 Security controls 
“The Contractor shall use a published secure coding standard or provide their secure coding process for al 
application developmen following NIST Secure Software Development Framework (SSDF) SP 800-218, 
‘The Contractor shall ensure the application development team members are trained in secure code 
development/deployment. The Contractor shall provide a Software Bill of Materials (SBOM) for each product 
provided. SBOM format and content shall comply with the Department of Commerce and National 
Telecommunications and Infrastructure Administration's (NTIA) The Minimum Elements for a Software Bill of 
Materials or guidance published by the Cybersecurity and Infrastructure Security Agency (CISA). 

PROVENANCE 

“The Contractor shall maintain accurate and up to date configuration management on data and controls for third- 
party products and services regarding chronology of the origin, development, ownership, location, and changes to a 
System or system component and associated data in accordance with NIST SP 800-53, Rev. 5. It may also include the 
‘personnel and processes used to interact with or make modifications to the system, component, or associated data. 
“The Contractor shall document changes to the baselines of components, component processes, information, 
Systems, organizations, and organizational processes, to be reported to third-party products and services. 
“The Contractor shall notify the IRS within 7 business days whenever there is a change in subcontractors or suppliers at 
any point during design, development, fabrication, esting or deployment of software or hardware utilized in this 
procurement 

ADD TO ADDENDUM H OF CLAUSES SECTION 

Office of the President Management and Budget (OMB) Policies for Security of Federal 
Automated Information Resources 

“The contractor shall implement protections for personally ideniifiable information being accessed 
remotely or transported outside of the agency's secured, physical perimeter, and/or stored offsite. In those: 
instances where personally identifiable information is transported to a remote site of the contractor, the: 
contractor shall implement NIST Special Publication 800-53 Rev. 5, Security and Privacy Controls for 
Federal Information Systems and Organizations security controls and IRS specific security procedures to 
ensure that information is transported in encrypted form. The contractor shall comply with OMB Circular 
Policy M-17-12: Preparing for and Responding to: Breach of Personally Identifiable Information. 

TREASURY/ IRS POLICIES FOR INFORMATION TECHNOLOGY (IT) 
SECURITY 

“The contractor shall comply with FedRAMP Framework, Department of Treasury Directive TD P 5-01, 
Internal Revenue Manual (IRM) 10.8.1, Information Technology (IT) Security Policy and Guidance and 
Internal Revenue Manual (IRM) 10.8.24, Information Technology (IT) Security, Cloud Computing Security 
Policy. The contractor shall comply with IRS IRMs when developing or administering IRS information and 
information systems. 
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“The contractor shall comply with the Taxpayer Browsing Protection Act of 1997 - Unauthorized Access 
(UNAX), the Act amends the Intemal Revenue Code 6103 of 1986 to prevent the unauthorized 
inspection of taxpayer retums or ta retum information. 

‘The contractor/contractor personnel are bound by the Records Management by Federal Agencies(#4 
U.S.C. Chapter 31) regarding the care and retention of federal records. 

FEDERAL INFORMATION PROCESSING STANDARD (FIPS)-201-2 

Homeland Security Presidential Directive-12 [HSPD-12], August 27, 2004, established the requirements for 
a common identification standard for identity credentials issued by Federal departments and agencies 0 
Federal employees and contractors (including contactor employees) for gaining physical access to federally 
controlled facilities and logical access to federally controlled information systems. HSPD-12 directs the 
Department of Commerce to develop a FIPS publication to define such a common identity credential. In 
accordance with HSPD-12, this Standard defines the technical requirements forthe identity credential that: 

(a) is issued based on sound criteria for verifying an individual employee's identity; 
(0) is strongly resistant o identity fraud, tampering, counterfeiting, and teorist exploitation; 
(©) can be rapidly authenticated electronically and 
@ isissued only by providers whose reliability has been established by an offical accreditation proces. 

“The standard for a Personal Identity Verification (PIV) system is based on secure and reliable forms of 
identity credentials issued by the Federal goverment o its contractors. These credentials are intended to 
authenticate individuals who require access to federally controlled aciltics, information systems, and 
applications. A PIV Card must be personalized with identity information for the individual to who the card 
is issued. to perform identity verification both by humans and automated systems. Humans can use the 
physical card for visual comparisons, whereas automated systems can use the electronically stored data on 
the card to conduct automated identity verification 

IRS will determine the level of security and authentication mechanisms appropriate for their applications 
and will employ only information technology products on the FIPS 201-approvedproducts lst for PIV 
capability implementation within organization information systems 

(CSPs must review SP §00-63-3, use ts decision trees to obtain an overview of all digital identity requirements, 
and read the applicable 800-63 volumes to determine specific requirements that apply to their cloud 
offerings. 

SECURITY AUTHORIZATION CERTIFICATION AND ACCREDITATION PROCESS 

CSP/Contractor systems that collect, maintain, contain or use agency information or an information system 
on behalf of the agency (a General Support System (GSS), with a FIPS 199 security categorization) must 
ensure annual reviews and continued security certification and accreditation. Some of the key clements of 
his IT risk and impact assessment process ae project security deliverables such as the System Security Plan 
(SSP) Information System Contingency Plan (ISCP), Interconnection Security Agreement (ISA), Security 
Risk Assessment (SRAS), Data Impact Assessments (DIAS), Risk Analyses, Security Threat Analyses, 
Audit Plan, Source Code Review, Security Control Assessment (SCA), and/or Event-Driven Security 
Control Assessment (ED-SCA).All systems that complete tis process will, at a minimum, meet 
FedRAMP, Treasury and IRS requirements. 
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CLOUD SERVICE PROVIDER (CSP) ROLES AND RESPONSIBIILITES - INTERNAL REVENUE 
MANUAL (IRM) 108.24, INFORMATION TECHNOLOGY (IT) SECURITY, 

CLOUD COMPUTING SECURITY POLICY 

Before a CSP launches into the FedRAMP process, and before getting a 3PAO consultant or assessor involved in the 
process, a CSP drafts an accurate illustration of the system authorization boundary and all associated data flow 
diagrams. 

a. The CSP system authorization boundary illustration shall include network and architecture: 
diagrams) and provide a written description of the Authorization Boundary. Ensure cach 
diagram: 

i. Includes a clearly defined authorization boundary. 
ii. Clearly defines services wholly within the boundary. 
ii. Depicts all major components or groups within the boundary 
iv Identifies al interconnected systems. 
v. Depicts all major softwarevirtual components (or groups of) within the boundary. 
vi. Is validated against the inventory. 

b.. The CSP system boundary description shal clearly define the following: 

i. All shared corporate services, with explicit rationale of any that are not within the 
boundary, such as a corporate Security Operations Center (SOC) or corporate security 
awareness training. 
ii. All other external services with explicit rationale of any that are not within the 
boundary that includes all leveraged services. 
i. Al systems related to but excluded from the boundary. 

€. Inaddition to describing these, all of the services shall also be depicted ther in 
the CSP system authorization boundary diagrams o in separate diagrams. 

4. The CSP system data flow diagram(s) shal 
i. Clearly identify anywhere Federal data isto be processed, sored, or transited. 
ii. Clearly delincate how data comes into and out ofthe system boundary. 
ii. Clearly identify data flows for privileged, non-privilged and customers” access. 
iv. Depict how all ports, protocols, and services of all inbound and outbound trafic are 
represented and managed. 

e. The data flow diagrams shall be accompanied by a written description of the data flows. 

£ Ifthe CSP boundary is not adequately/aceurately represented, the 3PAO shall identify boundary 
deficiencies that could lead to substantial delays in the CSP Readiness Assessment process. 
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Ifthe CSP leverages another CSP that does not have a current FedRAMP JAB 
or Agency ATO, the CSP shall be fully responsible for the authorization of 
the entire Cloud Service model stack. 

INFORMATION SYSTEMS AND INFORMATION SECURITY CONTROLS FOR 
CONTRACTING ACTIONS SUBJECT TO IRS PUBLICATION 4812 REVISION 10- 
200 

Note: Publication 4812 s a layperson's guide to NIST SP 800-53, Rev. § when access 0 IRS 
information or information systems under contracts for services on behalf of the IRS is outside of 
IRS controlled facilities or the direct control of the Service as opposed to Intemal Revenue Manual 
10.8.1 - Information Technology (IT) Security, Policy and Guidance, which applies when 
contractors are accessing IRS information and information systems at Government controlled 
facilities. 

In performance of this contract, the contractor agrees to comply with the 
following requirements and assumes responsibility for compliance by its 
employees and subcontractors (and their employes): 

@ General, The contractor shall ensure IRS information and information systems 
(those of the IRS andor the contractor, as appropriate) are always protected. In 
order to do so, the contractor shall develop, implement, and maintain effective 
controls and methodologies in its business processes, physical environments, 
‘and human capital or personnel practices that meet or otherwise adhere o the 
Security controls, requirements, and objectives described in applicable security 
control guidelines, and their respective contracts. 

® The contractor willbe required to input data into a system, to be 
defined by the IRS, 0 describe the security controls being used to 
protect information. 

© Publication (PUB) 4812 Applicabiliy. This contracting 
action is subject to Publication 4812 - Contractor Security & 
Privacy Controls. PUB 4812 i available at: - 
hitpsy/wwawirs, gov/pubis-pd7pdS12.pdf 

ITSECURITY CONTROLS - (IRM) 10.8.24, INFORMATION TECHNOLOGY 
(IT) SECURITY, CLOUD COMPUTING SECURITY POLICY 

IT Security Controls 

(1) The security requirements within ths IRM and IRM 10.8.1 must be 
met to satisfy FISMA compliance. The following FedRAMP security. 
requirements apply 1 all IRS cloud computing resources, as well as 
cloud computing resources used or operated by a contractor of the 
agency or other organization on behalf of the agency; and shall be 
implemented and complied with as part of FedRAMP. 

a. See the Minimum FedR AMP Security Control Baseline 
Exhibit 10.8.24-Swithin this IRM for a list of security 
controls that are to be implemented as part of the minimum 
FedRAMP security control baseline. 
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b. For security controls that are. part of the 
FedRAMP bascline but not explicitly defined 
within this IRM, IRM 10.8.1 requirements shall 
be implemented” 

(@) Business Units shall use an existing FedRAMP authorized CSO 
unless there is a compelling justification 10 use a non-FedRAMP. 
authorized alternative CSO. (IRS-defined) 

a. The justification must demonstrate there is no FedRAMP 
authorized CSO available that provides the same or similar 
capabilities as the non-FedR AMP authorized CSO being considered. 
b. The justification 10 usc a non-FedRAMP solution must be 
approved by the IRS Senior Agency Information Security Officer 
(SAISO) Chief Information Security Officer (CISO) in writing. 

3) If a non-FedRAMP solution is approved, the provisions within this IRM 
still apply. 

Note: This control does not nullify the need for an Analysis of Altematives 
(AoA)and market research. 

Note: If a CSP has been granted a FedRAMP P-ATO for one or more 
implementation of a CSO, it does not mean all the CSPs CSO offerings arc 
covered under the FedRAMP P-ATO. P-ATOs on the FedRAMP 
Marketplace are granted to CSOs, not to the CSPs. 

) The enforcement of FedRAMP requirements shall be 
done through Service Level Agreements (SLA) Contracts. 
(FedRAMP) 

Note: Special contract language 0 properly address all potential CSP risk 
includes butt i not limited to security monitoring, auditing, data 
‘zovemance, data protection, data location. data and system availability, 
data and system confidentiality, data and system integrity, data and system 
access, data portability, data backup, data encryption, data breach 
notification, data restoration, contract exit conditions, contrat termination 
conditions, data disposal, data retention, user device Service authentication, 
authorization, audit logging and remediation of security concerns. 

(5) Business Units shall use the Table in Exhibit 10.8.24-2 
‘within this IRM for the recommended Cloud deployment 
requirements. (IRS-defined) 

a All CSO with sensitive but_unclassified (SBU) data 
(including Personal Identifiable Information (PID) and Federal 
Tax Information (FTI) shall comply with the Privacy 
requirements codified in PGLD Privacy IRMs 10.5 xand 1.3.x 
series, 

Note: Per NIST SP 800-60 v1r1, the Chief Information Officer (CIO), Senior 
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Agency Information Security Officer (SAISO), Authorizing Officials may 
adjust the security impact feel or each system deploying into Cloud Service 
Models. 

(©) IRS shal uilize aggregated and individual security categorization 
information when assessing interagency and CSPs connections with 
different FIPS 199 Category Impact levels. (¢.., igh Impact system 
connecting 10 Moderate Impact system etc. NIST SP 800-60 vir). 
Note: For example, if information processed on a high impact information 
systems lowing {0 another agency's or CSP moderate impact information 
system should cause both agencies (US loca, state, tribal, orteritorial 
ovemment) or CSPs to evaluate the security categorization information the 
implemented o resulting security controls, and the risk associated with 
interconnecting systems. The results of this valuation may substantiate the 
need for additional security controls in the form ofan SLA, information 
systems upgrades, additonal mitigating security controls, o altermative 
‘means of sharing the required information. 

Note: Each usecase shall be assessed based on mission, business need and 
the datatype being exchanged. 

CONTRACTOR (AND SUBCONTRACTOR) SITE AND INFORMATION 
TECHNOLOGY (SOFTWARE, HARDWARE AND DATA) LOCATION 

“The CSP Contractor headquarters infrastructure, servers including back-up servers) and data 
must be physically located inthe United States (or UsS. teritories). 

“The infrastructure associated with servis outsourced by the CSP/Contractor must located 
in the United States (or US. tertories). 

“The current version and all subsequent versions ofthe software implemented by the 
(CSPContractor must be escrowed in the United States (or U.S. territories) at the CSP's 
expense 0 protect the code in the event the CSP declares bankruptcy. 

Datastored outside the United States cannot be protected under the Privacy Act of 1974 or 
safe harbor framework and may allow for certain local o foreign law enforcement 
authorities 0 search IRS data pursuant 0.a court order, subpoena, of informa request 
outside the control of the IRS. 

“The Clarifying Lawful Overseas Use of Data ("CLOUD") Act enacted ito law on March 23, 015, 
provides hat U.S. law- enforcement orders issued under the Stored Communications Act (SCA) may 
reach certain data located in other counties 

Recognizing the limits of existing law enforcement tools and privacy laws to govern 
requests for electronic evidence in the age of cloud computing. the CLOUD Act 
establishes processes and procedures for law enforcement requests for data in other 
countries 
Although the Act expands the geographic scope of the SCA, it does not change who is 
subject 0 SCA orders or what ype of daa i subject to U.S. law-enforcement requests 
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under the SCA. 

“The CLOUD Act lays out the circumstances under which a “provider of electronic 
communication service o remote computing service” must comply witha Us, law- 
enforcement order o disclose data within ts “possession, custody’ oF control,” even when 
that data is “located .. outside the United States.” 

ALTERNATE STORAGE. 

“The CSP/Contracto shal establish an altemate storage site including necessary agreements to 
permit the storage and retrieval of information system backup information. The alternate storage 
site shall be geographically separated within the United States (or US. teritoris) from the 
contractor sie to enable recovery of operations. The alterate storage it is separated from the 
primary storage site 50 101 0 be susceptible {0 the same hazards and identify potential 
accessibility problems to the altemat storage ste in the event of an area-wide disruption or 
disaster and outlines explicit mitigation actions. All backup data that contains SBU information 
shall be encrypted. 
“The altemate storage ste shall provide information securiy safeguards equivalent 0 that of the primary 
site 

BACKUPS 

Backups must be provided as part of the 

CSP service offering. All backup data that 

contains SBU information shll be 

enerypled. 

(0) TheIRS orCSP/ Contractor shall conduct backups for information contained 
in theinformation system at the following frequency: 

« Userlevel: daily incremental; weekly fll 
« Systemlevel: daily incremental; weekly ull 
«Infomation system configuration; daly incremental; weekly full 

Note:The defined backup frequencies ar above IRM 10.8.1 baseline and assigned by FedRAMP. 

@) The CSP/Contacor shall maintain 

«Atleast three backup copies ofuser-level information (at leat oneof 
whichis available online) or provides an equivalent ltemative: 

«Atleast three backup copies of system-level information a eas one of 
whichis available nln) or provides an equivalent altemative 

«Atleast three backup copies of information system documentation including 
Securit information (at least one of which is available online) or provides an 
equivalent altemative. 

Note: This requirements defined by FedRAMP. 
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6) The IRS or CSP/Contractr shall determine what elements of the cloud environment require the 
Information System Backup control, 

Note: This requirement i defined by FedRAMP. 

1. The CSP Contractor shall determine how Information System Backup is 
‘going to be verified and the appropriate periodicity of th check. 

Note: This requirement is defined by FedRAMP. 

@ Backup copies of the operating system (i. deployed operating system with 
agency defined configurations and controls) and other critical information system 
software, as wel s copies of the information system inventory (including hardware, 
software, and firmware components) shall be stored ina separate facility or ina fire- 
rated container that is not collocated with the operational system. 

Note: This requirement i assigned to Moderate and High impact systems by FedRAMP. 

DATA LOSS PREVENTION (DLP) SOFTWARE 

The CSP/Contractorshall implement ataloss prevention (DLP) software to assure existing 
software will operat effectively in the cloud. 

“The CSP/Contractor shall be responsible for all patching and vulnerability management 
(PVM) of software and other systems’ components supporting servis provided under this 
agreement so as 0 prevent proactively the exploitation of IT vulnerabiltis tha may exist 
within the CSP Contractor operating environment. Such patching and vulnerability 
‘management shall meet the requirements and recommendations of NIST SP 800-40, as 
amended, with special emphasis on assuring tha te vendor's PVM systems and programs 
apply standardized configurations with automated continuous monitoring of the same to 
assess and mitigate risks associated with known and unknown IT vulnerabilities in the 
CSP/Contractor operating environment 

Furthermore, the CSP/Contractor shall apply standardized and automated acceptable 
versioning control systems that use a centralized model t capture, store, and authorize all 
software development control functions on a shared device thats accessible o all 
developers authorized to revise software supporting the services provided under this 
agreement. Such versioning control systems shal be configured and maintained to make 
sureal software products deployed in the CSP/Conlractor operating environment and 
serving he IRS are compatible with existing systems and architecture of the IRS. 

CONTINUOUS MONITORING BASELINE CONTRACT DELIVERABLES 

Cloud Continuous Monitoring baseline contract deliverables ae needed as plicable, such as, but not 
limited to: 

+ Weekly Security Stas Report 
+ Monthly Security Status Report 
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+ Continuous Monitoring Plan 
+ Sceurity Configuration and Change Management Plan 
+ Security Patch Management Plan 
+ Sccurity Incident Handling, Monitoring and Response Plan 
+ Information System Contingency Plan (ISCP) 
+ Security Concept of Operations (Security CONOPS) 
+ Access Management Plan (AMP) 
+ System Security Plan (SSP) 
+ Authorization Boundary Memorandum 
«Interconnection Security Agreements (ISA) 
+ Sceurity Control Assessment (SCA) Test Plan 
+ Security Assessment Report (SAR) Mitigation Plan 
+ Privacy Civil Liberties Impact Assessment (PCLIA) 
+ Suteof Security (S05) Package 
+ FISMA Compliance Reports including, but no limited to, inventory, 
inventory change lo. security configuration compliance reports, personal 
security, and POAGMs. 
+ Information Security Status Package 
+ Allemate Ste Processing Environment (ASPE) Plan 
+ Exceutive Summary of Analytical Resuls and Recommendations 
+ Key Management Practices Statement 
+ Contmctor Security Assessments (CSA) Test Plan 
+ Configuration Compliance Summary Report 
+ Scaurity Incident Report 
+ Mitigation Report 
+ FSTAR Mitigation Plan 
+ Incident Response Test Report 

USE OF OUTSOURCED CONTRACTOR FACILITIES TO PROCESS IRS SBU DATA 

The infrastructure associated with services outsourced by the CSP contractor must 
located in the United Stats or U.S. territories). 

IFIRS products applications datascrvices solutions are hosted and/or managed by 
2.CSP (outside th IRS network boundaries facilities (¢.. outsourced) then all 
such products applications dataservices solutions shall g0 through (and maintain) 
the Federal Risk and Authorization Management Program (FedRAMP) 
certification, and meet all of the IRS unique business legal requirements 
(including applicable PUB 4812 requirements, ec). 

Note: FedRAMP is mandatory for all IRS cloud deployments and cloud service models 
atthe Federal Information Processing Standards (FIPS) 199 Low, Moderate and High 
impact levels. FedRAMP docs not apply for intemal housed IRS systems that are 
operated or IRS use only. This service model would be considered an On-Site- Private 
Cloud 

Special contract language shall be included in all types of Cloud Service Provider 
(CSP) contractsnon-disclosure agreements Service Level agreements to address all 
potential CSP risks(e.&. Data Governance, Data Protection, Data Location, Data 
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Availablity, Data Confidentiality, Data Integrity, Data Access, Data Backup, Data 
Encryption, Data Breach Notification, Contract 

Exit Conditions, Contract Termination Conditions, Data Disposal, Data Retenion, 
User/Deviee/Serviee AAA service (e.&.. Authentication, Authorization, Audit Losing, 
Background Checks etc.) The Vendor shall pay special attention o the logical and physical 
separation of IRS data, applications, and communications to maintain security. Vendors are 
encouraged to manage any cloud environments containing IRS data with only other Federal 
or State and local Government customers operating at the same sceurity level. The IRS 
shall control and maintain the centralized/authoritative control (in-house) of ALL the IRS 
authorized Users Devices Services Authentication, Authorization, and Auditing (AAA) 
functions, even if a particular IRS application/dataserviee solution is hosed in a third- 
party cloud environment. 

Outsourced operations shall report monthly for FISMA and Treasury submission. This 
includes all systems in the following environments: production, disaster recovery, raining, 
development, and testing. 

ENCRYPTION 
“The IRS or CSP shal ensure that the information system implements FIPS- 
validated or National Security Agency (NSA)-approved cryptography in 
accordance with applicable federal laws, Exceutive Orders, directives, policies, 
regulations, and standards, 

Note: This requirements defined by FedRAMP. 

IRS sensitive data (e.g., Sensitive But Unclassified (SBU), Personally Identifiable Information (PIT) 
hat is processed, stored, or transmitted by an information system outside of IRS facilis or IRS IT 
information system shall be protected with FIPS 140-2 or later validated cryptographic modules with 
approved modes of operation. The vendor shall provide a system that implements (encryption standard) 
that provides for origin authentication, data integrity, and signer non- repudiation. Consider AU-11 
audit Records retention. 

Alistof NIST validated modules is avilable at the following lnk: 

The CSP/Contractor shall ensure all SBU information is protected at rest, in transit, and in 
exchanges... internal and extemal communications). Limit access to SBU information to 
authorized personnel (those favorably adjudicated and trained) with a need to know and 
ensure internal and external exchanges are conducted only through secure or encrypted 
channels. The CSP/Contractor shall employ encryption concepts and approved standards to 
ensure the confidentiality, integrity, and availabilty of the SBU information, consistent with 
the security controls under Publication 4812 and any security requirements specified 
elsewhere in the contract 

Contractual liability to the goverment only exists with the prime contractor. 

“The CSP/contractor shal retain operational configuration and control of data repository 
systems used 10 process and store government data to include any or remote work. The 
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CSPicontractor shall not subcontract the operational configuration and control of any. 
wovemment daa 

IRS retains exclusive ownership over al is daa: the CSP/Contractor acquires no rights 
or ficenses through the agreement, including intellectual property rights of licenses, to 
use the IRS data for ts own purposes: and tha the CSP/Contractor does not acquire and 
may not claim any interest in the ata due 0 security. If CSP Contractor moves data, the 
IRS will not lose rights and access fo conduct audit. 

Intellectual property, including original works created sing the cloud infrastructure, 
may be stored. IRS must ensure that the cloud provider contract respects the IRS 
ight to any intellectual propery or original works as far as possible without 
compromising the quality of service offered (e.g. backups may be a necessary part 
of offering a good service level). 

CONTRACTOR SYSTEM REVIEW / SITE VISIT 

In conjunction with the use of outsourced / Contractor facilites, th contractor shall be 
subject t0.at the option discretion of the IRS, to periodically test and inspection (annually) 
and evaluate the effectiveness of information security controls and techniques. The 
assessment of information security controls may be performed by an agency independent 
auditor, security team or Inspector Genera, and shall include testing of management, 
operational, and technical controls, as indicated by the security plan, of every information 
system that maintain, collect, operate or use federal information on behalf of the agency. 
“The agency and contractor shall document and maintain a remedial action plan, also known 
a5: Plan of Action and Milestones (POA) to address any deficiencies identified during 
the test and evaluation. The contractor must cost-effectively reduce information security 
risks 0 an acceptable level within the scope, terms and conditions of the contract. 

CONTRACTOR SYSTEM OVERSIGHT/COMPLIANCE 
@ The Contractor, service providers, and third-party vendors must complete the IRS 
Security ~ Assessments (IT Security Product Questionnaire) and submit the assessments 
to the Contracting Officer and Cybersecurity for review and evaluation. This is a 
supplemental requirement and does not replace contract requirements under FISMA The 
federal goverment has the authority to conduct site reviews for compliance validation. 
Full cooperation by Contractor and third-party providers is required for audits and 
forensics 
(5) The Contractor must support IRS ins efforts 0 assess and monitor the Contractor systems and 

infrastructure. 
“The Contractor must provide logical and physical access to the Contractor's facilities, 
installations, technical capabilities, operations, documentation, records, and databases upon 
request. The Contractor will be expected to perform automated scans and continuous monitoring 
activities which may include, but will ot be limited to, authenticated and unauthenticated scans 
of networks, operating systems, applications, and databases and provide the results ofthe scans 
to the IRS Cybersecurity, o designate, or alow IRS (or its designate) to run the scans directly. 
© All Contractor systems must participate in Information Security Continuous Monitoring (ISCM) 

and Reporting a defined inthe IRS IT Policy. 
@ All Contractor systems must perform vulnerability scanning as defined 
by IRS IT Security Policy and provide scanning reports 0 the IRS 
Cybersecurity, or designate, on a monthly bass 
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(© All Contractor systems must participate inthe implementation of automated security 
controls testing mechanisms and provide automated test results in Security Compliant 
‘Automation Protocol 
(SCAP) compliant data 0 the IRS Cybersecurity, or designate, on a monthly basis. 

CONTRACTOR SECURITY TRAINING 

IR1052.224-9001 Mandatory IRS Security Training for Information Systems, 
Information Protection and Facilites Physical Access (NOV 2022) 

“The Federal Information Security Modernization Act of 2014 (FISMA) requires each federal 
agency to provide periodic information security and privacy awareness training to all 
contractors subcontractors involved in the management, use, of operation of Federal 
information and information systems. In addition, coniractor subcontractor personnel are 
subject to the Taxpayer Browsing Protection Act of 1997, which prohibits willful 
unauthorized inspection of returns and return information as defined in IRC 6103(6)(2) and 
details that any violation of the Act could result in civil and criminal penalties under IRC 
sections 7213, 7213A and 7431. Contractor subcontractor personnel ar subject 0 the 
Privacy Actof 1974 (5 U.S.C. 3522; Pub. L. No. 93-579), December 1974. 

Contractorsubeontractor personnel are bound by the Records Management by Federal Agencics 
(#4 U.S.C. Chapter 31) regarding the care and retention of federal records. 

1. The contractor must ensure all new contractor/subeontractor personnel complete all 
assigned brifings which are based on the responses provided on the Risk Assessment 
‘Checklist Form 14606. These responses pertaining (0 access 0 any IRS system, including 
basic LAN, email and internet: access 0 any Sensitive but Unclassified (SBU) data; and 
access 0 any IRS facility. Since new contractor/subcontractor personnel will not have 
access to the IRS training system, the COR shall provide softcopy versions of ach 
briefing. 

i. Exception: Contractor personne (including subcontractors) performing under 
IRS contracts with Nonprofit Agencies Employing People Who Are Blind or 
Severely Disabled (as described in FAR Subpart 8.7) arc exempted from the 
aforementioned briefing requirements, unless the contractor requests access o the 
training, or thre s a compelling justification for requiring the raining that is 
approved by the Conlracting Officer (CO). An example of this would be in an 
instance where visually impaired personnel i assigned to perform systems 
development and has potential safTlike access to IRS information. 

i. Contractor subcontractor personnel working with IRS information at contractor- 
controlled facilites with no access o the IRS network willbe subject to all 
‘mandatory briefing excepting the Facilities Management Physical Security brifing 
as outlined in Publication 4512 

ii. Service Personnel: Inadvertent Sensitive Information Access Training 

‘Contractor personnel performing: () janitorial and cleaning services (daylight 
operations). (building maintenance, or (i) other maintenance and repair and 
need stafl-like access to IRS facilities are required to complete Inadvertent 
Access to Sensitive Information (SBU) Access training. 
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iv. Service Personnel Security Awareness Training: Contractor personnel 
providing services in th following categories are required to complete FMSS 
Physical Security Training: 

© Medical; 
© Cafeteria; 
© Landscaping: 
© Janitorial and cleaning (daylight operations): 
© Building maintenance; or 
© Other maintenance and repair 

2. In combination these mandatory briefings arc known as IRS Security Awareness Training 
(SAT). Thetopicscoveredare Cybersecurity Awareness, Privacy Information Protection and 
Disclosure, Unauthorized Access to Taxpayer Data, Records Management, Inadvertent 
Sensitive Information Access, Insider Threat andor Facilities Physical Security. The 
‘completion of the assigned mandatory briefings constitutes the completion of the Security 
Orientation. 

3. The SAT must be completed by contractor/subcontractor personnel within business 
days of successful resolution of the suitability and eligibility for safT-like access as 
outlined in IR 1052.204-9000 Submission of Security Forms and Related Materials and 
before being granted access to SBU data. The date listed on the memo provided by IRS 
Personnel Security shal be used as the commencement date. 

i Note: To be authorized, all personnel must complete required training (IRS annual 
and role-based privacy. information protection, and disclosure raining requirements, 
Unauthorized Access [UNAX] awareness briefings, records management briefings, 
and all other specialized privacy training) and background investigations before given 
access to SBU data (including PI and tax information). [OMB A-130] 

4. Training completion proces: 
“The contractor must submit confirmation of completed SAT mandatory brifings for cach 
contractor/subcontractor personnel by either: 

i. Using Form 14616 signed and dated by the individual and authorized contractor 
management entity and retumed to the COR. This option is used for new 
contractor/subeontractor personnel and any that do not have an IRS network account. 
ii. Using the IRS training system which is available 0 all contractors with IRS network accounts. 

5. Annual Training. For contracts orders agreement exceeding one year in length, either on 
‘multiyear or multiple year basi, the contractor must ensure that personnel complete. 
assigned SAT mandatory briefings annually no later than October 3151 of the current 
calendar year. The contractor must submit confirmation of completed annual SAT on all 
personnel unable to complete the brifings in the IRS training systems by submitting 
completed Form 14616 assigned to this contractorder/agreement, via email 0 the COR, 
upon completion. 

6. Contractor's failure to comply with IRS privacy and security policy (10 include 
completion and certification of SAT requirements within the timeframe specified) may be 
Subject 0 suspension, revocation or termination (temporarily or permanently) of staf-lke. 
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access to IRS IT systems and facilites. 

7. Flow down of clauses. The contractor shall include and flow down, in ts subcontracts 
(or arrangements or outsourced service agreements) that entails saff-ike access to SBU 
information by a subcontractor, at any tir, the same Federal Acquisition Regulation 
(FAR) and local privacy and security or safeguard clauses or provisions for protecting 
SBU information or information systems that apply to and are incorporated in its prime 
contract with IRS. 

SPECIALIZED IT SECURITY (SITS) TRAINING 

“This raining i also referred to as role-based security training. Ifa Contractor performs. 
tasks/services such as system administration, network administration, database: 
administration, programmer developer or one ofthe other specialized IT security roles as 
defined in IRM 10.82. 

IR1052.204-9002 IRS Specialized Information Technology (IT) Security Training 
(Role-Based)Requirements (JUN 2022) 

@ Consistent with the Federal Information Security Modernization Act of 2014 
(FISMA), specialized information technology (IT) security training (role-based) 
shall be completed prior to access to Information Systems and annually thereafier 
by contractor and subcontractor personnel who have an IT security role or 
responsibilty. 

© Identifying contractor/subcontractor with a role or responsibility for IT security is completed by 
the Contractor, and verified by the COR, by completing the Risk Assessment Checklist (RAC). 
“The roles listed in the RAC conform to those roles iste in the Internal Revenue Manual 
10.8.1.2 that apply to contractor personnel. This process applies o new 
contractors/subcontractors, replacement personnel and for existing contractors subcontractors 
whose roles change during their work on a contract. This includes, but is not limited to, having 
an approved elevated privilege to one or more IRS systems through the OLSO81 process or 
Business Entitlement Access Request System (BEARS). 

© Prortoacessingany IT system all contactor subeanractor personnel 
must be successfully complete al provisions of IR1052.204-9000 
‘Submission of Security Forms and Related Materials. 

@ In keeping with the Security Orientation outlined in IR1052.224-9001, 
contractors/subcontractors designated on the Risk Assessment Checklist as 
performing a role shall complete approved training equal to the assigned hours 
within S business days of receiving the Personnel Security's memo approving saff- 
like aceess. 

© Annual Requirements: Thereafter, on an annual basis within a FISMA year cycle 
beginning July st of each year, contraclor/subcontractor personnel performing 
under this contract in the role identified herein i required to complete specialized 
IT security, role-based training by June Istof the following year. 

6 Training Certificate/Notice: The contractor shall ue the Government system 
identified by Cybersecurity to annually complete specialized IT security training 
(role-based). The COR will rack the courses, hours completed and the adhere to the. 
established due dates for each contractorisubcontractor personnel. Altematively, 
courses may be completed outside of the Govemment system. Any courses taken 
outside of the Government system must be pre- approved by IRS Cybersceurity's 
Security System Management eam via the COR. Adequate information such as 
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course outline/syllabus must be provided for evaluation. Once a course is approved. 
certificates of completion provided for each contractor/subeontractor shall be 
provided to COR in order to receive credit toward the required hours for the 
contractor/subcontractor personnel. Copies of completion certificates for externally 
completed course must be shared with the Contracting Officer upon request. 

@ Administrative Remedies: A_contractor/subcontractor who fails to complete the 
specialized IT security training (role-based) requirements, within the timeframe. 
specified, may be subject to suspension, revocation or termination (temporarily or 
permanently) of stafl-like access to IRS IT systems. 

Flow down of clauses. The contractor shall include and flow down, in its 
subcontracts (or arrangements or outsourced service agreements) that entails staff- 
like access to SBU information by a subcontractor, at any tier, the same Federal 
Acquisition Regulation (FAR) and local security or safeguard clauses or provisions 
for protecting SBU information or information systems that apply to and are 
incorporated in its prime contract with IRS. 

SAFEGUARDING PROTECTING SENSITIVE PERSONALLY. 
IDENTIFIABLE INFORMATION (PII) 

‘Sensitive Pll is defined as any information that permits the identity of an individual to be 
directly or indirectly inferred, including any information that is inked or linkable to that 
individual, regardless of whether the individual is a U.S, citizen, legal permanent resident, or 
employee or contractor to the Department. Sensitive PI1 is Personally Identifiable 
Information, which if lost, compromised, or disclosed without authorization, could result in 
substantial harm, embarrassment, inconvenience, or unfaimess to an individual. 

Information Systems can be either electronic or manual. IRM 10.8.1 requires IRS 
sensitive information is to be handled and protected at the contractor's site, 
including any information stored, processed, or transmitted using the contractor's 
‘computer systems. Contractor personnel shall perform a background investigation 
andlor clearance required; receive security awareness and specialized IT security 
training required for contractor activities or facilities: and any facility physical 
security requirements. 

IRS sensitive data (e.g. Sensitive But Unclassified (SBU), Personally Identifiable: 
Information (PII)that is processed, stored, or transmitted by an information system 
outside of IRS facilites or IRS IT information system shall be protected with FIPS 140-2 
or later validated cryptographic modules with approved modes of operation. 

Alist of NIST validated modules is available at the following link: 
hitp/esre. nist gov/groups/ STM emyp/validation him]. 

(1) The CSP/Contractor shall ensure that individuals accessing an information 
System processing, storing or transmitting information requiring special 
protection satisfy the personnel screening criteria. 

Note: This requirement is defined by FedRAMP. 
(2) The organization shall 

‘Screen individuals prio to authorizing acess to the information system; and 
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Rescreen individuals according to FedRAMP Assignments: or national security 
clearances; a reinvestigation is required during the Sth year for top secret security 
clearance, the 10th year for secret security clearance, and 15th year for confidential 
security clearance. For moderate risk law enforcement and high impact public trust level, a 
reinvestigation i required during the Sth year. There is no reinvestigation for other 
moderate risk positions or any low risk positions. 

“The CSP/Contractor shall ensure that data is used, nly as identified, inthe IRS contract and 
that the data will be used for nothing else to ensure the privacy of the individual 

‘The CSP/Contractor is responsible for maintaining an inventory of all PI provided to the 
contractor, generated by the contractor, o used by the contractor sufficient 1 enable 
notification to taxpayers, if disclosed. The inventory of PIl must be updated semi-annually 
with a final inventory notification provided to the COR. 

Most IRS information is categorized as Sensitive But Unclassified (SBU). This includes: 

Federal Tax Information (FTT) 
6 Personally Identifiable Information(P1l) 
6 Protected Healh Information(PH) 
@ Certain procurement information 
© System vulnerabilities 
6 Case sclction methodologies 
© Systems information 
6 Enforcement procedures 
Investigation information 
9 Propritary processes o algorithms used in investigative work o ax processing 

Note: Live data, which is defined as production data in use (production, testing, development) often 
contains SBU. 

IRM 10.8.2, Information Technology (IT) Securiy, Security Roles and Responsibilities, 
defines IRS. wide roles and responsibilities related (0 IRS information and computer 
security. 

a. The IRS shall designate an Authorizing Official forthe Cloud Computing Service per 
IRMI0.8.2. 

b.. Each Business Unit shall assign at least one (1) Information System Security 
Officer ISO)or Security Program Management Officer (SPMO) to the 
Cloud authorization process. 

Various laws and regulations have addressed the need to protect sensitive information 
held by govemment agencies including the Federal Information Security Modemization 
Act (FISMA),the Goverment Act of 2014, the Privacy Act of 1974, and OMB Circular A- 
130, Management of Federal Information Resources. FISMA requires agencies o have a 
security program and controls for systems to protect thei sensitiv information, 
‘Therefore, the contractor shal comply with OMB policies and Treasury / IRS specific 
policies, procedures or guidance to protect sensitive information. 

IRM 10.8.24.2, Internal Revenue Manual (IRM) 10.8.24, Information Technology (IT) 
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Security, Cloud Computing Security Policy, CSP roles and responsibilities elated to IRS 
information and computer security. 

Unless specifically identified, the scope of the CSP's esponsibility for the protection of IRS 
assets depends on the service delivery model being used (SaaS, PaaS, 1aaS) and their 
contractual agreement. The IRS personnel with technical responsibilities for the use, 
implementation, and acquisition of loud service shall ensure the CSP is made aware of and 
adheres t0,as part oftheir contract, all applicable CSP responsibilities according (0 their 
Cloud Service Offering (CSO). 

CONTRACTOR RIGHTS TO ACCESS DATA 

Access Control requirements shall be implemented as defined within Intermal 
Revenue Manual (IRM) 10.5.1, Information Technology (IT) Security, Policy and 
Guidance and Publication 4812. 

1) The CSP/Contractor shall not acess, use, or disclose Government data unless 
specifically authorized by the terms of this contractor task order issued hereunder. If 
authorized by the terms of ths contract or a task order issued hereunder, any access fo, or 
use or disclosure of, Government data shall only be for purposes specified in this contract 
or task order. CSP/ Contractor shall ensure that cach ofits employes and represenatives, 
and any others (.2. subcontractor employees) performing duties hereunder, shal, prior 
10 obiaining access fo any Government data, sign a contract o tak order specific 
nondisclosure agreement. 
2) The CSP/Contractor shall use Government related data only to manage the operational 
environment that supports the goverment data and for no other purpose unless 
otherwise permitted with the prior writen approval of the Contracting Officer. 

CSP Contractor shall: 

a Be subject to background investigations at the risk level appropriate fo the 
Sensitivity of the position and sensitivity classification of the data. 
b. Not access sensitive IT systems unl they have atleast a favorably adjudicated National Agency Check (a component of the full background 
investigation). 
Be responsible for protecting any Personally Identifiable Information 
(PII) that they have in ther possession, whether it is paper-based of in 
electronic form. 
d Understand the provisions and applicable criminal penalis under 
Public Law 105-35 Taxpayer Browsing Protection Act, shall also 
apply 10 all contractors and contactor employees. 

Comply with all exceutives legislative and Department of Treasury and IRS sccuriy policies. 
£ Minimize the threat of viruses by writ-protectng removable media, 
routinely scanning files, systems, and media fo viruses and never 
circumventing ani-vinis safeguards. 

Abreach of the obligations or restrictions may subject the CSP Contractor to criminal, 
civil, administrative, and contractual actions in aw and equity for penalties, damages, 
and any other appropriate remedies by any party adversely affected by the breach. 
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HANDLING INFORMATION SECURITY. INCIDENTS 
“The IRS Computer Security Incident Response Capability (CSIRC) defines a scuriy incident as: “any 
adverse event whereby some aspect of computer security could be threatened. Adverse events may 
include the los of data confidntialiy, disruption of data or system integrity, disruption or denial of 
availabilty, loss of accountability, or damage to any part of the system.” User Compromise, 
Disclosure of Taxpayer Sensitive Data, Malicious Code (successful or unsuccessful), Denia of 
Service (DoS) (successful or unsuccessfu), Website Defacement, Identity Theft, Misuse of 
Resources or Policy Violation, Loss or Theft of IT Equipment, IRW/LEM Non- Compliance, 
Unauthorized Access Atiempt, Probe/Scan, and any other security incident that may thrten or 
damage any IRS or federal agency information o information system(s). 
Contractors and thei employees must be aware of ther responsibilities under the aw to 
safeguard PI and sensitive information, the procedures o follow when data i lost or 
compromised and the penalties for unauthorized disclosure of PI and sensitive information. 
Contractors should refer to Data Breach Information for IRS Contactors on is g0v 
ntpsy/portal dre gov/sites 1003 ReledResources Doc 3347-2020.01- 
Data?s20Breach®%20Response?20Playbook pscarch-contractors’s20data%20becach , Pub 
4465-A, Protecting Federal Tax Information for Contractors, and Pub 4812, Contractor B 
Security Controls, for information abou a contactor’ responsibilities to protect Federal Tax 
Information (FTI) and incidentdata breach response and reporting procedures. 
Iti ritcal 0 report an incident data breach as soon as actionable information is available so 
aresponseleaction can be initiated. Incident data breach updates and any additional 
notifications to Treasury Inspector General for Tax Administration (TIGTA) and/or Local 
Law Enforcement can be completed afer th initial report to the Office of Taxpayer 
Comespondence (OTC), Privacy Goverment Liaison and Disclosure Incident 
Management Office (PGLI/IM or the Computer Security Incident Response Center 
(CSIRC)is submitted. 
All physical security incidents and/or threats should be reported to the SAMC within 30 
minutes of incident discovery. SAMC operates 365 days a year, 24 hours day, seven days 
a week. Incidents may be reported to the SAMC through any ofthe following methods: 

Primary Method of Reporting: Website incident reporting link, 
upsisce enterprises govire/ Alternate Reporting Methods: 
Telephone: 202-317-6124 or 1-866-216-4809 ol fre hotline) 
Fax: 202317:6120 
Email: sme@irs gov 

“The CSP Contractor shall report security incident information according to U.S. Computer 
Emergency Response, Departmen of Treasury, IRS, and the FedRAMP Incident 
Communications procedures. 

Allincident elated t IRS processing, information o information systems shal be reported 
within one (1) hour tothe CO, COR, and CSIRC. Contact the CSIRC through any of the 
following methods 
CSIRC Contacts 

Page 106 of 113



Telephone: 240.613 3606E- 
mail o gsire@irs gov 

‘The CSP/Contractor shall be accountable for incident responsiveness, including providing 
specific time frames for restoration of secure services in the event of an incident, 

‘The CSP/Contractor shall provide and maintain insurance, to include cybersecurity 
insurance, throughout the performance of this contract, a specified inthe Schedule or 
elsewhere in the contract. 

Before commencing performance under this contract, the CSP/Contractor shall provide 
proof of insurance to the Agency. The CSP/Contractor shall resubmit the proof of insurance 
within 30 days of notification of any material change that occurs during the performance of 
the contact. 
“The CSP/Contractor shall inser the substance of this clause, including this paragraph (c). in 
subcontracts under this contract that require work with or in support of storage and retrieval 
of electronic/digital goverment data and shall require subcontractors o provide and 
‘maintain the insurance required in the Schedule or elsewhere in the contract. The CSP shall 
‘maintain a copy of all subcontractors” proofs of required insurance and shall make copies 
available 0 the Contracting Officer upon request. 

CONTRACTOR BOUNDARY PROTECTION 

“The CSP Contractor shall ensure IRS data is not comingled with the data from other organizations. 

“The CSP Contractor shall implement boundary protection mechanisms at servers, workstations, and 
mobile devices. 

‘The CSP/Contractor shall isolate the information system from other intemal 
information system components by implementing physically separate subnetworks with 
managed interfaces 0 other components of the system. 

“The CSP/Contractor shall define key information security tools, mechanisms, and support 
components associated with system and security administration and isolate those tools, 
‘mechanisms, and support components from other internal information system components 
via physically or logically separate subnetworks. 

Note: These requirements ar above the IRM 10.8.1 baseline and are assigned to Moderate-impact systems 
by FedRAMP. 

CLOUD SERVICE PROVIDER'S INFORMATION OUTPUT HANDLING AND RETENTION 
“The CSP/Contractor shall handle and retain data within the information system, according to record 
retention standards. 
“The IRS shall identify the record retention standards o the contractor. In addition, once the 
contract expires, all data shall be returned tothe IRS, unless specifically identified otherwise 
inthe contract, No records shal be maintained, in paper or electronically, unless approved by 
the IRS COR. Once disposal is complete, a copy of the disposal record and notification must 
be provided to the IRS CO/COR 
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JURISDICTION OVER IRS DATA AND CONTRACT TERMS DATA 

“The CSP/Contractor shall maintain al data within the United States (or U.S. teritoris). 
Jurisdiction over IRS data and contract terms must not be divided. The CSP/Contractor shall 
provide the IRS with alist of the physical locations which may contain government data. The 
CSP/Contractor shall provide information about the jurisdictions in which data may be stored 
and processed and any risks resulting from the location of those jurisdictions must be: 
evaluated. The CSP/Contractor shall identify all data centers that the data at rest or data 
backup will reside. 

“The CSP will work with the Information Owner to understand the business rules for 
information/datastore, collected in the Cloud. 

DATA COLLECTED, PROCESSED AND TRANSFERRED 

Data provided by the IRS and their customers must be collected, processed, and transferred in 
accordance with the contract ems established between the IRS and the cloud provider. 

Sensitive But Unclassified (SBU) information, data, and/or equipment will only be disclosed 
toauthorized personnel on a Need-To-Know basis. The CSP/Contractor shall ensure that 
‘appropriate administrative, technical, and physical safeguards are established to ensure the 
security and confidentiality of this information, data, and/or equipment is properly 
protected. When no longer required, this information, data, and/or equipment will be 
retuned to IRS control, destroyed, or held until otherwise directed. Destruction of tems 
shall be accomplished by following NIST Special 
Publication 800-88, Guidelines for Media Sanitization 

“The disposition of all data will be at the written direction of the COR, this may include 
documents retumed to IRS control; destroyed; or held as specified until otherwise directed. 
Items retumed to the IRS shall be hand carried or sent by certified mail to the COR. 

‘The CSP/Contractor shall have adequate programs in place to protect the information received 
and information from unauthorized use, access, and disclosure. The CSP/Contractor programs 
for protecting information received must include documenting notification to employees and 
subcontractors (at any tier), who will have access to SBU information, the importance of 
protecting SBU information in general, and returns and retum information, and information 
protected by the Privacy Act; in particular, the disclosure restrictions that apply and the 
criminal or civil sanctions, penalties, or punishments that may be imposed for unauthorized 
disclosure or inspection. Disclosure practices and the safeguards used fo. protect the 
confidentiality of information entrusted to the Government (and, as provided under the IRC and 
the Privacy Act) are subject o continual assessment and oversight to ensure their adequacy and 
efficacy. 

DISPOSITION OF DATA 

“The delivery of data to the CSP/Contractor does not transfer any clement of 
‘ownership; and as between the customer and data host, the customer retains all 
right, title and interest in the data. 
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‘The CSP/Contractor role with respect to the data i limited to a storage function to fulfill its 
obligation to provide hosting services, and the CSP/Contractor wil not interfere with the 
customer’ access. 

‘The CSP/Contractor is a “bailee for hire” with respect to the data (thats, a person 
‘compensated forholding the property as bailec). 

“The CSP/Contractor will delete or will return the customer's data in an agreed-upon 
format, atany time atthe user's request. 

“The CSP/Contractor must provide the IRS CO/COR with a copy of the disposal record and. 
notification once disposal is complete. 

TERMINATION OF CONTRACT 

Atthe end of the contract period, or if the contract i terminated within the contract period, 
the CSP/Contractor shall coordinate with the IRS to ensure contractor and contractor 
employee access privileges to IRS information, IRS systems and facilites are revoked in a 
timely manner, a necessary. 

CSP/Contractor shall confirm to IRS officials that information furnished under the contract has been 
properly retumed, disposed, or destroyed. 

Information and IT assets shall be returmed to th IRS, destroyed and/or sanitized, as required or 
directed by the IRS. This includes assuring the IRS that all IT assets, including laptops, 
information systems, servers, routers, printers, faxes, switches, voice recordings, and all 
removable and fixed media have been sanitized of all IRS information prior to retuming 
into production for other use. 

CSP/Contractor required to return IRS information and property (as a part of the contract 
requirements) shall use a process that ensures that the confidentiality of the SBU 
information is always protected during transport 

A log shall be maintained to ensure that all media destroyed has identified the date of 
destruction, content of media, serial number, type of media (CD, DVD, Closed Caption 
Television (CCTV), ete. destruction performed, personnel performing destruction, and 
witness. 

All VoIP shall be sanitized prior to retuming to production, when SBU information is stored on these. 
devices. 

All hard drives and removable media shall be inventoried, sanitized, and logged to 
demonstrate data destruction for all IT assets used to handle SBU data. 

All hard copies shall be retumed using double-wrapped envelopes and traceable mail. 

E-Discovery 

Inthe event of litigation procedures, the CSP shall comply with any and all request to furnish 
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informaronal data directly othe IRS for cectronc discovery (E-discovery) purposes. The 
IRS shall have the authority to request hardcopy documents or electronically stored 
information (ESI)from the CSP that is relevant to any legal proceedings. 

FOIA Request 

The CSP shall no directly disclose any IRS owned dat 0a third-party requestor who is 
secking information through th Freedom of Information Act (FOIA). Al FOIA request 
regarding IRS information and information systems shall be processed directly by the IRS 
FOIA office. Third- party requestors must contact the respective FOIA public liaison for 
ther state. This information ca be found at the following: hips ss gov privacy 
disclosure/feedonof: informaton-act-foia- guidelines 

Electronic Invoicing and Payment Requirements for the Invoice Processing Platform 
(IPP) (JUL 2019) 

(a) Deion: 
“Short payment” as used in tis clause means the paral payment of an invoice for 
aoodisevices rendered at the time of payment when the invoice includes additional 
2oods/servces that have ot yet been provided fendered. 
“Short payment” example: The contract requires the delivery of a set number of items, with 
ihe price, delivery location, and delivery due date lso specified. The vendor delivers 50% of 
the items as specified but invoices for 100% of the items. Before implementation of the IPP, 
ihe RS would have paid the vendor forthe tems delivered and instructed the vendor to e- 
invoice the IRS when the balances ofthe tems were delivered. In ahr words, the IRS would 
“hort pay” the msice since he IRS did not remit payment or the ful invoice amount, With 
implementation of the IPP, the IRS can no longer do this because the IRS cannot accept an 
lectronic invoice hat includes ems not yt recived. The IRS wil eect he inaice. The 
vendor needs to submit a ince or only the items recived by the RS (i his case, 50%), 
and if these ems meet all ther contract erm and conditions, the IRS will pay he nied 
amount The vendor submits subsequent invaice(s) for ems a hey are delivered and 
scceted. 

(b) The Invoice Processing Platform (IPP) is a secure Web-based electronic invoicing 
and payment information sevice avaiable ol Federal agencies and thei supplies. 
Effective Octobe 1. 2012 invoicing for payment through he IPP will be mandatory for 
all nw contrat awards. Additonal information garding he PP my be found at he PP 
website address ps pp gov. Contactos must complete the contacto pot of 
contact information below and submit t with ther proposal submissions. Contactors may 
contact he PP Helpdesk for sistance vi e-mail a pparoup(@sl tor or va phone 
(866) 573-3131. Once a contrat award has been made he contactor will be contacted 
bythe IPP via e-mail 0 st-up an account It will be necessary for contractors to login to 
hei IPP accounts very 90 days © keep thir IPP accounts ative. 

(©) Contractor Point of ContactInformation 
Contractor Name: Palani Technologies, Ine. 
Convactor PP Pom of Come Name pO 
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Contactor Phone Nor 
Contractor E-mail = | 

(d) Electronic Invoicing and Payment Requirements 
Vendor nies smite lsroncally trogh the PP should be i the proper format nd contin th momma eid Tor py ment processing Toe spond for pve. proper aie must he em pied n FAR S3.23233 (YI) rough (pOX, ihe cas fs Commer em Conte, the fms nclodd 52212 AEX XO) through 
(©). 

If the vendor is offering a discount via the IPP, the discount must be reflected on the invoice. The vendor wil let Crs oie. The TP syste will deal Not 30 Prompt Py mdr he Payment Tem rapdow bos. The vendor will lc fom S4 ir dicount option for he mec at ein re Ih endo chaos 0 aff dicount a he 
invoice screen, the information will interface to the payment system for processing. Discounts 

Under his const, the followin documents ar eid to be submited sa tachent he moi (Conicing OFcr Fn adiionl docu hak mus be mh by the contro e.. tmeshec). Please do mot submit to IPP any documentation tachment ht confit vith what sated on he imei: 

Payment and Invoice Questions 
For payment and noi questions contact the Anil Sys at (09) 2543572 vie 

(e) Waiver 

201 the a air fom mst be completad and subd ith convo’ propos Submision for vie and sprovalb th Conrcing Offs based a an fh conditions 
listed in the waiver. The vendor will be notified prior to award as to whether their request for waver a bn approve dee, th war gad, he copy of the aris be Ud ih ach pape 18 hat 5 vendor SS 0 pyr fc, or hc voice Vile reamed. 

0 Storpayment 
Short payment on endo subi noes will ong be procesd or paid. Fay 
Toi shall bd iced and reamed te vendor uni 

IRS Invi Procesin Platform (IPF) Waiver Form 
The IRS invicing and payment quien case (RIOS2 232-9000) gies hat ll noice under vans mad (or ect) on rae Oar 1: 012 be sped iconic ia te IP lee a waver reed and gran. he Conrctor iurale obit voice trough he IP. he Contractor sal omit i wane Form ndicting 
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the reason for the waiver request by selecting the appropriate box below and providing a 
narrative summarizing in detail the circumstances requiring a waiver. 
Fora solicitation, submit the waiver form with the proposal submission. For a modification 
that incorporates the IPP clause nto an existing contact, submit the waiver form with the 
modification. The CO will notify the vendor via e-mail or another appropriate means of 
communication prior to award as to whether their waiver has been approved or denied. If the 
waiver is granted, then a copy of the approved waiver must be submitted with cach invoice that 
the vendor submits 0 the payment offce, or the invoice will be returned. 
Reason for requesting a waiver of the requirement to submit an electronic invoice via the 
PP. 

[J 1. Submission of invoices through IPP would impose & hardship on an individual 
(includes employees and sol proprietors) due to cither a physical or menial disability: a 
eographic. language, or ltracy barrier or an undue financial burden. The requirement to 
submit invoices through the IPP is automatically waived for al individuals who do not have 
payment capability using ACH with a U.S. financial institution. 

[J 2 The politcal, financial or communications infrastructure where the place of 
business is located does not support access {0 the IPP for submitting invoices 
electronically. 

[0 3. The contractor is located within an area designated by the President of the 
United States o an authorized agency administration as a disaster area. (Please identify 
areaflocation.) 

[J 4. The submission of invoices electronically may pose a threat to national scurity, 
the life or physical safety of an individual may be endangered. or a law enforcement 
action may be compromised. 

[0 5. Theagency does not expect to receive more than one invoice from the same 
contactor within a one-year period. ic. the invoice submission isnon- recurring. 

[0 6. The contractor customarily submits high volume of invoices on a regular basis via 
file format, not currently supported by the IPP (i.., uses fle format other than XML or 
CSV) and the high volume of invoices would cause a significant burden to the contractor if 
submitted through the IPP individually. If utilizing this exception, please idenify the file 
formats supported by yourinvoicing system so that the IPP may consider implementing the 
requested file forma at a later dat. File formai(s)used: 

O 7. Other- Pleascexplain: 
Attach a separate sheet of paper with a summary narrative substantiating the 
circumstances for the waiver exception elected from above (1 through 7). 

Waiver Submitted By: 

ConmctorName 

Name of Person Submitting Request for Waiver 
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Tie Signature of Person Submitting Request for Waiver 

Emaladies Thence. 

Contract Onder No. Date Submitted 
Waiver Approved By: 

Contracting Officer's Signature owe 
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Section Il - Performance Work Statement 
Lead Case Analytics 
Task Order 001 

I. Introduction and Background 

‘The Internal Revenue Service-Criminal Investigation (C1) Technical Operations 
(TechOPs) supports the various investigative functions within CI. This includes the 
Refund Fraud Scheme Development, Intemational Operations, Suspicious Activity 
Report Review Teams (SARRTS), Cybercrimes Units, Financial Crimes Task Forces, 
and Field Offices located across the country and foreign posts of duty throughout the 
‘world. This is in support of Intemational and Domestic tax and related financial 
criminal investigations, forfeiture investigations, lead and case development efforts, 
witha cadre of IT tools and applications. This also includes the Lead and Case 
Analytics (LCA) application that provides a single platform for an advanced data 
analytics solution. 

LCA support ensures the smooth functioning of the infrastructure and operational 
environments. It further supports the completed application functionality for both 
internal and external clients, including the network infrastructure, server and device 
management, computer operations, C1 infrastructure library management, and help 
desk services. This guarantees that all day-to-day support and upkeep is addressed to 
minimize any application interruptions. 

2 Objectives 

‘The objective of this requirement is to acquire Palantir term licenses and Contractor 
support for the day-to-day processes of the Lead and Case Analytics Software 
Solution Tool and Support Services (LCA) application. Project Management, User 
Support and Issue Tracking, Training, and Operations and Maintenance (O&M) shall 
be provided in accordance with the Government's requirements and the Support 
Services as stated in this Task Order and the base BPA. 

3. Scope of Workand Description of Tasks 

The Contractor shall provide maintenance support to the LCA application as 
described inthe Objectives section of the PWS, This support is necessary to maintain 
the LCA application and assists C1 applicationusers in meeting investigative goals, 

3.1 Task 1- Program Management Plan Support 

‘The Contractor shall provide O&M and Support Services for the LCA application. 
“The contractor shall maintain existing integrations of relevant tax and not-tax data 
sources and provide immediate support for all maintenance components of the LCA 
project to address any unplanned system down-time. This does not include



retirement/replacement of a data source or other likewise major data source 
changes; these will be considered new work. The contractor shall support the 
development of mutually agreed upon user trainings, provide help desk support, and 
provide IT system development lifecycle support and expertise. Operations and 
Maintenance wil include the continued sustainment of LCA. 

“The Contractor shall provide project management support, to include providing all 
Solution-specific technical and Enterprise Lifecycle documentation (OneSDLC). 
cybersecurity management, configuration management, risk management, schedule 
management, preparing reports and briefings and representing the project at 
meetings, analytical suppor, to include data import, data modeling, data analysis, 
and user support of all existing workflows. 

«The System shall meet FedRAMP high security controls. 
= The System shall be Protocol Version 6 (IPv6) compliant and meet requirements 

(sec FAR 11.002(2) and DTAP 1011.002(g) unless an exception has been 
granted by the IRS. 

«The system shall support annual security requirements, to include: 
Completion of application Security Package. 
© Scaurity application artifacts. 
© Mitigation of findings. 

«The System shall meet IRAP/S08 requirements. 
«The system shall support UNAX and Negative TIN requirements, 
«The system shall support Privacy and Civil Liberties Impact requirements. 
«The System shall ensure security and privacy protection 

capabilities that allow different levels ofaccess for different users. 
= The System shall have the ability to modify the ETL (Extract 

‘Transform Load) process due tochanges in dataset structures. 
«The Contractor shall maintain existing Foundry workflows required by the 

business. 
«The Contractor shall maintain existing EFDS/RRP daily, and 

IPM/CDW integrations required by the business. 
«The Contractor shall supply licenses for the commercial software: 

for storage and data connections. 
«The Contractor shall install the commercial software licenses 
«The Contractor shall provide software support with daily technical support 

access. 
«The Contractor shall ensure software meet CI 

security standards andcompliance. 
= The Contractor shall respond to and mitigate security scan concerns within 

thirty-days. 
«The Contractor shall meet IRS agreed to schedules and deadlines. 
«The Contractor shall comply with C1 Standard 

Operating Procedures (SOP), guidelines, and 
policies.



«The Contractor shall only use C1 supplied computers, software 
and email addresses to performIRS work 

«The Contractor shall use IRS and CI templates and logos where possible. 
«The System shall make the data searchable using 

industry standard techniques forindexing and 
retrieval. 

«The System shall provide user aids to ease system use if 
any maintenance updates requireit. 

3.2 Task 2 - Helpdesk & System Maintenance Support 

‘The Contractor shall provide maintenance for all existing components of 
applications to ensure no unscheduled system down-time or user interruption is 
experienced to the extent reasonably practicable. Users will have 24/7/365 access 
10 CIs online support portal, through the Footprints application, and cansubmit 
support tickets for troubleshooting, administrator, or system issues. 

Desired Outcome: 
= Maintain and support existing application functionality. 
+ Operate and maintain existing functionality, provided by existing 

‘completed solutions or solutionreleases. 
= Refresh data sets on an ongoing, scheduled basis as determined by data 

availability. 
= Provide Help Desk management and technical support via the Footprint Online: 

Support Portal 
= The Contractor shall manage all issue tickets, and 24/7 support should be 

availability. 
«The Contractor shall be available to proactively receive, 

respond and remediate issues per themaximum response times: 
© Critical (Priority 1) - 30 minutes. 
© High (Priority 2) ~ 4 hours 
© Standard (Priority 3) - | Business Day 
© Low or Planned (Priority 4) - 5 Business Days 

= Maximum response times do not account for reasonable delay factors approved by 
the PM, such as: 

© Timely responses from users to assist in troubleshooting questions. 
o Time needed to develop, test, and deploy updates, 

patches, etc. as agreed to by the PMand/or Change 
Control Board as applicable. 

© Other approved delays as determined by the LCA Project Managers 
Application User Group Page 

«The Contractor shall manage a Frequently Asked Questions 
forum and provide regular updates,as necessary. 

«The Contractor shall provide technical support, responses



and resolution of user issues and questions. 
«The Contractor shall provide the CI project management 

team with a report of issues received, Contractor response: 
time, Contractor mitigation, status, and request for closure if 
requested. For any critical issues, more frequent updates (¢.2. 
daily) may be provided. 

«Fixes and modifications to operational solutions, such as 
immediate changes to fix critical problems via emergency 
maintenance or non-critical changes accumulated and 
implemented Planned Maintenance. 

«Exercise and maintenance of contingency and disaster recovery 
plans, as mutually agreed to by theparties. 

+ Continuation of all previous year's tasks and 
incorporate maintenance and support ofadditional 
functionality incorporated solely by contractor in prior 
year. 

«The Contractor shall provide skilled analysts with the 
ability to visualize, articulate, conceptualize, or solve 
both complex and uncomplicated CT investigative 
problems. 

«The Contractor should understand all CI workflow fundamentals 
and goals to collaborate and coordinate with stakeholders to 
produce actionable intelligence, leads and investigative reports. 

«The Contractor team will serve as application subject matter 
experts (SME) for working groupsand meetings with CI 
stakeholder organizations. 

3.3 Task 3 - Operations and Maintenance Support 

‘The Contractor staff assigned to work on this Task shall have the knowledge, 
skills, and demonstrated experience to effectively and efficiently complete 
the tasks and deliverables described below. 

«The Contractor shall monitor a technical support email address 
and timely respond to issues, concerns, and inquiries. 

«The System data updates will be supported and oceur on a near 
real-time or scheduled basis to quickly refresh existing data. 
Daily data updates are required for most existing data sources. 
and types. The Contractor shall maintain a change request 
registry for discussion and prioritization with business subject 
matter experts. Update and discussion frequency will be 
determined by the business needs. 

«The Contractor shall maintain a risks and issues registry for 
discussion and prioritization with the business subject matter 
experts (SME). Update and discussion frequency to be 
determined by the business's needs.



= Work closely with the technical staff to monitor and control 
activities pertaining to the CI systems and network. 

«Manage data identification and integration. 
= Work with IRS Enterprise Operations, to include gaining 

infrastructure configuration - approvals. 
= The Contractor shall provide a comprehensive Transition Plan 

that provides detailed description of staff turnover and 
knowledge transfer. The transition period will be no less than 
four (4) weeks where feasible. 

«The Contractor shall ensure that all personnel who are 
transitioning onto the project have a Tier 4 (High Risk) 
Background Investigation Approval Memo; prior to replacing an 
already approved staff member where feasible. 

3.4 Task 4 - Work Requirements 

34.1. Cloud Hosting 

“The Contractor shall provide all necessary Cloud Hosting services to allow CI LCA 
users to create websites and applications available to the IRS CI Network. The 
Contractor shall 

Maintain the Cloud Hosting environment. 
Provide 24/7 performance and security monitoring and 24/7 coverage. 
«Provide preempive performance alerting 
«Provide a twelve-hour RTO disaster recovery services. 
Provide automated, continuous software patching (fixes and updates) to ensure: 

that CI is always operating from the latest upgrades, and auto-scaling 
infrastructure to meet demand. 

+ Comply with all FedRAMP High policies and documentation. 

342. New Work Filing -Season Readiness 

‘The Contractor shall ingest and make available any new Tax Data forms for filing 
season or legislative changes. This includes integration of new forms and data for the 
filing season. The contractor shall 

«Integrate applicable Filing Season tax tables 
«Provide new tax data forms 

4. Period of Performance 

The period of performance of this task order will be September 28, 2025 — 
September 27, 2026.



5. Place of Performance 

“The Contractor shall have the option to work at the Government's site if so desired. 
‘The Contractor shallbe allowed to work at the contractor facility so long as they 
obtain Government approval. Contractor personnel will prioritize being present 
onsite at the following location for relevant LCA in-person activities: 

Internal Revenue Service 
1111 Constitution Avenue, NW 
Washington, DC 2022 

6. Security Requirements 

In addition to any IRS security clauses, the following Criminal Investigation (CI) 
specific security requirements apply to this task order: 

All Contractor personnel must have a High-Risk Background Investigation 
initiated before starting work for CI. If Access to the CI network is needed, a 
High-Risk Background Investigation will be needed, to include successful passage 
of a 7-panel drug screening for cach contractor employee. 

‘The seven (7) panel drug sereening shall test for the following items: 
1. Marijuana 
2. Cocaine 
3. Amphetamines 
4. Opiates 
5. 6-Acetylmorphine 
6. Phencyclidine (PCP) 
7. Methamphetamine (MDA, MDMA, MDEA) 

Drug screening will be performed according to the Substance Abuse and Mental 
Health Service Administration (SAMHSA) guidelines for federal workplace drug 
testing programs. The Contractor is responsible for utilizing a SAMHSA approved 
drug testing facility and is responsible for all costs associated with testing and 
reporting. Contractor shall provide documentation of a passed drug test for all 
personnel before they are allowed access to Cl network. 

7. Government Furnished Property 

The government will provide workstations; computers, phones and 
supplies required by the contractors to perform the work described in 
the task orders. 
Atthe end of this task order, disposition of GFP shall be in accordance with FAR


