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Department for
Digital, Culture,
Media & Sport

Counter Disinformation Unit
Department for Digital, Culture, Media & Sport
(DCMS)

155-page Vaughn: PAGE 047



Page 48 ] S I
Case 1:22-cv-00978-APM Document 29-8 Filed 07/26/24" Page 48 ‘of 1550565 Lnly: Do Not Listribul

Counter Disinformation
Defining the Problem

‘ ‘ Disinformation is the deliberate creation and

dissemination of false and/or manipulated information that
Is intended to deceive and mislead audiences, either

for the purposes of causing harm, or for political,
personal or financial gain. , ,

Misinformation refers to inadvertently spreading

false information
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The DCMS led-Counter Disinformation Unit works across Departmental boundaries and is
mandated to provide the most comprehensive picture possible about the extent, scope
and impact of disinformation during times of heightened risk by bringing all the relevant
information into one place.

We’ve previously stood up an operational response to counter disinformation during the
2019 European elections, the 2019 UK General Election, and the local and devolved UK
elections in May of this year.

We’ve been stood up since March last year in response to Covid-19.

The objectives of a dedicated coordination structure are to provide:

Fuller picture of disinformation threats than that provided by individual

teams
A process which enables rapid sharing of information

Support formulation of a coordinated Government response

O®
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The CDU is a cross-Uepartmental sysiein

Home Office Agencies '-
Disinformation Ministers

Analysis Team (DAT)

Analyses the domestic
implications of
disinformation ) Senior

Responsible

Foreign, Owner

Commonwealth and Department for Digital,
Culture, Media and Sport

Counter Disinformation Unit

(CDU) ' Cabinet Office

Providing single picture of . . .
disinformation and coordination National Security Unit

Development Office
Open Source Unit (OSU)
Foreign disinformation
activity

Department for Digital,
Culture, Media and Sport
Counter Disinformation
Strategy, Policy,
Engagement and Research
teams

Other Government

External Commercial

Provider
Social media monitoring
analysis

Departments
e.g. Health

Monitoring and Analysis

Cabinet Office
National Security
Communications
Team (NSCT)

Cabinet Office
Rapid Response Unit

(RRU)
Monitoring & analysis on
narratives gaining traction

Reporting and Insight
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May 2021 elections

Devolved and local elections across the UK
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“Categories” of misi/disiritformaiion used Guring May 2021 Election
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Coordinated structuie workifig across Goveinrneiit during eieciions

Social media com?;Lar:?ga:fions
platforms Counter teams
Disinformation ;
Unit

Monitoring and analysis teams
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Alleged iraniar interference in Scoltisii eiection
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e Taken from a yet-to be published
report from the Henry Jackson

o Society report;

. - e Didn't align with our monitoring;

D e Discussed with social media
platforms who found no evidence;

e Once we obtained the report,
conclusions of active interference
in May elections weren't
supported by any current evidence
but based on assumptions of past
behaviour;

e Gained little traction on social,
print or broadcast media;

: e Prepared for possible ‘unfair

ey P e et result’ type narratives post

T e e ettt e slaciion:

e No major impact.

Iran meddlmg in Scots electlon

Voters i by fake | suwmm think tank claims
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Department for
Digital, Culture,
Media & Sport

Wider disinformation policy work
Department for Digital, Culture, Media & Sport
(DCMS)
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Updaies {0 UK iegal appiroacii: Online Satety Bill

e The draft Online Safety Bill has now been published.

e The Bill delivers the government’'s commitment to make
the UK the safest place in the world to be online whilst
defending freedom of expression.

e The Online Safety regulatory framework includes a new
legal duty of care on companies, which will be enforced
by the appointed regulator, Ofcom.

e The duty of care will require companies to address harms
to individuals on their online platforms, including
misinformation and disinformation.
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Online Safely Biii
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Measures e The new laws will have robust and proportionate measures to deal
with misinformation and disinformation that could cause significant
physical or psychological harm to an individual, such as anti-
vaccination content and falsehoods about COVID-19.

Category 1 e Services with the largest audiences and a range of high risk features
Services (known as ‘Category 1 services’), including the major social media
platforms, will be required to set out what content, including many
types of misinformation and disinformation that harms individuals, is
and is not acceptable in their terms and conditions.

Enforcement e Companies will need to enforce this effectively, including removing
content if they’'ve made it clear it is not allowed on the platform. If what
is appearing on their platforms doesn’t match up with the promises
made to users, Ofcom will be able to take enforcement action.
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Online Safely Biii

ILENEERBIEIES e This Bill will give Ofcom the tools it needs to understand how
effectively misinformation and disinformation is being addressed
through transparency reports, and to take action if needed. This will be
the first time a regulator has been given these powers.

Additional e The regulatory framework will also include additional measures to

Measures address disinformation, including:

- establishing an expert advisory committee;

- provisions to boost people’s resilience to disinformation through
media literacy; and

- supporting research on misinformation and disinformation.

Freedom of e These legislative measures are designed to uphold and protect
Expression & freedom of expression online, and promote a thriving democracy.
Democracy Our approach is therefore proportionate to the risks mis/disinformation
poses to users, whilst ensuring these protections are maintained.
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Workiiiy withi piatioriis: operatiorial vs. strategic
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Counter-Disinformation Unit identifies harmful content

+

OPERATIONAL RESPONSE STRATEGIC RESPONSE
Through trusted flagging Examination of platform
relationships, flag content which policies and enforcement to
violates terms of service or could determine whether they are fit
be eligible for fact checking / for purpose and consideration
labelling of effectiveness other

interventions such as
promotion of authoritative
information.

BILATERAL APPROACH BILATERAL & MULTILATERAL
APPROACH

This work also informs non-platform interventions, such as proactive and reactive communications.
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Key chailenges

w
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There is currently an information asymmetry between the data

D IO 0= 3ol  that platiorms hold and what we can access that needs to be

addressed

Closed platforms and groups present a unique challenge,
Closed g rou pS especially given the increased risk to minority groups

New and emerging platforms such as Brand New Tube and

EcosySte m Bitchute do not have explicit policies - users are exploiting

loopholes to share videos on larger platforms
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ruture direct:carMezzliing Effestivairiervaiions Framework

What is the Measuring Effective Interventions Framework?

Developed in consultation with key stakeholders from industry, civil society
and academia as part of the UK Government’s COVID-19 Counter
Disinformation Policy Forum.

Platforms have introduced a range of interventions (e.g. increased fact
checking and authoritative information centres) to respond to COVID-19
mis/disinformation.

It is essential to understand how effective these measures are.

Presently, platforms only provide limited data on content moderation,
enforcement against accounts and fact-checking.

There is little available to help us understand how user behaviour is
changing, whether the risk posed to users is decreasing and which
measures are driving this.

The Framework is a solution. It seeks to build consensus on the best data
and corresponding metrics for understanding whether platform
interventions are working.

| & Department for Digital, Culture, Media & Sport

155-page Vaughn: PAGE 061 15



ruture direct:car Mezzliing Effestivairiervazions Framework

The benefits of the framework and an international approach...

The framework is a crucial component in our multifaceted approach to
tackling mis/disinformation.

The data sought by the framework would enable large and small platforms
to focus their resources in the right places, guiding a better targeted and
more effective whole of industry response.

There are also significant benefits to collaborating with international
partners:

« Clear message that the international community is prioritising this
policy area, encouraging cooperation from platforms.

« A consistent ask would support industry in efficiently implementing
new systems and processes.

So far, encouraging response from international partners. We would
be pleased to share the framework with you and arrange a follow-up
meeting to discuss this subject further.
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Home Office Disinformation Analysis Team (DAT)

155-page Vaughn: PAGE 063



Home Gifice Disinformation

Team

Home Office Disinformation Analysis Team analyses the domestic implications of
disinformation:

« How it spreads online and offline;

« Which UK audiences are most vulnerable to it and why;
« If and how it is impacting and attitudes and behaviours;
« and, which interventions are effective.

DAT has five main strands of activity:

1.0pen source monitoring of domestic information environment to identify divisive
narratives potentially exploitable by disinformation actors. Delivered in partnership
with Oxford University’s Oxford Internet Institute.

2.In-house open source investigations into emerging disinformation issues.
3.Primary research to identify domestic audiences most vulnerable to disinformation
and potential interventions.

4 Working with academia and the private sector to develop innovative tools to better
identify and analyse disinformation.

5.Discrete work with UKIC to understand disinformation activity targeted at the UK.

‘ Home Office 155-page Vaughn: PAGE Slides For Peasantation Furpases Only:te: N Distikyte



Page 65

Department for

Digital, Culture,
Media & Sport

Case 1:22-cv-00978-APM Document 29-8 Filed 07/26/24" Page 65 0f 15505¢5 Orly: Do Not Distribute

Foreign, Commonwealth and Development Office

(FCDO)
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Foreign, Commonwealth
& Development Office

COUNTER DISINFORMATION
AND MEDIA DEVELOPMENT

STRUCTURES IN THE FOREIGN, COMMONWEALTH &
DEVELOPMENT OFFICE TO TACKLE DISINFORMATION
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STRUCTURES: Strategic

Fdreign, Commonwealth

communications, HMG Russia Unit & Development Offce

OPEN SOURCE

UNIT PROGRAMMES

NTERNATIONAL
ENGAGEMENT

CAMPAIGNS
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INTERNATIONAL ENGAGEMENT | fsr commonyeat

& Development Office

 International engagement with partners to counter
disinformation.

« Sharing ideas and open source intelligence
» Building coalitions
« Sharing lessons learned

« Exploring and delivering programmes and joint campaigns

« Multilateral cooperation to counter disinformation
« |PCSD
« CFI
« G7 RRM
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2.

CAMPAIGNS <A S——

& Development Office

« QOperate within a strategic communications
framework creating outputs to:

* Increase reputational cost to hostile states
for conducting malign activity

 |ncrease the resilience of audiences
 Build support for cooperation

* Translate policy objectives into communications
objectives

* Audience insight
 Counter brand approach to messaging
» The Response Options Playbook
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Counter Disinformation and Media Development Programme Foreign, Commonwealth
& Development Office

* Launched in 2016.
« FY 2021-22: £29.8m

» Supports NSC Russia Strategy objective to “protect national security by reducing the harm to
democracy and the rules-based international order caused by Russia’s information operations”.

» Supports a whole-of-society approach aimed at changing Russia’s cost benefit analysis by
« Strengthening the Information Environment
* Increasing Resilience to Disinformation
 Building a Strong UK and Western Response

» Operates across the Baltic States, Eastern Neighbourhood, Central Europe and the NATO space.

» Projects support partner governments, media organisations, civil society to promote independent
media, collect open-source information and, where appropriate, to expose disinformation.
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CDMD: Theory of Change Overview

Deter Hostile State Actors from using |0 to:
e o L 0 B ol
democracy and RBIS : + Undermine faith in Western-style democracy
+ Undermine adherence to the RBIS

5. Responses to

1. Consumption of Hostile State
disinformation is 2. Consumption of 3. Exploitable Social 4. Increased support infoeratiom

reduced in uality, independent Fractures are for liberal democratic -
operations are
Programme media is increased Reduced values S
Audiences coordinated and
- impactful
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Foreign, Commonwealth

& Development Office

Overview of the Open Source Unit (OSU)

Established in 2016 to
transform how the FCDO
does diplomacy through the
better use of open source
data

OSU brings together three
specialisms to tackle
foreign policy priorities:

 Data Science
 Behavioural Science
« Open Source Intelligence
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Foreign, Commonwealth
& Development Office

What is

the OSU?
« The OSU helps the FCDO and our partners make use of open source analysis
to understand the world we operate in, develop policy, respond to international
events, further UK National Security priorities by verifying Hybrid Threats, and
evidence our impact.
» Policy agnostic capability unique in UK government and recognised by our
allies and partners as at the cutting edge for the way the OSU brings together
pillars of expertise with thematic and language specialism

NOV 2015
Strategic
Defence and
Security
Review [SDSR]

MAY
2016
Future
FCO
Review

AUG 2016 Jan 20180ct

Open

Source Unit Attacks Expansi

Founded

Salisbury 2018

on and
researc

May Dec 2019 mMarch
2019 UK 2020
Europe  General covid

an Election  response
Election
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Foreign, Commonwealth |

& Development Office

Objective Uphold Rule of Law and
International Norms

Behavioural
State Agnostic Science |
To understand the wider international threat, * Understanding OSINT
To remain aware of the domestic threat The drivers of * Developing
events International OS
Threat Agnostic * Human factors Policy/Capability

& Forensic Reports

Disaggregate malign intent from genuine considerations Gt
Investigations

public voices for policy
Incorporate evidence of extremist/terrorist

networks

Hybrid Threats |
Places disinformation within a wider context Thematic understandin
Provide accountable and transparent »  Linguistic expertise
assessments * Strategic Reporti

+  Policy Driving
Capacity Building
UK and International
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Understanding Disinformation

The Counter Disinformation Cell was established in November
2018. It is funded by the Conflict Stability, and Security
Fund (HMG Russia Unit) with a specific mandate to analyse
Hostile State Information Operations and disinformation with an
international component.

Understand Develop Engage
Disinformation Capability Internationally

Building
capacity
amongst
partners to
enhance
resilience

Analysing Monitoring state Supporting
techniques and owned and HMG Capabilit

tactics and potentially y
aligning state directed and monitorin
definitions content g elections
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Tactics: Using Influencers
o - Influencers Say They Were Urged to
::ﬁ:::e trials under political pressure to Criticize P ﬁzer Vaccine

A disinformation effort to reduce public confidence in Covid-19
vaccines tried to enroll social media commentators in France and
Germany.

TexHnvyeckoe 3afiaHne ana (morepa

WOl EDYeCHan pexnnal

Source: EUReporter (EUReporter.ca), 23
September. Archived screenshot from 25
September Yro pexnamupyem?

Mui OGECTREMHAEN ODFANMIBUIA N0 ENGM  MoROREwW. Mil  ROTHM

NPpeAOCTepEh QeTed OT yHAcTHR B HECOT NBCOREHMWL AN

Yro namMo pacckalarts 8 sugeo?
1.8 UENOM BCE 3TO MAROEND, OMSEs YCTAMNK OT 3TOMD wymsa C Hagansueem
HESOIMOMHD CHABTE B THKTONS, OfiMH Haaafu s’
2 [eved BhiTawmne o 28 el NDATANWCE
3 Nposourposany NONMLING, 3T0 GLIN0 ADMD HE MEDHOE WeoTHke
4 Cofpanoce Mano moaei

Oawn nobaik TEINE HARO KCNONEICAATE B pexname. MoseTe casnats 8
wyToumoR hopse HENLIR MOBOPHTE CNOBO B CNOBOM

/A
4

DONT WORRU!
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Tactics: Understanding Source

Inforos is a disinformation outlet,
sanctioned on 15 April 2021 for ties to
Russian intelligence.

Name Sefver
feg 'nst inforos. i’
ANDIOR
TS2 Inforos.y)

24

@’ InfoRos

InfoRos 1s covertly run by
GRU 72* Main Intelligence

Information Center

Officers. The GRU used 7 ﬁ
InfoRos to exploit the IP Addresses Organisation
worldwide health crisisto (0. "185.10.45.397) Reclil?ﬁgf‘d by
noRos

sow confusion and discord
regarding the novel
coronavirus.

OSU has identified 1,362 domains linked to
InfoRos based on forensic website
infrastructure analysis
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Patriot
Media

Q

T
’

In October 2019,
four news outlets
affiliated with the
IRA announced
that they had
formed the Patriot
Media Group

Federal News
Agency (FAN)

®

Nation News

(Narodniye Novosti)

mnm‘ NATION
NEWS

Politics Today

(Politika Segodnya)

Economics Today

(Ekonomika
Segodnya)

PolitRussia
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Understanding Other Tactics

Traditional High Visibility “Trending”
Propaganda . B _ narratives at
: Satreand |~ Legitimate Public critical times
unsophist parody opposition or
ed bots Selective Commercial Activity \[/)Veakened
g editorial policies lllegitimate hostil L
Unsophisticated — egrimate hostiie, Civil unrest
amplification of Outrig covert, : : and
existing conten L 9 _undemocratlc, (OGN confusion
interference
Low High
Sophistication : Sophistication
Media
0 b =
Specific pwners ' | |AAstoly “Legitimate” Inauthentic
of news
Memes, Blogs, human engagement u
Tweets, ads Stirring | engagement fake profiles :
Seeding discord AstrotUlsy Botnets Use of pai
Stories _ r clle influencers
Creation of Sockpupp

fake social QFOUPS ” ets | D Hack
media profiles o and leak
Visibility Fake!
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Monitoring: Narratives, Elections and Events

COORDINATING FUNCTION WANT TO LEAVE THE EU ASAP?
DCMS (CDU CAN'T DECIDE WHICH WAY TO VOTE?
\ PUT YOUR X IN BOTH THE
CONSERVATIVE
AND
BREXIT PARTY BOXES

OPEN SOURCE
MONITORING AND
ANALYSIS (DAT RRU,

ALL SOURCE
ASSESSMENT

0 [iritain Bitos Back thanks wo wers &

MAKE DAMN SURE WE LEAVE! © DN = 6 i o shared yus adice
=l Hope it gats 1o the |gh| ws

.*. Brl!alf! B\tles Back : ov

SOCIAL MEDIA STRATEGIC IMPORTANT. In the European elections next Qi Boes Bock sodo uam

month it is vital that we do not split the Leave 1y L

P LATFOR M COM M U N] CATI ON vate. Supporters of UKIP and the Brexit Party
[Tt Aol
ENGAGMENT (DCMS) (NSCT) :2::{':;2“:::Yb‘:r;::a;z&;::ifigTH @ Mu!qﬂ;ﬂ. | well For the g-m;au:n;g';'fym?
4 i dity
this on to your friends. The mainstream media By =0
will be trying to keep this quiet! 2
\ xWH Virtual Team / % DO Yousnd 211 others 126 comments + 38 shares
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International Engagemen
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Joint working Bilateral Internation.a.l training
With US, engagement with ~ and capability
Canada, 20+ counties @MHI.

Australia B

Hybrid CoE

Training, report
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Any questions?
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