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Facial recognition has long been feared as a feature of a future authoritarian
society, with its potential to turn CCTV cameras into identity checkpoints,
creating a world where citizens are intensively watched and tracked.

However, facial recognition is now a reality in the UK - despite the lack
of any legal basis or parliamentary scrutiny, and despite the significant
concerns raised by rights and race equality groups. This new technology
poses an unprecedented threat to citizens’ privacy and civil liberties, and
could fundamentally undermine the rights we enjoy in public spaces.

Police forces in the UK have rolled out automatic facial recognition at a pace
unlike any other democratic nation in the world. Leicestershire Police, South
Wales Police and the Metropolitan Police have deployed this technology at
shopping centres, festivals, sports events, concerts, community events -and
even a peaceful demonstration. One police force even used the surveillance
tool to keep innocent people with mental health issues away from a public
event.

In this report, we explain how facial recognition technology works, how it
is being used by police in the UK, and how it risks reshaping our rights. We
are seeking to raise awareness of this growing issue with parliamentarians
and inform the wider public about what is happening behind the cameras.
In this report, we:

e Reveal new statistics following a series of freedom of
information requests, exposing the shocking inaccuracy and
likely unlawful practices within a number of police forces
using automated facial recognition;

e Analyse the legal and human rights implications of the
police’s use of facial recognition in the UK;

e Review the evidence that facial recognition algorithms often
disproportionately misidentify minority ethnic groups and
women;



* Present guest contributions from allies worldwide warning
about the impact of facial recognition on rights, including
contributions from representatives of American Civil Liberties
Union, Electronic Frontier Foundation, Georgetown Privacy
Centre, and the Race Equality Foundation;

We conclude by launching our campaign against the lawless growth of facial
recognition in the UK, supported by rights groups, race equality groups,
technologists, lawyers and parliamentarians.



Big Brother Watch's freedom of information-based investigation, involving
over 50 requests for information, reveals that:

e The overwhelming majority of the police's ‘matches’ using
automated facial recognition to date have been inaccurate.
On average, a staggering 95% of ‘'matches’ wrongly identified
innocent people.

e Police forces have stored photos of all people incorrectly
matched by automated facial recognition systems, leading
to the storage of biometric photos of thousands of innocent
people.

Metropolitan Police

e The Metropolitan Police has the worst record, with less than
2% accuracy of its automated facial recognition ‘matches’ and
over 98% of matches wrongly identifying innocent members
of the public.
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without their knowledge

e The force has only correctly identified 2 people using the
technology - neither of which was a wanted criminal. One of
those people matched was incorrectly on the watch list; the
other was on a mental health-related watch list. However, 102
innocent members of the public were incorrectly identified
by automated facial recognition.



The force has made no arrests using automated facial
recognition.

South Wales Police

South Wales Police's record is hardly better, with only 9%
accuracy of its matches whilst 91% of matches wrongly
captured innocent people.

of South Wales Police’s
automated facial
recognition matches
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0.005% of ‘matches’ led to arrests, numbering 15 in total.

However, at least twice as many innocent people have been
significantly affected, with police staging interventions with
31 innocent members of the public incorrectly identified by
the system who were then asked to prove their identity and
thus their innocence.

The force has stored biometric photos of all 2,451 innocent
people wrongly identified by the system for 12 months in a
policy that is likely to be unlawful.

Despite this, South Wales Police has used automated facial
recognition at 18 public places in the past 11 months -
including at a peaceful demonstration outside an arms fair.

Custody images

Out of the 35 police forces that responded to our Freedom
of Information request, not one was able to tell us how many
photos they hold of innocent people in their custody image
database.



Facial recognition technology measures and matches unique facial
characteristics for the purposes of biometric surveillance or identification.
Police forces in the UK are currently using two different types of facial
recognition:

e Facial Matching: this is the matching of an isolated, still image
of an individual against a database of images. For example, a
photograph or a still image from surveillance camera footage
can be compared against mugshots on the Police National
Database.

e Automated Facial Recognition: this is a relatively new
technology, in which facial recognition-linked cameras scan
crowds and public spaces in attempt to identify people in real-
time, by matching faces against a database. The face of each
and every person passing by an automated facial recognition
camera will be scanned and analysed, effectively subjecting
every person within view to a biometric identity check.

Facial recognition technology aims to identify individuals or
authenticate individuals by comparing their faces against a database
of known faces and looking for a match.

The process can be broken down into three very general steps.

First, the computer must find the face in the image.

It then creates a numeric representation of the face based on the
relevant position, size and shape of facial features.

Finally, this numeric map of the face in the image is compared to a
database of images of identifies faces.

- South Wales Police



Facial recognition software measures facial characteristics to create a
unique facial map in the form of a numerical code. The algorithm then
compares these measurements to hundreds, thousands, or even millions of
other facial images held on a database to find a match.

It is important to note that facial recognition is based on a percentage of
corresponding features producing the likelihood of a match, rather than a
binary ‘ves’ or 'no’ result.t

Many facial recognition technologies are artificial intelligence (Al) systems
that learn from the millions of faces they process in order to improve the
accuracy of their matches over time. The Metropolitan Police and South
Wales Police are using an Al facial recognition product called ‘NeoFace
Watch' made by Japanese company NEC.

False-positive match

A false-positive match is
when facial recognition
incorrectly matches the
wrong person'’s face with
an image of another person
held on a database.

True-positive match

A true-positive match is
when a facial recognition
system correctly matches a
person’s face with an image
held on a database.

Faces are the most visible part of our bodies. In contrast to fingerprints or
DNA, automated facial recognition technology does not require any physical
contact or human engagement to identify an individual, which means most
people subjected to these identity checks are not even aware of it.>

NEC views the “non-contact process” as offering “distinct advantages”

“As compared with other biometrics systems using fingerprint/
palmprint and iris, face recognition has distinct advantages because of
its non-contact process. Face images can be captured from a distance
without touching the person being identified, and the identification
does not require interacting with the person.”™



When automated facial recognition is used in real-time in public spaces, law
abiding citizens are effectively asked for their papers without their consent
or awareness. In our experience, most members of the public have not even
heard of automated facial recognition and are not aware of its implications.

How facial recognition works?
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Automated facial recognition technology is currently used by UK police
forces without a clear legal basis, oversight or governmental strategy,
despite its potential to infringe on civil liberties and fundamental rights.

No legal basis

In answer to a Written Parliamentary Question from Layla Moran MP, asking
about current legislation regulating “the use of CCTV cameras with facial
recognition and biometric tracking capabilities”, Nick Hurd MP (Minister of
State for Policing, responding for the Home Office) answered: “There is no
legislation regulating the use of CCTV cameras with facial recognition”>

The Surveillance Camera Commissioner has also raised the issue of the lack
of a clear statutory footing for facial recognition.®

The lack of a legal basis or indeed parliamentary scrutiny poses serious
concerns about the silent erosion of human rights. It is highly questionable
whether the use of automated facial recognition with public surveillance
cameras, scanning and biometrically analysing every passer-by’s face, and
enabling authorities to identify and track citizens without their knowledge,
is compatible with fundamental human rights - in particular, the rights to a
private life and to freedom of expression. The necessity of such biometric
surveillance is highly questionable, and inherently indiscriminate scanning
appears to be plainly disproportionate. As it stands, the risk that automated
facial recognition is fundamentally incompatible with people’s rights under
the Human Rights Act 1998 is yet to be considered.

There is no legislation regulating the use of CCTV cameras with facial
recognition

- Nick Hurd, Minister for Policing - September 2017



No oversight

Accordingly, there has been no formal, independent oversight of the police’s
use of automated facial recognition in the UK. In 2016, the Surveillance
Camera Commissioner raised this concern in his Review on the Surveillance
Camera Code of Practice."”

Meanwhile the Government has broadly allowed the police to oversee and
regulate their own use of this intrusive surveillance and identification
technology, announcing that “A decision to deploy facial recognition
systems is an operational one for the police." 8

However, following pressure from NGOs and parliamentarians, Baroness
Williams (Minister of State for Countering Extremism) wrote to the Chair
of the Science and Technology Committee in March 2018 stating that
Government intends to “improve independent oversight and governance”
by setting up an automated facial recognition “board” including the
Surveillance Camera Commissioner, the Biometrics Commissioner, the
Information Commissioner and police representatives.’ The Minister added
the board will “provide greater assurance that policing is complying with
guidance’, but it is unclear what ‘guidance’ she is referring to. There is no
formal guidance or policy on police use of facial recognition.

In fact, it is unprecedented for government to provide a board to provide
‘guidance’ on the use of a policing power that is being deployed ultra vires.

No policy

The Government said that the Home Office would publish a ‘Forensics and
Biometrics Strategy’ by 2013, but failed to. The Home Office eventually
published a strategy three years late in March 2016 that only covered
forensics.

Despite several missed deadlines and its failure to publish a Biometrics
Strategy, our investigation shows that the Home Office has awarded South
Wales Police a total of £2.6m from the ‘Police Innovation Fund’ and ‘Home
Office Biometrics' to take a national lead in deploying automated facial
recognition.'®

Five years later and following pressure from NGOs and parliamentarians,
the Government has now vowed to produce a ‘Biometrics Strategy’ in June
2018. It is expected to address automated facial recognition. It remains to
be seen whether the Government will adhere to its own deadline this time.

By contrast, the Scottish Government commissioned and subsequently
published a review of its use of biometrics, including facial matching and
the retention of custody images, in under a year.!!



We call on UK public
authorities to immediately
stop using automated facial
recognition software with
surveillance cameras.






A threat to the right to privacy

Live automated facial recognition cameras, acting as biometric identification
checkpoints, are a clear threat to both individual privacy and privacy as a
social norm.

The Human Rights Act 1998 requires that any interference with the Article
8 right to a private life is both necessary and proportionate. However, the
use of automated facial recognition with CCTV cameras in public spaces
appears to fail both of these tests.

Automated facial recognition cameras scan the faces of every person
that walks within the view of the camera; the system creates, even if
transitorily, a biometric scan of every viewable person'’s face; it compares
those biometric scans to a database of images; and it retains photos of all
individuals ‘matched’ by the system, despite 95% of matches inaccurately
identifying innocent people. As such, automated facial recognition cameras
are biometric identification checkpoints that risk making members of the
public walking ID cards.

It is plainly disproportionate to deploy a technology by which the face
of every passer-by is analysed, mapped and their identity checked.
Furthermore, a facial recognition match can result in an individual being
stopped in the street by the police and asked to prove their identity and
thus their innocence.

Members of the public who have been scanned by automated facial
recognition are unlikely to be aware that they were subject to the identity
check, and do not have a choice to consent to its use. The Biometrics
Commissioner commented: “(..)Junlike DNA or fingerprints, facial images
can easily be taken and stored without the subject’s knowledge.”<Ina
recent question for short debate in the House of Lords on the use of facial
recognition in security and policing - incidentally, the first parliamentary
debate on the topic, tabled by backbencher Baroness Jones of Moulsecoombe
- the Lord Bishop of St Albans remarked:

“I have taken the trouble to talk to a number of people over the
last week to ask them of their awareness of this technology.



| was very struck by the fact that hardly anybody | spoke to
realised what was already going on. Some were horrified,
some were puzzled and every one of them had questions and
worries."3

Proportionality is a particular concern in relation to automated facial
recognition due to the general and indiscriminate nature in which the camera
biometrically scans the public, often without their knowledge and always
without their consent or indeed any objective evidence of wrongdoing.
This concern is significantly heightened in the context of the authorities’
intentions for the technology. South Wales Police has indicated that it
intends to implement automated facial recognition in future throughout
the enormous existing CCTV network:

“The technology can also enhance our existing CCTV network in the
future by extracting faces in real time and instantaneously matching
them against a watch list of individuals.”**

A threat to the right to freedom of expression

The right to go about your daily activity undisturbed by state authorities,
to go where you want and with whom, and to attend events, festivals and
demonstrations, is a core principle of a democratic society protected by
Article 10 of the Human Rights Act 1998.

The biometric surveillance and identification of individuals in public spaces
and at public events, in particular political demonstrations, is clearly
incompatible with that fundamental right.

We are concerned that the use of automated facial recognition with CCTV
has a chilling effect on people’s attendance of public spaces and events,
and therefore their ability to express ideas and opinions and communicate
with others in those spaces.

Many of our supporters and those we work with would not be comfortable
going to an event if doing so meant being subjected to biometric
surveillance. In Scotland, where facial recognition was proposed to be
introduced at football grounds in 2016, there was significant opposition,
a stadium protest, and concern that the move could “drive punters away'.
Several supporter groups made clear the chilling effect it would have, with
one stating that facial recognition cameras would result in “empty stands”.*®



Many of the people Big Brother Watch, StopWatch, and Liberty spoke to at
Notting Hill Carnival 2017, where automated facial recognition was in use,
were shocked and felt both uncomfortable and targeted.

When the Metropolitan Police used the technology at Remembrance Sunday
2017 to identify and eject individuals on a mental health-related watch list,
those individual’s right to free expression was directly under attack.

We were extremely concerned to learn that South Wales Police recently
used automated facial recognition at a lawful and peaceful demonstration
outside an arms fair. In the online discourse around the event, we witness
the chilling effect this had on demonstrators who expressed that they felt
unfairly targeted and surveilled.

If this technology is allowed to continue being used unchecked, it will have
a serious and severe chilling effect on the right of freedom of expression in
the UK.

A threat to the right to freedom from discrimination

Our investigation reveals that automated facial recognition used by police in
the UK is astoundingly inaccurate, with matches averaging 95% inaccuracy.
Such misidentifications, in the context of law enforcement, can have serious
consequences for people and are likely to disproportionately affect black
and minority ethnic groups.

South Wales Police has indiscriminately stored biometric photos of 2,451
innocent people for a year and even staged interventions with 31 innocent
people - twice as many people as the suspects they have arrested using the
technology - asking them to prove their identity and thus their innocence.
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At the time of writing, the Metropolitan Police has refused to disclose full
statistics but has told us of 102 people wrongly identified by their system
whose biometric photos were stored for 30 days. Officers operating the
force’s facial recognition software told us at Notting Hill Carnival 2017
they had staged interventions with around 5 innocent people incorrectly
matched on one day alone, asking the innocent festival-goers to prove their
identity.

High rates of misidentifications by automated facial recognition cameras
affect everyone, but are particularly disturbing in light of research showing
that many facial recognition algorithms disproportionately misidentify
black people and women. In the context of law enforcement, biased facial
recognition algorithms risk leading to disproportionate interference with
the groups concerned - whether through police stops and requests to show
proof of identity, or through the police’'s storage of ‘matched’ biometric
photos.

A recent study conducted by the Massachusetts Institute of Technology
into the commercial use of artificial intelligence systems found that the
error rate of facial recognition software was 43 times higher for dark-
skinned women than it was for light-skinned men.®

In fact, numerous studies have similarly found that facial recognition
algorithms - including the FBI's - disproportionately misidentify black faces.
7 The causes of this algorithmic discrimination may vary, but are likely due
to the fact that the datasets on which the algorithms are trained contain
mostly white and male faces, as well as the fact that cameras are not
configured to identify darker skin tones.'®

However, the commercial facial recognition software used by South Wales
Police and the Metropolitan Police, NEC's NeoFace Watch, has not been
tested for demographic accuracy biases. We, and fellow rights and race
equality groups, have urged the forces to seek such testing.

The Scottish Government’s independent review of biometrics highlighted
the worrying trend for the outsourcing of such advanced technology to the
private sector, without properly evaluating the technology and testing for
accuracy biases:

“[Bliometric image capture technologies are increasingly
sourced from the private sector. This results in a gap in scope
for independent evaluation of the effectiveness of technologies
whose biometric identification algorithms are protected by
issues of commercial confidentiality™?

We have been extremely disappointed to encounter resistance from the
police in England and Wales to the idea that such testing is important or
necessary.



In addition, Metropolitan Police officers told us they would not record
ethnicity figures for the number of individuals identified, whether
correctly or incorrectly, by the facial recognition system as they viewed
the data as unnecessary and unimportant. Therefore, any demographic
disproportionately in this this hi-tech policing will remain unaccountable
and hidden from public view.

Many organisations are concerned by this technology and the risk of
it carrying invisible, unaccountable demographic biases. Before the
Metropolitan Police used automated facial recognition for the second time
at Notting Hill Carnival in 2017, Big Brother Watch, Police Action Lawyers
Group, the Race Equality Foundation, and 10 other rights and race equality
groups signed a joint letter to the force raising our concerns and calling for
a halt to the deployment.® Our concerns were not addressed.

Disproportionate misidentifications risk increasing the over-policing of
ethnic minorities on the premise of technological ‘objectivity’. This issue will
be further compounded if police disproportionately deploy automated facial
recognition in areas with high BME populations, such as the Metropolitan
Police's repeated targeting of Notting Hill Carnival using the British African
Caribbean community as guinea pigs for this authoritarian new technology.

Stop, Search and Facial Recognition

A contribution from Samir Jeraj, Policy and Practice Officer at the Race
Equality Foundation:

A few Christmases ago, | was walking through the main street of the
town | grew up in. Across the street, a young Asian man was stopped
by the Police. | looked for a while, realised it was going to take some
time and went over to see what was happening. | took out my phone
to record what was happening. Short version: the young man matched
the description of a guy who had shoplifted from a supermarket. He
had no ID on him, so the Police stopped him while they confirmed his
identity.

They handcuffed him behind his back and kept him standing out on
the high street, which was totally unnecessary - he was annoyed
about being stopped but no more so than anyone else would be in that
situation. After a few minutes it became clear he wasn’t the Asian man
they were looking for and released him. During the incident a Police
officer (wrongfully) claimed they could seize my phone as evidence,
despite my being a journalist and such a seizure being subject to a
warrant. | tried to find the young man later on Facebook to send him
the video, but couldn't.



What this story should tell you is the power of misidentification. In
this case, it led to a young man being handcuffed, on a busy high
street, and may have permanently damaged his trust in the Police (it
definitely left me more wary). 51% of the UK-born Black and minority
ethnic population believe ‘the criminal justice system discriminates
against particular groups.,?* compared to 35% of the UK-born white
population.

‘Profiling’ of black and minority ethnic communities has a long history
in the UK. Ranging from continued disproportionate use of stop and
search powers,?? through evidence of prejudice and bias in policing
culture??, and intensive surveillance?* of black and minority ethnic
communities.

The capacity for facial recognition to be used on a large group fits
into this pattern of profiling. It also makes the chance of this type
of misidentification, and the subsequent impact on people, all the
more likely. Where facial recognition technology has been used in
the United States, using a much larger database of images collected
through driving licenses, it has been found to be racially biased. In one
study, where the technology was able to make a match it was wrong
12% of the time for black and minority ethnic men, and 35% of the
time for black and minority ethnic women.?>

The racial issues and discrimination in policing are so well known that
in his recent review of Criminal Justice,?® David Lammy MP said it was
not even worth including. The clear message from what the Lammy
Review did look at, namely what happens after arrest, is that black
and minority ethnic people are subject to inequalities at all stages of
criminal justice.

In some ways, it was a relatively mild outcome for the young man. Had
he been a bit more annoyed, or been perceived to have been, he may
have ended up restrained, harmed, arrested and charged with a public
order offence. If he had been, he would have been 16% more likely to
be remanded in custody, and if he were convicted he would be almost
five times more likely to be housed in high security.?”

However, there is a much broader issue of consent and transparency.
In the UK, deployment of facial recognition has been shrouded in
opaqueness if not outright secrecy. Rather than allowing a full
and open examination of the technology, the algorithms?® and the
approach to policing, facial recognition has been used almost as a
propaganda tool. The announced use at Notting Hill Carnival?® is one



example of this, where it was likely part of the usual strategy of trying
to persuade people not to come®® - a legacy of the history of poor
policing of Carnival.

The risk is that policing becomes reactive and based on a philosophy
of crime suppression, as it has become in the United States. Something
that would inevitably lead to greater use of force,! disproportionately
towards black and minority ethnic people, and terrible consequences
for those wrongly identified.






