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Responsys, a cloud-marketing platform, for $1.5 billion.433 In 2014, they acquired the data 
management platform BlueKai for a reported $400 million434 and also Datalogix, one of 
the companies which was part of the FTC’s investigation on data brokers (see FTC 2014), 
for reported $1.2 billion435. In 2016, Oracle bought AddThis, a “data company” known for 
“harvesting updated behavioral data through its share buttons” on more than 15 million 
websites worldwide,436 and Crosswise, which provides “machine-learning based cross-
device data” and claims to process “user and device activity data from billions of unique 
devices every month”.437 

According to a corporate presentation438 BlueKai’s data management platform (DMP) 
allows companies to combine first-party data with third-party data for personalized 
marketing and online targeting. It also allows “partners to securely share” their customer 
data “in a mutually beneficial way”. Together with Oracle, BlueKai would enable 
companies to “build more complete customer profiles, enriched with detailed 1st party 
data, easily accessible 3rd party data, and new 2nd party partner data”. BlueKai claims to 
offer the “world’s largest data marketplace for digital marketers” with “access to the 
largest aggregation of licensed 3rd party data providers available anywhere”. Their 
“Audience Data Marketplace” provides clients “more than 30,000 data attributes including 
intent, B2B, past purchases, geo/demo, interest/lifestyle, branded and qualified 
demographics” and “over 700 million global profiles” from “more than 200 data 
providers”. 

Datalogix, the second company that Oracle acquired, has data “on $2 trillion in consumer 
spending from 1,500 data partners across 110 million US households” and it “connects 
offline purchasing data to digital media”, according to a presentation439. Together with 
Oracle, they could provide marketers “with the richest understanding of consumers” 
based on “what they do, what they say, and what they buy”. According to EPIC, Datalogix 
mainly collects data “by forming partnerships with stores who offer membership or 
loyalty cards”.440 Oracle indicates that data originates from sources such as “10+ billion 
SKU-level441 transactions across 1500 leading retailers”, “UPC level442 purchases from 
50+ retailers across grocery, club, mass and drugstore” and “3+ billion donation records 
across US households” (Oracle 2015, p. 14). Oracle Datalogix (DLX) offers “data types” 
such as “DLX Finance”. It is used to “reach audiences based on financial behavior 
including credit cards, home value, net worth, income and more” and is based on 
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information originating from “offline data on 110+ million households from U.S. Census, 
public record housing & deeds” and “permissible credit header sources” (ibid., p. 15). 
Datalogix categorizes people into “over 1,800 segments” based on “purchase-based data, 
rich demographics and deep financial insights“.443 

Datalogix was among the first data brokers partnering444 with Facebook in 2012 to allow 
advertisers to target Facebook users based not only on their online behavior, but also on 
offline data445, for example based on data about “known buyers” of specific brands, 
“known online & offline purchase[s]” and “known demographics” such as age, gender and 
income.446 Datalogix’s “Facebook Audience Guide”447 provides an overview on the 
Facebook-related product portfolio of the company. One product offered allows 
companies to “reach consumers likely to respond to mortgage offers” on Facebook, 
because these consumers have “similar profile characteristics” as those “who applied for 
mortgages online”. Another one allows targeting consumers on Facebook who “have 
similar profile characteristics of consumers who applied for and purchased auto insurance 
via an online channel”. The “DLX TV” product allows Facebook users to be targeted based 
on data from “set-top-box TV exposure data” on 4.2 million U.S. households and on 
“tracked data from both live & recorded (DVR) viewing”. With “DLX OnRamp” companies 
can pass on their customer data (“any CRM file”) to Datalogix, which then “matches and 
converts the file to Facebook users”. They explain that this product allows companies to 
“identify users with multiple email addresses”, but in general they “match on 20+ 
variables including postal address and multiple email addresses”.448 

All these products and services now seem to be part of the Oracle Data Cloud. A press 
release449 explains this product consists of “Oracle Data as a Service for Marketing” (with 
“access to more than 1 billion profiles globally” and “more than 300 data partners”), and 
“Oracle Data as a Service for Social” (which “derives insights from more than 700 million 
social messages daily, across more than 40 million social media and news data sites”). In 
April 2016, Oracle stated that it is “aggregating more than 3 billion profiles from over 15 
million websites in its data marketplace”.450 They also use the brand name “Oracle Data 
Management Platform (DMP)”, which is part of the “Oracle Marketing Cloud”, and 
“powered by” the “Oracle Data Cloud”.451 Oracle’s “Data Directory” offers insights on the 
services and data types provided by Oracle’s affiliated entities and partner companies. The 
directory includes several of Oracle’s own services, which are still branded as BlueKai, 
Datalogix and AddThis, but also a detailed overview on consumer data offered by more 
than 40 “data partners” such as Acxiom, Alliant Data, AnalyticsIQ, comScore, Experian, 
Forbes, GfK, Lotame, MasterCard, Neustar, TransUnion and TruSignal (see Oracle 2015). 
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Responsys, a cloud-marketing platform, for $1.5 billion.433 In 2014, they acquired the data 
management platform BlueKai for a reported $400 million434 and also Datalogix, one of 
the companies which was part of the FTC’s investigation on data brokers (see FTC 2014), 
for reported $1.2 billion435. In 2016, Oracle bought AddThis, a “data company” known for 
“harvesting updated behavioral data through its share buttons” on more than 15 million 
websites worldwide,436 and Crosswise, which provides “machine-learning based cross-
device data” and claims to process “user and device activity data from billions of unique 
devices every month”.437 

According to a corporate presentation438 BlueKai’s data management platform (DMP) 
allows companies to combine first-party data with third-party data for personalized 
marketing and online targeting. It also allows “partners to securely share” their customer 
data “in a mutually beneficial way”. Together with Oracle, BlueKai would enable 
companies to “build more complete customer profiles, enriched with detailed 1st party 
data, easily accessible 3rd party data, and new 2nd party partner data”. BlueKai claims to 
offer the “world’s largest data marketplace for digital marketers” with “access to the 
largest aggregation of licensed 3rd party data providers available anywhere”. Their 
“Audience Data Marketplace” provides clients “more than 30,000 data attributes including 
intent, B2B, past purchases, geo/demo, interest/lifestyle, branded and qualified 
demographics” and “over 700 million global profiles” from “more than 200 data 
providers”. 

Datalogix, the second company that Oracle acquired, has data “on $2 trillion in consumer 
spending from 1,500 data partners across 110 million US households” and it “connects 
offline purchasing data to digital media”, according to a presentation439. Together with 
Oracle, they could provide marketers “with the richest understanding of consumers” 
based on “what they do, what they say, and what they buy”. According to EPIC, Datalogix 
mainly collects data “by forming partnerships with stores who offer membership or 
loyalty cards”.440 Oracle indicates that data originates from sources such as “10+ billion 
SKU-level441 transactions across 1500 leading retailers”, “UPC level442 purchases from 
50+ retailers across grocery, club, mass and drugstore” and “3+ billion donation records 
across US households” (Oracle 2015, p. 14). Oracle Datalogix (DLX) offers “data types” 
such as “DLX Finance”. It is used to “reach audiences based on financial behavior 
including credit cards, home value, net worth, income and more” and is based on 
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information originating from “offline data on 110+ million households from U.S. Census, 
public record housing & deeds” and “permissible credit header sources” (ibid., p. 15). 
Datalogix categorizes people into “over 1,800 segments” based on “purchase-based data, 
rich demographics and deep financial insights“.443 

Datalogix was among the first data brokers partnering444 with Facebook in 2012 to allow 
advertisers to target Facebook users based not only on their online behavior, but also on 
offline data445, for example based on data about “known buyers” of specific brands, 
“known online & offline purchase[s]” and “known demographics” such as age, gender and 
income.446 Datalogix’s “Facebook Audience Guide”447 provides an overview on the 
Facebook-related product portfolio of the company. One product offered allows 
companies to “reach consumers likely to respond to mortgage offers” on Facebook, 
because these consumers have “similar profile characteristics” as those “who applied for 
mortgages online”. Another one allows targeting consumers on Facebook who “have 
similar profile characteristics of consumers who applied for and purchased auto insurance 
via an online channel”. The “DLX TV” product allows Facebook users to be targeted based 
on data from “set-top-box TV exposure data” on 4.2 million U.S. households and on 
“tracked data from both live & recorded (DVR) viewing”. With “DLX OnRamp” companies 
can pass on their customer data (“any CRM file”) to Datalogix, which then “matches and 
converts the file to Facebook users”. They explain that this product allows companies to 
“identify users with multiple email addresses”, but in general they “match on 20+ 
variables including postal address and multiple email addresses”.448 

All these products and services now seem to be part of the Oracle Data Cloud. A press 
release449 explains this product consists of “Oracle Data as a Service for Marketing” (with 
“access to more than 1 billion profiles globally” and “more than 300 data partners”), and 
“Oracle Data as a Service for Social” (which “derives insights from more than 700 million 
social messages daily, across more than 40 million social media and news data sites”). In 
April 2016, Oracle stated that it is “aggregating more than 3 billion profiles from over 15 
million websites in its data marketplace”.450 They also use the brand name “Oracle Data 
Management Platform (DMP)”, which is part of the “Oracle Marketing Cloud”, and 
“powered by” the “Oracle Data Cloud”.451 Oracle’s “Data Directory” offers insights on the 
services and data types provided by Oracle’s affiliated entities and partner companies. The 
directory includes several of Oracle’s own services, which are still branded as BlueKai, 
Datalogix and AddThis, but also a detailed overview on consumer data offered by more 
than 40 “data partners” such as Acxiom, Alliant Data, AnalyticsIQ, comScore, Experian, 
Forbes, GfK, Lotame, MasterCard, Neustar, TransUnion and TruSignal (see Oracle 2015). 

 
 

443 http://www.datalogix.com/audiences/online/syndicated-segments/ [22.01.2016] 
444 Constine, J. (2012): Facebook Will Use Datalogix Offline Purchase Records To Show Ads The 
Perfect Number Of Times. Techchrunch, Oct 01, 2012. Online: 
http://techcrunch.com/2012/10/01/facebook-ads-frequency/ [22.01.2016] 
445 Koetsier, J. (2013): Facebook now lets ads target you based on what you do outside Facebook. 
Venturebeat, April 10, 2013. Online: http://venturebeat.com/2013/04/10/facebook-launches-
partner-categories-to-help-advertisers-target-demand-not-just-demographics/ [22.01.2016] 
446 http://www.datalogix.com/wp-content/uploads/2013/10/DLX_Facebook_Audience_Guide.pdf 
[22.01.2016] 
447 Ibid. 
448 Ibid. 
449 http://www.oracle.com/us/corporate/pressrelease/data-cloud-and-daas-072214 [22.01.2016] 
450 https://www.oracle.com/corporate/acquisitions/crosswise/index.html [01.08.2016] 
451 https://www.oracle.com/marketingcloud/products/data-management-platform/index.html 
[22.01.2016] 

Partnership 

with Facebook 

Oracle Data 

Cloud: 3 billion 

profiles 



100 100 
 

According to a corporate presentation452, the Oracle Identity Graph (also “Oracle ID 
Graph”) “unites all [consumer] interactions across various channels to create one 
addressable consumer profile”. It allows companies to “unify addressable identities across 
all devices, screens and channels” and to “identify customers and prospects everywhere”. 
Oracle mentions several kinds of IDs such as a “postal ID”, “cookie ID”, “email ID”, “mobile 
ID”, “registration ID” and a “set-top ID”. In another presentation453 they state that “the 
Oracle ID Graph connects an individual customer to all channels & devices”, and claim to 
have access to 229 million “device ID’s”. Oracle’s developer website explains how all 
kinds of personal information collected by clients are linked with the Oracle ID Graph:454 
On the one hand, “data ingest”, which is the “process of collecting and classifying user 
data” into Oracle’s platform, “entails extracting user attributes from your online, offline, 
and mobile source”. In addition, “offline match integration” allows to “onboard data 
from a data warehouse, a Customer Relationship Management (CRM) database, or an 
email-based offline source”, which then can be used to “target, optimize, analyze, and 
model your users based on their offline attributes”.455 

The developer website provides further details on the user information matching 
process.456 To “identify” users “in both the online and offline space” clients should 
send their “match keys”, which could be “any unique user id”, to Oracle. The “most 
common match key” is an “encrypted/hashed email address”, because it could be 
“collected offline during the point of sale (POS) and online when the user signs on to your 
site”. Clients can either use “Oracle Hashed IDs”, which are “generated from raw 
personally identifiable information (PII)” such as e-mail addresses or phone numbers 
“using Oracle BlueKai code”, or “encrypted/hashed UUIDs” based on “e-mail addresses, 
phone numbers, physical addresses, and client account numbers”, and even IP addresses. 
After receiving these match keys, Oracle will “synchronize them to the network of user 
and statistical IDs that are linked together in the Oracle ID Graph (OIDG), which is used to 
manage IDs and user attributes for all Oracle BlueKai customers”. Clients can also 
“onboard the mobile data stored” in their “data warehouse, CRM database, or any other 
offline source” to “monetize those audiences” and contribute mobile identifiers such as 
Apple's IDFA, the Android ID and the Google Advertising ID. Even a “unique identification 
header (UIDH)” can be used to “offer marketers and advertisers the ability to target users 
on, for example, the Verizon mobile network based on their online behavior”.457 This is 
apparently referring to Verizon’s “perma cookie”, which was controversially discussed 
already.458 

In a whitepaper published in 2013459 Oracle recommends that client companies should 
integrate their “enterprise data”, for example customer, sales and CRM data, with “social 
data”. They suggest the following “data-integration process”: After identifying the 
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availability and formats of different data from a “mix” of “traditional sources” (e.g. 
“customer profile data and transactional data, including orders, service requests”) and 
“social data” (e.g. “unified social profiles, Tweets, posts, pictures, videos”), companies 
should “plug that data into a data exchange” and “enrich the combination of traditional 
data and social data to gain insights based on a more complete view of the customer”. 
Oracle is, along with IBM and SAP, a major player in master data management (MDM), 
which has, according to Gartner, “become a critical discipline required for dealing with the 
challenges of social data, ‘big data’ and data in the cloud”.460 

5.7.3 Experian – expanding from credit scoring to consumer data 

Experian is one of the three major credit reporting agencies in the U.S.461, and a global 
player in credit services, analytics, fraud detection, and marketing data. With around 
17.000462 employees in 39 countries, the total revenue for 2015/2016 was $4.5 billion.463 
Experian maintains credit information on about 220 million U.S. consumers, “demographic 
information” on about 235 million people in 117 million “living units across the U.S.”, and 
information on “more than 650 million vehicles” in the U.S. and Canada.464 In the UK, their 
“consumer database” holds 45 million records, and they  process 1.5 million credit reports 
per week.465 In Germany, Experian is able to categorize 68 million adults along lifestyle 
groups.466 On a global level, Experian claims to have “insights on 2.3 billion 
consumers”.467 The company runs 18 consumer credit bureaus around the world, which 
contribute 49% to its global revenue.468 Marketing services, which contribute 18% to 
global revenue469, include products like the Identity Manager to “identify who your 
customers are regardless of channel or device”, the Intelligence Manager to “understand 
your customer behaviors and preferences” and the Interactions Manager to “engage with 
your customers with the right message”.470 

According to Dixon et al (2014, p. 43 et seq.), Experian offers several types of consumer 
scores. Their ChoiceScore which “helps marketers identify and effectively target under-
banked and emerging consumers”471 is created “from consumer demographic, behavioral, 
and geo-demographic information”. Experian’s Median Equivalency Score allows 
corporate customers to “identify areas that may be more or less likely to have future 
derogatory credit activity”. The ConsumerView Profitability Score, which is “designed to 
predict, identify, and target marketing prospects in households likely to be profitable and 
pay debt”, is based on Experian’s “ConsumerView” database. A special version of this 
score472 is marketed to healthcare companies, who can “leverage information about 
consumer’s lifestyles, interests and activities” and “bolsters health risk assessments”473. 
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According to a corporate presentation452, the Oracle Identity Graph (also “Oracle ID 
Graph”) “unites all [consumer] interactions across various channels to create one 
addressable consumer profile”. It allows companies to “unify addressable identities across 
all devices, screens and channels” and to “identify customers and prospects everywhere”. 
Oracle mentions several kinds of IDs such as a “postal ID”, “cookie ID”, “email ID”, “mobile 
ID”, “registration ID” and a “set-top ID”. In another presentation453 they state that “the 
Oracle ID Graph connects an individual customer to all channels & devices”, and claim to 
have access to 229 million “device ID’s”. Oracle’s developer website explains how all 
kinds of personal information collected by clients are linked with the Oracle ID Graph:454 
On the one hand, “data ingest”, which is the “process of collecting and classifying user 
data” into Oracle’s platform, “entails extracting user attributes from your online, offline, 
and mobile source”. In addition, “offline match integration” allows to “onboard data 
from a data warehouse, a Customer Relationship Management (CRM) database, or an 
email-based offline source”, which then can be used to “target, optimize, analyze, and 
model your users based on their offline attributes”.455 

The developer website provides further details on the user information matching 
process.456 To “identify” users “in both the online and offline space” clients should 
send their “match keys”, which could be “any unique user id”, to Oracle. The “most 
common match key” is an “encrypted/hashed email address”, because it could be 
“collected offline during the point of sale (POS) and online when the user signs on to your 
site”. Clients can either use “Oracle Hashed IDs”, which are “generated from raw 
personally identifiable information (PII)” such as e-mail addresses or phone numbers 
“using Oracle BlueKai code”, or “encrypted/hashed UUIDs” based on “e-mail addresses, 
phone numbers, physical addresses, and client account numbers”, and even IP addresses. 
After receiving these match keys, Oracle will “synchronize them to the network of user 
and statistical IDs that are linked together in the Oracle ID Graph (OIDG), which is used to 
manage IDs and user attributes for all Oracle BlueKai customers”. Clients can also 
“onboard the mobile data stored” in their “data warehouse, CRM database, or any other 
offline source” to “monetize those audiences” and contribute mobile identifiers such as 
Apple's IDFA, the Android ID and the Google Advertising ID. Even a “unique identification 
header (UIDH)” can be used to “offer marketers and advertisers the ability to target users 
on, for example, the Verizon mobile network based on their online behavior”.457 This is 
apparently referring to Verizon’s “perma cookie”, which was controversially discussed 
already.458 

In a whitepaper published in 2013459 Oracle recommends that client companies should 
integrate their “enterprise data”, for example customer, sales and CRM data, with “social 
data”. They suggest the following “data-integration process”: After identifying the 
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availability and formats of different data from a “mix” of “traditional sources” (e.g. 
“customer profile data and transactional data, including orders, service requests”) and 
“social data” (e.g. “unified social profiles, Tweets, posts, pictures, videos”), companies 
should “plug that data into a data exchange” and “enrich the combination of traditional 
data and social data to gain insights based on a more complete view of the customer”. 
Oracle is, along with IBM and SAP, a major player in master data management (MDM), 
which has, according to Gartner, “become a critical discipline required for dealing with the 
challenges of social data, ‘big data’ and data in the cloud”.460 

5.7.3 Experian – expanding from credit scoring to consumer data 

Experian is one of the three major credit reporting agencies in the U.S.461, and a global 
player in credit services, analytics, fraud detection, and marketing data. With around 
17.000462 employees in 39 countries, the total revenue for 2015/2016 was $4.5 billion.463 
Experian maintains credit information on about 220 million U.S. consumers, “demographic 
information” on about 235 million people in 117 million “living units across the U.S.”, and 
information on “more than 650 million vehicles” in the U.S. and Canada.464 In the UK, their 
“consumer database” holds 45 million records, and they  process 1.5 million credit reports 
per week.465 In Germany, Experian is able to categorize 68 million adults along lifestyle 
groups.466 On a global level, Experian claims to have “insights on 2.3 billion 
consumers”.467 The company runs 18 consumer credit bureaus around the world, which 
contribute 49% to its global revenue.468 Marketing services, which contribute 18% to 
global revenue469, include products like the Identity Manager to “identify who your 
customers are regardless of channel or device”, the Intelligence Manager to “understand 
your customer behaviors and preferences” and the Interactions Manager to “engage with 
your customers with the right message”.470 

According to Dixon et al (2014, p. 43 et seq.), Experian offers several types of consumer 
scores. Their ChoiceScore which “helps marketers identify and effectively target under-
banked and emerging consumers”471 is created “from consumer demographic, behavioral, 
and geo-demographic information”. Experian’s Median Equivalency Score allows 
corporate customers to “identify areas that may be more or less likely to have future 
derogatory credit activity”. The ConsumerView Profitability Score, which is “designed to 
predict, identify, and target marketing prospects in households likely to be profitable and 
pay debt”, is based on Experian’s “ConsumerView” database. A special version of this 
score472 is marketed to healthcare companies, who can “leverage information about 
consumer’s lifestyles, interests and activities” and “bolsters health risk assessments”473. 
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Reversely, Experian’s Never Pay score based on “credit reporting data” can be used to 
“ensure that consumers who have a high never-pay risk are not included in” the client 
company’s “marketing efforts”.474 Experian’s Veriscore predicts “response and lifetime 
value of new customers generated from alternate media sources such as call centers and 
registration forms”475 . 

The company’s Social Intelligence Platform476 allows “social profiling” and “profile 
analysis combining customer, Experian consumer and social attributes” by harnessing 
data from social media platforms. It consists of the Social Data Linkage service, which 
obtains “individual-level public Facebook behavioral data” through “list-based email 
address matching”, and the Social Analytics Engine which gathers “individual-level 
private opt-in Facebook behavioral data” from Facebook “as consumers provide 
permission via the Facebook Open Graph Protocol”. Social data includes “name, address, 
gender, fan pages, including possible competitors, birthday, relationship status, posts, 
posting date” and allows for example the creation of “social engagement scores”. 

Besides credit scoring products like Delphi for Customer Management, which returns 
“over 200 variables” and provides “multiple scores to target each specific area of customer 
management”477, Experian UK offers products in the fields of identity verification, fraud 
prevention, age verification, online document verification, and employee screening.478 
Delphi for Marketing combines the “wealth of consumer credit and marketing data” to 
“generate scores based on an individual’s credit risk” and to “avoid targeting those who 
are already under financial stress”.479 

According to Experian UK’s “Data Directory” brochure,480 the “ConsumerView” marketing 
database contains 49 million names and addresses “for enrichment”, 42 million names 
and addresses “for prospecting”, 33 million email addresses, 20 million mobile numbers 
and 25 million landline numbers. In addition, “consumer characteristics, lifestyles and 
behaviours” with “over 500 variables” from demographics to “financial attitudes and 
behaviours” are available. Several “propensity models” can for example “indicate the 
likelihood of an individual or household to own a particular product, or use a particular 
service”. Furthermore, “daily, weekly or monthly life event triggers” which can be “based 
on important life events like moving home or having a baby”, are offered. Their “Club 
Canvasse” offers information about the “buying habits of over 23 million individuals that 
have purchased” from home shopping companies.481 

Experian’s Hitwise product is able to “report on millions of unique internet users, 
hundreds of millions of monthly site visits and tens of millions of monthly searches”. 
ChannelView allows “combining” offline postal addresses with 33 million online email 
contacts, and to enrich “existing customer records” of companies with “any of our 500+ 
lifestyle variables or social-demographic models” to “bring email and mobile data to life”. 
By “linking” the “ConsumerView database of 49m individuals and 27m households to 
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476 http://www.experian.com/marketing-services/social-intelligence.html [13.01.2016] 
477 http://www.experian.co.uk/consumer-information/delphi-for-customer-management.html 
[13.01.2016] 
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product-sheet-final.pdf [13.01.2016] 
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[13.01.2016] 
481 Ibid. 
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client or publisher 1st party data, […] 99% of the UK’s targetable population” can be 
reached.482 

According to the “List Services Catalog”483 from Experian U.S. (2011) the ConsumerView 
database contains attributes from occupation and political affiliation to “children by age, 
month, day or year of birth”. Via Ethnic Insight corporate customers can select from 181 
ethnicities, religions and countries “of origin”. The BehaviorBank database includes 
“responsive consumers who have purchased items or have completed surveys on their 
leisure activities, brand preferences, computer ownership, occupations, ailments, diet and 
fitness, financial products, reading preferences and more.” It is updated monthly and 
contains data including “known transactional data, printed surveys via direct mail and 
online surveys”. 

Attributes include whether someone  has a “dry” or “oily” skin type, prefers champagne or 
scotch, is a smoker or not, or is an “active military member” or a “veteran”. Nearly 100 
medication preferences from Insulin to Prozac are available, “ailments” listed include 
Alzheimer’s disease, cancer, clinical depression, heart disease, multiple sclerosis and 
“wheelchair”. Another product called Transactional Data on ConsumerView is based on 
“actual retail (catalog, Internet, and brick and mortar) purchase history” and provides 
many categories from “low price home décor” and “extreme snow sports” to “high price 
jewelry and accessories”. Experian also offers a “New Homeowners Database”, a “New 
Movers Database”, and a “New Parents Database”.484 

According to the U.S. Senate Committee on Commerce, Science, and Transportation (2013, 
p. 24), Experian has also offered “targeting products identifying financially vulnerable 
populations”, for example a consumer cluster named “Hard Times”, which was described 
by Experian as: “This is the bottom of the socioeconomic ladder, the poorest lifestyle 
segment in the nation. Hard Times are older singles in poor city neighborhoods. Nearly 
three-quarters of the adults are between the ages of 50 and 75; this is an underclass of the 
working poor and destitute seniors without family support”. 

In 2014, Experian’s subsidiary AdTruth introduced its AdTruth ID, an identifier that 
enables companies to link consumers across devices.485 A company representative 
explained in an interview486 that they aim “to build a platform to manage all datasets in 
one place” and to “connect users across all data sets”. The AdTruth technology came from 
41st Parameter, a fraud detection company Experian acquired in 2013. According to that 
interview, AdTruth provides “a number of variables to identify a single user and how 
many applications are coming from a device” to help predicting whether “this is a single 
person or not”. According to Experian, this technology “empowers the world’s most 
progressive brands to identify, link and engage audiences across all digital touch points” 
today.487 In 2015, Experian announced488 AdTruth Resolve, which is able to “reconcile and 

 
 

482 Ibid. 
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Reversely, Experian’s Never Pay score based on “credit reporting data” can be used to 
“ensure that consumers who have a high never-pay risk are not included in” the client 
company’s “marketing efforts”.474 Experian’s Veriscore predicts “response and lifetime 
value of new customers generated from alternate media sources such as call centers and 
registration forms”475 . 

The company’s Social Intelligence Platform476 allows “social profiling” and “profile 
analysis combining customer, Experian consumer and social attributes” by harnessing 
data from social media platforms. It consists of the Social Data Linkage service, which 
obtains “individual-level public Facebook behavioral data” through “list-based email 
address matching”, and the Social Analytics Engine which gathers “individual-level 
private opt-in Facebook behavioral data” from Facebook “as consumers provide 
permission via the Facebook Open Graph Protocol”. Social data includes “name, address, 
gender, fan pages, including possible competitors, birthday, relationship status, posts, 
posting date” and allows for example the creation of “social engagement scores”. 

Besides credit scoring products like Delphi for Customer Management, which returns 
“over 200 variables” and provides “multiple scores to target each specific area of customer 
management”477, Experian UK offers products in the fields of identity verification, fraud 
prevention, age verification, online document verification, and employee screening.478 
Delphi for Marketing combines the “wealth of consumer credit and marketing data” to 
“generate scores based on an individual’s credit risk” and to “avoid targeting those who 
are already under financial stress”.479 

According to Experian UK’s “Data Directory” brochure,480 the “ConsumerView” marketing 
database contains 49 million names and addresses “for enrichment”, 42 million names 
and addresses “for prospecting”, 33 million email addresses, 20 million mobile numbers 
and 25 million landline numbers. In addition, “consumer characteristics, lifestyles and 
behaviours” with “over 500 variables” from demographics to “financial attitudes and 
behaviours” are available. Several “propensity models” can for example “indicate the 
likelihood of an individual or household to own a particular product, or use a particular 
service”. Furthermore, “daily, weekly or monthly life event triggers” which can be “based 
on important life events like moving home or having a baby”, are offered. Their “Club 
Canvasse” offers information about the “buying habits of over 23 million individuals that 
have purchased” from home shopping companies.481 

Experian’s Hitwise product is able to “report on millions of unique internet users, 
hundreds of millions of monthly site visits and tens of millions of monthly searches”. 
ChannelView allows “combining” offline postal addresses with 33 million online email 
contacts, and to enrich “existing customer records” of companies with “any of our 500+ 
lifestyle variables or social-demographic models” to “bring email and mobile data to life”. 
By “linking” the “ConsumerView database of 49m individuals and 27m households to 
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client or publisher 1st party data, […] 99% of the UK’s targetable population” can be 
reached.482 

According to the “List Services Catalog”483 from Experian U.S. (2011) the ConsumerView 
database contains attributes from occupation and political affiliation to “children by age, 
month, day or year of birth”. Via Ethnic Insight corporate customers can select from 181 
ethnicities, religions and countries “of origin”. The BehaviorBank database includes 
“responsive consumers who have purchased items or have completed surveys on their 
leisure activities, brand preferences, computer ownership, occupations, ailments, diet and 
fitness, financial products, reading preferences and more.” It is updated monthly and 
contains data including “known transactional data, printed surveys via direct mail and 
online surveys”. 

Attributes include whether someone  has a “dry” or “oily” skin type, prefers champagne or 
scotch, is a smoker or not, or is an “active military member” or a “veteran”. Nearly 100 
medication preferences from Insulin to Prozac are available, “ailments” listed include 
Alzheimer’s disease, cancer, clinical depression, heart disease, multiple sclerosis and 
“wheelchair”. Another product called Transactional Data on ConsumerView is based on 
“actual retail (catalog, Internet, and brick and mortar) purchase history” and provides 
many categories from “low price home décor” and “extreme snow sports” to “high price 
jewelry and accessories”. Experian also offers a “New Homeowners Database”, a “New 
Movers Database”, and a “New Parents Database”.484 

According to the U.S. Senate Committee on Commerce, Science, and Transportation (2013, 
p. 24), Experian has also offered “targeting products identifying financially vulnerable 
populations”, for example a consumer cluster named “Hard Times”, which was described 
by Experian as: “This is the bottom of the socioeconomic ladder, the poorest lifestyle 
segment in the nation. Hard Times are older singles in poor city neighborhoods. Nearly 
three-quarters of the adults are between the ages of 50 and 75; this is an underclass of the 
working poor and destitute seniors without family support”. 

In 2014, Experian’s subsidiary AdTruth introduced its AdTruth ID, an identifier that 
enables companies to link consumers across devices.485 A company representative 
explained in an interview486 that they aim “to build a platform to manage all datasets in 
one place” and to “connect users across all data sets”. The AdTruth technology came from 
41st Parameter, a fraud detection company Experian acquired in 2013. According to that 
interview, AdTruth provides “a number of variables to identify a single user and how 
many applications are coming from a device” to help predicting whether “this is a single 
person or not”. According to Experian, this technology “empowers the world’s most 
progressive brands to identify, link and engage audiences across all digital touch points” 
today.487 In 2015, Experian announced488 AdTruth Resolve, which is able to “reconcile and 
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associate” a company’s “existing digital identifiers — including cookies, device IDs, IP 
addresses and more”. As a part of Experian’s “Marketing Suite”, this would represent 
“another milestone in Experian Marketing Services' long-term strategy to provide 
marketers with a ubiquitous, consistent and persistent link across all channels”.489 

5.7.4 arvato Bertelsmann – credit scoring and consumer data in Germany 

Owned by the German corporate group Bertelsmann, arvato is a large service provider in 
digital marketing, financial services, customer relationship management, supply chain 
management and IT services. Their 70.000 employees in 40 countries are generating a 
business volume of nearly 5 billion490 and their CRM division is serving 600 million 
consumers.491 arvato’s “Financial Solutions” division manages “around 10,000 customers, 
specializing primarily in the retail/e-commerce, telecommunications, insurance, banking 
and healthcare sectors”.492 Besides finance and accounting, factoring, collection and 
payment processing they are also offering several risk management and credit scoring 
products, stating that “[h]igh-risk customers should not be developed at all”.493 

Having “40 million characteristics with negative information about 7.8 million persons” in 
Germany, they claim to perform “100 million credit checks” per year.494 Their application 

scoring, for example, offers companies a “reliable prediction of the expected customer 
behavior (e.g. payment of the purchase or repayment of a loan)”, because “[p]otentially 
profitable customers should be acquired while customers with a high risk should be 
avoided from the very beginning”.495 The Informa-Storno-Score allows companies to 
“predict a customer’s natural loyalty and, therefore, the probability of a cancellation”.496 
Behavior scoring provides “a consistent measure of risk for the entire portfolio”. It is 
based on the “historic behaviour of each customer and allows reliable predictions for the 
future”.497 

With the company’s "infoRate+” system, “all existing internal and external data can be 
densified and integrated”. Data sources include “information from credit agencies, 
telephone and bank data registers as well as data from the AZ Direct address database, a 
company of arvato Financial Solutions"498. The “infoRate+” system can be used for 
“[c]ontrolling payment methods and credit limits”499, and it allows “[f]lexible online 
evaluation of customers”.500 Available modules include address verification, checking 
“negative lists”, validation of phone numbers and bank details, detecting fraud, scoring 
and “[m]icro-geographic analysis”.501 Lists like arvato’s Telecommunications Pool 
contain “information on consumers with negative payment behavior”. Participating 
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companies receive information from the pool when they deliver their own data to the 
pool.502 arvato also offers tenant screening.503 

Their Profile Tracking module is able to “identify particular internet access devices on 
the basis of this hash-ID clearly and in real-time”, because “[n]o matter” if the device is a 
“PC, tablet, smartphone or game console: each of these devices leaves a unique and 
identifiable trace, the so-called hash-ID”.504 The company’s risk management product 
for e-commerce is based on “experience with payments, information from shopping 
baskets and external data on credit ratings”. It can make use of “current and historical 
customer information” and provides “analysis and intelligent linking of customer data”. To 
avoid making their “decision-making system” sound like a fully automated system, arvato 
emphasizes that online shops receive the “results of these checks in the form of a 
recommendation for action (e.g. offer for a method of payment)”. Follow-up processes can 
then be “triggered by the eShop/customer system”.505 

At the same time, arvato runs AZ Direct, a leading direct marketing and data broker 
company in German-speaking countries. According to a corporate presentation506, they 
offer 600 attributes on 70 million consumers and 40 million households in Germany, 
amongst other data sources based on 300 million shopping transactions. In their 
consumer database AZ DIAS, an “ID” is assigned to every single person, household and 
building. 32 million people can be reached via direct mail, 33 million people via targeted 
email, and 27 million people via “data-driven advertising” online. According to their 
“Merkmalskatalog” (see AZ Direct, 2015) they offer profile attributes like age, sex, lifestyle, 
social status, children, income and even the ethnical origin of names507. In addition, people 
can be categorized in terms of online usage, financial behavior, and for example, whether 
they focus on security/stability or tend to risky behavior regarding insurance.508 All these 
attributes are also available for the enrichment of existing customer databases on 
different aggregate levels (for example 5, 20 or 70 households). The “Informa-Geoscore”, 
which predicts good or bad future payment behavior, is available on an aggregate of 20 
households on average (see AZ Direct 2015). 

Furthermore, arvato runs the targeting and data management platform adailty509 which 
offers510 “data partners” to capitalize their “offline data”, for example “master data” or 
“transaction data”511. To their so-called “matching partners”, adailty offers to support the 
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associate” a company’s “existing digital identifiers — including cookies, device IDs, IP 
addresses and more”. As a part of Experian’s “Marketing Suite”, this would represent 
“another milestone in Experian Marketing Services' long-term strategy to provide 
marketers with a ubiquitous, consistent and persistent link across all channels”.489 

5.7.4 arvato Bertelsmann – credit scoring and consumer data in Germany 

Owned by the German corporate group Bertelsmann, arvato is a large service provider in 
digital marketing, financial services, customer relationship management, supply chain 
management and IT services. Their 70.000 employees in 40 countries are generating a 
business volume of nearly 5 billion490 and their CRM division is serving 600 million 
consumers.491 arvato’s “Financial Solutions” division manages “around 10,000 customers, 
specializing primarily in the retail/e-commerce, telecommunications, insurance, banking 
and healthcare sectors”.492 Besides finance and accounting, factoring, collection and 
payment processing they are also offering several risk management and credit scoring 
products, stating that “[h]igh-risk customers should not be developed at all”.493 

Having “40 million characteristics with negative information about 7.8 million persons” in 
Germany, they claim to perform “100 million credit checks” per year.494 Their application 

scoring, for example, offers companies a “reliable prediction of the expected customer 
behavior (e.g. payment of the purchase or repayment of a loan)”, because “[p]otentially 
profitable customers should be acquired while customers with a high risk should be 
avoided from the very beginning”.495 The Informa-Storno-Score allows companies to 
“predict a customer’s natural loyalty and, therefore, the probability of a cancellation”.496 
Behavior scoring provides “a consistent measure of risk for the entire portfolio”. It is 
based on the “historic behaviour of each customer and allows reliable predictions for the 
future”.497 

With the company’s "infoRate+” system, “all existing internal and external data can be 
densified and integrated”. Data sources include “information from credit agencies, 
telephone and bank data registers as well as data from the AZ Direct address database, a 
company of arvato Financial Solutions"498. The “infoRate+” system can be used for 
“[c]ontrolling payment methods and credit limits”499, and it allows “[f]lexible online 
evaluation of customers”.500 Available modules include address verification, checking 
“negative lists”, validation of phone numbers and bank details, detecting fraud, scoring 
and “[m]icro-geographic analysis”.501 Lists like arvato’s Telecommunications Pool 
contain “information on consumers with negative payment behavior”. Participating 

                                                                                                                                                                                                      
challenge-of-engaging-audiences-across-all-devices-and-environments-with-the-launch-of-adtruth-
resolve-300044838.html [13.01.2016] 
489 https://www.experianplc.com/media/news/2015/adtruth-resolve/ [17.08.2016] 
490 https://www.arvato.com/en/about/facts-and-figures.html [15.01.2016] 
491 https://crm.arvato.com/en.html [15.01.2016] 
492 https://www.arvato.com/finance/en.html [15.01.2016] 
493 http://www.arvato-infoscore.de/en/services/risk-management/ [15.01.2016] 
494 http://www.arvato-infoscore.de/en/company/facts-figures/ [15.01.2016] 
495 http://www.arvato-infoscore.de/en/services/risk-management/application-scoring/ 
[15.01.2016] 
496 http://www.arvato-infoscore.de/en/services/risk-management/informa-storno-score-for-
cancellations/ [15.01.2016] 
497 http://www.arvato-infoscore.de/en/services/risk-management/behaviour-scoring/effective-
instrument/ [15.01.2016] 
498 http://www.arvato-infoscore.de/en/services/risk-management/inforate/ [15.01.2016] 
499 http://www.arvato-infoscore.de/en/services/risk-management/inforate/benefits/ [15.01.2016] 
500 http://www.arvato-infoscore.de/en/services/risk-management/inforate/ [15.01.2016] 
501 http://www.arvato-infoscore.de/en/services/risk-management/inforate/online-evaluation-of-
customers/ [15.01.2016] 
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companies receive information from the pool when they deliver their own data to the 
pool.502 arvato also offers tenant screening.503 

Their Profile Tracking module is able to “identify particular internet access devices on 
the basis of this hash-ID clearly and in real-time”, because “[n]o matter” if the device is a 
“PC, tablet, smartphone or game console: each of these devices leaves a unique and 
identifiable trace, the so-called hash-ID”.504 The company’s risk management product 
for e-commerce is based on “experience with payments, information from shopping 
baskets and external data on credit ratings”. It can make use of “current and historical 
customer information” and provides “analysis and intelligent linking of customer data”. To 
avoid making their “decision-making system” sound like a fully automated system, arvato 
emphasizes that online shops receive the “results of these checks in the form of a 
recommendation for action (e.g. offer for a method of payment)”. Follow-up processes can 
then be “triggered by the eShop/customer system”.505 

At the same time, arvato runs AZ Direct, a leading direct marketing and data broker 
company in German-speaking countries. According to a corporate presentation506, they 
offer 600 attributes on 70 million consumers and 40 million households in Germany, 
amongst other data sources based on 300 million shopping transactions. In their 
consumer database AZ DIAS, an “ID” is assigned to every single person, household and 
building. 32 million people can be reached via direct mail, 33 million people via targeted 
email, and 27 million people via “data-driven advertising” online. According to their 
“Merkmalskatalog” (see AZ Direct, 2015) they offer profile attributes like age, sex, lifestyle, 
social status, children, income and even the ethnical origin of names507. In addition, people 
can be categorized in terms of online usage, financial behavior, and for example, whether 
they focus on security/stability or tend to risky behavior regarding insurance.508 All these 
attributes are also available for the enrichment of existing customer databases on 
different aggregate levels (for example 5, 20 or 70 households). The “Informa-Geoscore”, 
which predicts good or bad future payment behavior, is available on an aggregate of 20 
households on average (see AZ Direct 2015). 

Furthermore, arvato runs the targeting and data management platform adailty509 which 
offers510 “data partners” to capitalize their “offline data”, for example “master data” or 
“transaction data”511. To their so-called “matching partners”, adailty offers to support the 

 
 

502 http://www.arvato-infoscore.de/en/services/risk-management/data-
pools/telecommunications-pool/closed-data-pool/ [15.01.2016] 
503 http://www.arvato-infoscore-mieterauskunft.de/ [15.01.2016] 
504 http://www.arvato-infoscore.de/en/services/risk-management/profile-tracking/ [15.01.2016] 
505 http://www.arvato-infoscore.de/en/services/risk-management/risk-solution-services/ 
[15.01.2016] 
506 Hüffner, W. (2015): Datenschutzkonformes Smart Data und Data Pooling. arvato Digital 
Marketing, Mar. 05, 2015. Online: https://www-
950.ibm.com/events/wwe/grp/grp006.nsf/vLookupPDFs/H%C3%BCffer_IBM_SPSS_2015/$file/H
%C3%BCffer_IBM_SPSS_2015.pdf [15.01.2016] 
507 In German: "Namensherkunft: […] Hier können über den Vornamen Rückschlüsse auf die 
Herkunft des Vornamens, d.h. die Nationalität der Person, gemacht werden". Available options 
include "Deutsch klingend", "Ausländisch klingend", "Assimiliert". 
508 "Versicherungstypologie", Available options include "Sicherheitsorientierter Typ" and 
"Risikobereiter Typ". 
509 One to One New Marketing (2013): Arvato bündelt CRM und Dialog-Dienstleistungen. Online: 
(http://www.onetoone.de/Arvato-buendelt-CRM-und-Dialog-Dienstleistungen-23590.html 
[15.01.2016] 
510 http://adality.de/partner/ [15.01.2016] 
511 Ibid., in German: „Als Datenpartner kapitalisieren wir Ihre Offline-Daten (z. B. Stammdaten, 
Transaktionsdaten)“ 
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matching of offline data to cookies, for example by incorporating “tags” or “pixels” into 
their clients’ websites and email newsletters512. Data products offered include socio-
demographic data, interests, spending capacity and income.513 According to a talk514 by 
CEO Christian Vennemann, adality is also able to access the AZ Direct database containing 
250 attributes about 70 million “persons”.515 

5.7.5 LexisNexis and ID Analytics – scoring, identity, fraud and credit risks 

The controversially discussed516 data broker Choicepoint, which had extensive data 
records about 220 million people, was acquired by LexisNexis more than ten years ago, 
and is now part of the risk management division of RELX Group (formerly known as Reed 
Elsevier). LexisNexis Risk Solutions517 claims to have data on 500 million consumers518, 
and they  work for all 50 of the 50 largest U.S. banks, for 70% of U.S. local government 
authorities and for 80% of U.S. federal agencies.519 They provide risk management 
solutions for insurance, finance, retail, travel, government, gaming and for the healthcare 
sector. In 2015, the director of their government division told the New York Times: 
“Because of our identity information, we know more than the government entities”, and 
he added: “We know where virtually every individual over 18 is”.520 

LexisNexis provides data about consumer creditworthiness521, insurance scores522, 
background checks for employers on both applicants and employees, as well as “resident 
screening” services to “protect […] property from problem renters”.523 Their identity and 
authentication system TrueID524 offers to “link” biometric data from photos to 
fingerprints “to other user data to track transactional behavior throughout the customer 
lifecycle”. The identity of persons can be verified using a database of “34 billion records 
from over 10,000 sources” and “of nearly 4,100 ID types from nearly 200 countries”. 
Identity can also be linked with “payment cards, checks, loyalty cards and other 
customer data”. Moreover, even biometric services for voice recognition using “the 
sound, pattern and rhythm of an individual's voice” are offered.525 Their Social Media 

Monitor which is part of their product "LexisNexis Accurint® for Law Enforcement" offers 
to “identify posts and/or tweets within specific geographical locations” and to “discover 
risks and threats” in order to “unlock the value of big data from social media”.526  

 
 

512 Ibid., in German: „Als Matchingpartner können Sie uns dabei unterstützen, anonymisierte Offline-
Daten mit Cookies anzureichern. Sie integrieren hierfür ein Tag (bzw. Pixel) in Ihre 
reichweitenstarke Website oder E-Mail-Aussendungen“ 
513 http://adality.de/produkte/ [15.01.2016] 
514 YouTube video, from minute 1:50: https://www.youtube.com/watch?v=W41HcRo-3P8 
[15.01.2016] 
515 Ibid., in German: Adality hätte „aktuell exklusiv Zugriff auf die Daten“ von AZ Direct, die „70 
Millionen Personen mit über 250 kombinierbaren Merkmalen“ in ihrer „Datenbank“ hätten. 
516 O'Harrow, Robert (2005): They're Watching You. Bloomberg Businessweek, 23.01.2005. Online: 
http://www.businessweek.com/stories/2005-01-23/theyre-watching-you [15.01.2016] 
517 http://www.lexisnexis.com/risk [22.01.2016] 
518 http://www.lexisnexis.com/risk/about/data.aspx [22.01.2016] 
519 http://www.lexisnexis.com/risk/about/default.aspx [22.01.2016] 
520 Singer, N. (2015): Bringing Big Data to the Fight against Benefits Fraud. New York Times, Feb. 20, 
2015. Online: http://www.nytimes.com/2015/02/22/technology/bringing-big-data-to-the-fight-
against-benefits-fraud.html [22.01.2016] 
521 http://www.lexisnexis.com/risk/products/riskview-credit-risk-management.aspx [22.01.2016] 
522 http://www.lexisnexis.com/risk/products/insurance/attract.aspx [22.01.2016] 
523 https://www.lexisnexis.com/government/solutions/literature/screening.pdf [22.01.2016] 
524 http://www.lexisnexis.com/risk/downloads/literature/trueid.pdf [22.01.2016] 
525 http://www.lexisnexis.com/risk/products/voice-biometrics.aspx [22.01.2016] 
526 http://www.lexisnexis.com/risk/newsevents/press-release.aspx?id=1381851197735305 
[22.01.2016] 
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In 2014 LexisNexis acquired Wunelli, a telematics provider, in order to “empower 
insurers to leverage telematics” 527. They promise that their combined “datasets” will 
result “in one of the largest provider-held insurance telematics databases in the world” to 
“support insurers as they assess risk”. LexisNexis also provides insurance scores based on 
credit report data, which can be “applied at the time of quote, at underwriting, at renewal 
and for prescreening”.528 Their “PowerView Score”529 is based on data from various 
sources, including “telecom/utility payment data”, property data and asset ownership. It 
allows auto lenders to predict creditworthiness and to perform “incremental 
segmentation to upgrade or downgrade terms”. In addition, LexisNexis also provides 
solutions for marketing. For example, their Lead Optimizer product530 “scores insurance 
leads in real-time” and offers insurers to “save time and money by eliminating 
unproductive leads early in the process”. Their DirectLink(SM) product531 for insurers 
“seamlessly integrates all components of prospecting and customer contact campaigns 
into a complete system” to “optimize responses and conversion” and acquire and retain 
“profitable customers“. It allows the integration of mail, email and telemarketing, and the 
use of “individual customer and prospect data attribute selections” as well as “predictive 
models” for segmentation and targeting. 

The U.S.-based scoring and data company ID Analytics offers products for identity 
verification, credit scoring, fraud risk and payments532 and was one of the nine companies 
examined in the FTC’s data broker study (FTC, 2014). It is a subsidiary of LifeLock Inc., 
which had 669 employees in 2014.533 In 2012, their ID Network contained “more than 700 
billion instances of PII, like names, addresses, SSNs, DOBs, phone numbers and emails”, 
providing insights about “more than 315 million unique people in the U.S.”. 534 It has 
“aggregated more than 1.7 billion consumer transactions that contain this PII, including 
2.9 million reported fraud events”. According to another document535, the “ID Network” is 
a “consortium of consumer behavioral data built through the contributions of more than 
250 enterprise clients”. In 2014, “six of the top ten U.S. financial service institutions, three 
of the top four U.S. wireless carriers, and seven of the top ten U.S. credit card issuers” have 
contributed data. 

ID Analytics offers an ID Score, which “assesses the likelihood that an application will 
result in fraud”.536 In addition, ID Analytics provides access to an “identity repository” in 
which “54 million identity elements” are “updated daily”. The company’s ID Network 

Attributes are a “set of derived data points”, that are implementable “across all points of 
customer contact including online, call centers, mail, and in-store”. It “examines a 
consumer’s identity elements, individually and in combination, across eight categories 

 
 

527 http://www.lexisnexis.com/risk/newsevents/press-release.aspx?id=1400513019730653 
[11.01.2016] 
528 http://www.lexisnexis.com/risk/products/insurance/attract.aspx [22.08.2016] 
529 http://www.lexisnexis.com/risk/products/credit-risk-management/powerview-score.aspx 
[22.08.2016] 
530 http://www.lexisnexis.com/risk/products/insurance/lead-optimizer.aspx [22.08.2016] 
531 http://www.lexisnexis.com/risk/products/insurance/directlink.aspx [22.08.2016] 
532 http://www.idanalytics.com/ [11.01.2016] 
533 https://www.lifelock.com/about/ [11.01.2016] 
534 http://www.idanalytics.com/media/ID-Analytics-I-See-Fraud-Rings-White-Paper1.pdf 
[11.01.2016] 
535 http://www.idanalytics.com/media/Exploring-the-Impact-of-SSN-Randomization.pdf 
[11.01.2016] 
536 http://www.idanalytics.com/solutions/fraud-risk-management/id-score/ [11.01.2016] 
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matching of offline data to cookies, for example by incorporating “tags” or “pixels” into 
their clients’ websites and email newsletters512. Data products offered include socio-
demographic data, interests, spending capacity and income.513 According to a talk514 by 
CEO Christian Vennemann, adality is also able to access the AZ Direct database containing 
250 attributes about 70 million “persons”.515 

5.7.5 LexisNexis and ID Analytics – scoring, identity, fraud and credit risks 

The controversially discussed516 data broker Choicepoint, which had extensive data 
records about 220 million people, was acquired by LexisNexis more than ten years ago, 
and is now part of the risk management division of RELX Group (formerly known as Reed 
Elsevier). LexisNexis Risk Solutions517 claims to have data on 500 million consumers518, 
and they  work for all 50 of the 50 largest U.S. banks, for 70% of U.S. local government 
authorities and for 80% of U.S. federal agencies.519 They provide risk management 
solutions for insurance, finance, retail, travel, government, gaming and for the healthcare 
sector. In 2015, the director of their government division told the New York Times: 
“Because of our identity information, we know more than the government entities”, and 
he added: “We know where virtually every individual over 18 is”.520 

LexisNexis provides data about consumer creditworthiness521, insurance scores522, 
background checks for employers on both applicants and employees, as well as “resident 
screening” services to “protect […] property from problem renters”.523 Their identity and 
authentication system TrueID524 offers to “link” biometric data from photos to 
fingerprints “to other user data to track transactional behavior throughout the customer 
lifecycle”. The identity of persons can be verified using a database of “34 billion records 
from over 10,000 sources” and “of nearly 4,100 ID types from nearly 200 countries”. 
Identity can also be linked with “payment cards, checks, loyalty cards and other 
customer data”. Moreover, even biometric services for voice recognition using “the 
sound, pattern and rhythm of an individual's voice” are offered.525 Their Social Media 

Monitor which is part of their product "LexisNexis Accurint® for Law Enforcement" offers 
to “identify posts and/or tweets within specific geographical locations” and to “discover 
risks and threats” in order to “unlock the value of big data from social media”.526  

 
 

512 Ibid., in German: „Als Matchingpartner können Sie uns dabei unterstützen, anonymisierte Offline-
Daten mit Cookies anzureichern. Sie integrieren hierfür ein Tag (bzw. Pixel) in Ihre 
reichweitenstarke Website oder E-Mail-Aussendungen“ 
513 http://adality.de/produkte/ [15.01.2016] 
514 YouTube video, from minute 1:50: https://www.youtube.com/watch?v=W41HcRo-3P8 
[15.01.2016] 
515 Ibid., in German: Adality hätte „aktuell exklusiv Zugriff auf die Daten“ von AZ Direct, die „70 
Millionen Personen mit über 250 kombinierbaren Merkmalen“ in ihrer „Datenbank“ hätten. 
516 O'Harrow, Robert (2005): They're Watching You. Bloomberg Businessweek, 23.01.2005. Online: 
http://www.businessweek.com/stories/2005-01-23/theyre-watching-you [15.01.2016] 
517 http://www.lexisnexis.com/risk [22.01.2016] 
518 http://www.lexisnexis.com/risk/about/data.aspx [22.01.2016] 
519 http://www.lexisnexis.com/risk/about/default.aspx [22.01.2016] 
520 Singer, N. (2015): Bringing Big Data to the Fight against Benefits Fraud. New York Times, Feb. 20, 
2015. Online: http://www.nytimes.com/2015/02/22/technology/bringing-big-data-to-the-fight-
against-benefits-fraud.html [22.01.2016] 
521 http://www.lexisnexis.com/risk/products/riskview-credit-risk-management.aspx [22.01.2016] 
522 http://www.lexisnexis.com/risk/products/insurance/attract.aspx [22.01.2016] 
523 https://www.lexisnexis.com/government/solutions/literature/screening.pdf [22.01.2016] 
524 http://www.lexisnexis.com/risk/downloads/literature/trueid.pdf [22.01.2016] 
525 http://www.lexisnexis.com/risk/products/voice-biometrics.aspx [22.01.2016] 
526 http://www.lexisnexis.com/risk/newsevents/press-release.aspx?id=1381851197735305 
[22.01.2016] 
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In 2014 LexisNexis acquired Wunelli, a telematics provider, in order to “empower 
insurers to leverage telematics” 527. They promise that their combined “datasets” will 
result “in one of the largest provider-held insurance telematics databases in the world” to 
“support insurers as they assess risk”. LexisNexis also provides insurance scores based on 
credit report data, which can be “applied at the time of quote, at underwriting, at renewal 
and for prescreening”.528 Their “PowerView Score”529 is based on data from various 
sources, including “telecom/utility payment data”, property data and asset ownership. It 
allows auto lenders to predict creditworthiness and to perform “incremental 
segmentation to upgrade or downgrade terms”. In addition, LexisNexis also provides 
solutions for marketing. For example, their Lead Optimizer product530 “scores insurance 
leads in real-time” and offers insurers to “save time and money by eliminating 
unproductive leads early in the process”. Their DirectLink(SM) product531 for insurers 
“seamlessly integrates all components of prospecting and customer contact campaigns 
into a complete system” to “optimize responses and conversion” and acquire and retain 
“profitable customers“. It allows the integration of mail, email and telemarketing, and the 
use of “individual customer and prospect data attribute selections” as well as “predictive 
models” for segmentation and targeting. 

The U.S.-based scoring and data company ID Analytics offers products for identity 
verification, credit scoring, fraud risk and payments532 and was one of the nine companies 
examined in the FTC’s data broker study (FTC, 2014). It is a subsidiary of LifeLock Inc., 
which had 669 employees in 2014.533 In 2012, their ID Network contained “more than 700 
billion instances of PII, like names, addresses, SSNs, DOBs, phone numbers and emails”, 
providing insights about “more than 315 million unique people in the U.S.”. 534 It has 
“aggregated more than 1.7 billion consumer transactions that contain this PII, including 
2.9 million reported fraud events”. According to another document535, the “ID Network” is 
a “consortium of consumer behavioral data built through the contributions of more than 
250 enterprise clients”. In 2014, “six of the top ten U.S. financial service institutions, three 
of the top four U.S. wireless carriers, and seven of the top ten U.S. credit card issuers” have 
contributed data. 

ID Analytics offers an ID Score, which “assesses the likelihood that an application will 
result in fraud”.536 In addition, ID Analytics provides access to an “identity repository” in 
which “54 million identity elements” are “updated daily”. The company’s ID Network 

Attributes are a “set of derived data points”, that are implementable “across all points of 
customer contact including online, call centers, mail, and in-store”. It “examines a 
consumer’s identity elements, individually and in combination, across eight categories 

 
 

527 http://www.lexisnexis.com/risk/newsevents/press-release.aspx?id=1400513019730653 
[11.01.2016] 
528 http://www.lexisnexis.com/risk/products/insurance/attract.aspx [22.08.2016] 
529 http://www.lexisnexis.com/risk/products/credit-risk-management/powerview-score.aspx 
[22.08.2016] 
530 http://www.lexisnexis.com/risk/products/insurance/lead-optimizer.aspx [22.08.2016] 
531 http://www.lexisnexis.com/risk/products/insurance/directlink.aspx [22.08.2016] 
532 http://www.idanalytics.com/ [11.01.2016] 
533 https://www.lifelock.com/about/ [11.01.2016] 
534 http://www.idanalytics.com/media/ID-Analytics-I-See-Fraud-Rings-White-Paper1.pdf 
[11.01.2016] 
535 http://www.idanalytics.com/media/Exploring-the-Impact-of-SSN-Randomization.pdf 
[11.01.2016] 
536 http://www.idanalytics.com/solutions/fraud-risk-management/id-score/ [11.01.2016] 
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of behavior” including “confirmed negative behavior” and “demographics/mode of living” 
and the “historical use of internet-enabled devices”.537 

In addition, ID Analytics offers “credit risk solutions” to help companies improve their 
“lending” and “approval and pricing decisions” by “pairing traditional credit data with 
powerful alternative insights from the wireless, banking and sub-prime markets”.538 
According to ID Analytics own statement, their Credit Optics product uses the “unique 
blend of traditional and alternative consumer credit data” in the ID Network to “inject 
new, predictive information into existing credit bureau and custom models”.539 It can also 
be used for profiling existing customers540, to “prescreen” and to “[i]dentify the right 
prospects”, or to send “direct-mail offers to risk-appropriate consumers” only.541 In 2010, 
TransUnion announced to offer a scoring product, which includes TransUnions’s credit 
data as well as “alternative” data from ID Analytics.542 

5.7.6 Palantir – data analytics for national security, banks and insurers 

Palantir Technologies is not a typical data broker in a sense that the company trades 
personal data. However, Palantir is an important data intelligence company, providing its 
sophisticated analytical services to both public and private customers. 

Palantir was founded in 2004 by Alexander Karp and Peter Thiel. The latter is also the 
founder of the online payment company PayPal and the first investor in Facebook. The 
company was originally designed to “uncover terror networks using the approach PayPal 
had devised to fight […] cybercriminals”.543 By linking and simultaneously querying large 
numbers of databases, Palantir provided a valuable service for the intelligence and 
national security agencies. In 2009, the company supplied its software and services to the 
Central Intelligence Agency (CIA), the Pentagon and the Federal Bureau of 

Investigation (FBI) within more than 50 projects.544 In 2013, the software solutions were 
used by police departments and by at least 12 groups within the US Government, 
including CIA, FBI, NSA, the Marine Corps and the Air Force and dealt “with some of the 
world’s most sensitive sets of data”.545   

Palantir raised significant public awareness in 2011, when the company was exposed by a 
hacker group “to be in negotiation for a proposal to track labor union activists and other 
critics of the U.S. Chamber of Commerce, the largest business lobbying group in 
Washington”546. The proposal lead to public debates, and Palantir was accused of 

 
 

537 http://www.idanalytics.com/media/Fraud-ID-Network-Attributes-Datasheet.pdf [11.01.2016] 
538 http://www.idanalytics.com/solutions/credit-risk-solutions-and-risk-analytics [11.01.2016] 
539 http://www.idanalytics.com/solutions/credit-risk-solutions-and-risk-analytics/alternative-
credit-data/ [11.01.2016] 
540 http://www.idanalytics.com/solutions/credit-risk-solutions-and-risk-analytics/credit-optics-
portfolio-management/ [11.01.2016] 
541 http://www.idanalytics.com/solutions/credit-risk-solutions-and-risk-analytics/credit-optics-
prescreen/ [11.01.2016] 
542 http://newsroom.transunion.com/transunion-unveils-new-credit-opticstm-plus-score 
[11.01.2016] 
543 Gorman, S. (2009): How Team of Geeks Cracked Spy Trade. Wall Street Journal, Sept.4, 2009. 
Online: http://www.wsj.com/articles/SB125200842406984303 [30.08.2016] 
544 Ibid. 
545 Burns, M. (2015): Leaked Palantir Doc Reveals Uses, Specific Functions And Key Clients. 
TechCrunch, Jan. 11, 2016. Online: https://techcrunch.com/2015/01/11/leaked-palantir-doc-
reveals-uses-specific-functions-and-key-clients/ [30.08.2016] 
546 Fang, L. (2016): The CIA is Investing in Firms that Mine Your Tweets and Instagram Photos. The 
Intercept, Apr.14, 2016. Online: https://theintercept.com/2016/04/14/in-undisclosed-cia-
investments-social-media-mining-looms-large/ [30.08.2016] 
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abusing its power. According to The Nation547, it targeted activists, reporters, labor 
unions and political organizations and - according to a leaked report548 – suggested to 
investigate activists’ families and even used "sophisticated hacking tools to break into 
computers". Later in 2011, a proposal called “The WikiLeaks Threat” and related email 
conversations were leaked by the Hacker Group Anonymous.549 The document, which is 
still available online,550 was prepared by the three data intelligence firms Palantir 
Technologies, HBGary Federal, and Berico Technologies. The presentation was publicly 
criticized for being unethical as it mentioned “potential proactive tactics against 
WikiLeaks includ[ing] feeding the fuel between the feuding groups, disinformation, 
creating messages around actions to sabotage or discredit the opposing organization, and 
submitting fake documents to WikiLeaks and then calling out the error.”551  

In a comprehensive report552, the Infosec Institute named Palantir as one of the principal 
technological partners for the PRISM program and indicated that the company may play a 
role in financing Facebook. The German manager magazin describes Palantir founder 
Peter Thiel as one of the most successful investors in Silicon Valley and first Facebook 
financier.553 Whether Peter Thiel’s investment in and relationship with Facebook plays a 
role in Palantir’s intelligence services is not publicly known. 

Today, Palantir is valued at about $20 billion and earns 75% of its revenue from corporate 
clients, to whom the company delivers fraud detection services, studies of consumer 
behavior and analyses of the competition.554 Its “two main products, Gotham and 
Metropolis, serve the same basic purpose—bringing together massive, disparate data 
sources and scouring them for connections and patterns that aren’t obvious to the human 
eye”.555 Palantir’s clients come from a variety of industries and sectors, such as financial 
services, retail, legal intelligence, pharmaceutical companies, insurance analytics, 
healthcare delivery, disease response, biomedical research, federal and local law 
enforcement agencies, defense, intelligence and accountability.556  

5.7.7 Alliant Data and Analytics IQ – payment data and consumer scores 

The marketing data company Alliant Data claims to be the “industry’s largest source of 
detailed micropayment data” offering information on “payments, returns, billings, and 
write-offs” as well as aggregating “consumer response behavior” from “more than 400 
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of behavior” including “confirmed negative behavior” and “demographics/mode of living” 
and the “historical use of internet-enabled devices”.537 

In addition, ID Analytics offers “credit risk solutions” to help companies improve their 
“lending” and “approval and pricing decisions” by “pairing traditional credit data with 
powerful alternative insights from the wireless, banking and sub-prime markets”.538 
According to ID Analytics own statement, their Credit Optics product uses the “unique 
blend of traditional and alternative consumer credit data” in the ID Network to “inject 
new, predictive information into existing credit bureau and custom models”.539 It can also 
be used for profiling existing customers540, to “prescreen” and to “[i]dentify the right 
prospects”, or to send “direct-mail offers to risk-appropriate consumers” only.541 In 2010, 
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including CIA, FBI, NSA, the Marine Corps and the Air Force and dealt “with some of the 
world’s most sensitive sets of data”.545   

Palantir raised significant public awareness in 2011, when the company was exposed by a 
hacker group “to be in negotiation for a proposal to track labor union activists and other 
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conversations were leaked by the Hacker Group Anonymous.549 The document, which is 
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criticized for being unethical as it mentioned “potential proactive tactics against 
WikiLeaks includ[ing] feeding the fuel between the feuding groups, disinformation, 
creating messages around actions to sabotage or discredit the opposing organization, and 
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technological partners for the PRISM program and indicated that the company may play a 
role in financing Facebook. The German manager magazin describes Palantir founder 
Peter Thiel as one of the most successful investors in Silicon Valley and first Facebook 
financier.553 Whether Peter Thiel’s investment in and relationship with Facebook plays a 
role in Palantir’s intelligence services is not publicly known. 

Today, Palantir is valued at about $20 billion and earns 75% of its revenue from corporate 
clients, to whom the company delivers fraud detection services, studies of consumer 
behavior and analyses of the competition.554 Its “two main products, Gotham and 
Metropolis, serve the same basic purpose—bringing together massive, disparate data 
sources and scouring them for connections and patterns that aren’t obvious to the human 
eye”.555 Palantir’s clients come from a variety of industries and sectors, such as financial 
services, retail, legal intelligence, pharmaceutical companies, insurance analytics, 
healthcare delivery, disease response, biomedical research, federal and local law 
enforcement agencies, defense, intelligence and accountability.556  

5.7.7 Alliant Data and Analytics IQ – payment data and consumer scores 

The marketing data company Alliant Data claims to be the “industry’s largest source of 
detailed micropayment data” offering information on “payments, returns, billings, and 
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subscription, continuity, and one-shot brands”. They offer “600+ Audience Selects” on 270 
million U.S. consumers.557 Data resources include “transaction-level behavioral, 
demographic and lifestyle data on more than 270 million consumers” (Oracle 2015, p. 29). 
Alliant’s “Online Audiences” are available “through most major platforms via partnerships 
with over 70 DSPs, DMPs, and ad exchanges” – and contain data on 115 million U.S. 
households, 180 million “30-day Unique IDs (desktop devices)”, and 47 million “30-day 
Unique IDs (mobile devices)”.558 These “30-day Unique IDs” could be cookie and mobile 
identifiers of web browsers and mobile devices, which are used at least one time in 30 
days. All in all, Alliant claims to have “over two billion match keys for consumers, 
including email addresses, mobile numbers and device IDs”.559 

Alliant also offers “database enrichment” to enhance other companies’ data with “newly 
updated emails, mobile device identifiers, postal addresses and predictive/descriptive 
variable”.560 Furthermore, their TransactionBase product is a “source of alternative data 
for credit decisions, thin file scoring, and billing management” and contains “detailed 
payment information” on “over 90 million consumers”. It offers “financial services and 
insurance marketers a full range of credit-scoring solutions” and “provides full 
prescreening services for qualification of lead lists”.561 According to Chester et al (2014), 
Alliant has been selling information on “Financially Challenged”, “Credit Card Rejects”, 
“Credit Challenged”, and “Risky Consumers”. 

AnalyticsIQ is a consumer data analytics company based in Atlanta whose products are, 
for example, offered by Oracle (2015, p. 30). The company claims to provide data about 
210 million individuals and 110 million U.S. households from 120 “unique data 
sources”562, including “aggregated credit, demographics, purchase, lifestyle and real-estate 
information, econometrics, financial and proprietary data”.563 Their “consumer financial 
intelligence” portfolio includes several scoring products to predict “consumer financial 
behavior”. Beside of several GeoCredit scores, they offer “affluence scores” like “Spendex”, 
“InvestorIQ”, “WealthIQ” and “IncomeIQ”, and “home and mortgage scores” like “Home 
ValueIQ “ and “Home EquityIQ”.564 The company’s “demographic data products” include 
EthnicIQ and “Political & Religious Affiliation”. Furthermore AnalyticsIQ offers 
“consumer lifestyle and behavioral data” like the social media influence score SocialIQ, 
which predicts “consumer social media activity and influence”, and the loyalty score 
“ChurnIQ”, which “predicts a consumer’s likelihood to be loyal” to a brand.565 

5.7.8 Lotame – an online data management platform (DMP) 

Lotame is a data management platform (DMP), which allows corporate customers to buy 
and sell data.566 They provide “access to a pool of more than three billion cookies and 
two billion mobile device IDs”, which they categorize into “thousands” of “segments”.567 
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The following table shows examples of the number of “unique” web browsers and mobile 
devices per country they provide access to:568 

France Germany Italy Netherlands Pakistan Poland Spain Turkey UK Russia 

56.8m 59.7m 42.9m 13.8m 11m 25.3m 21.3m 77.2m 146.3m 121.2m 

 

U.S. Canada Mexico Argentina Brazil China India Indonesia Japan Australia 

891m 83.1m 29.2m 14.3m 98.7m 3.5m 70.1m 32.4m 34.2m 35.6m 

Table 23: How many “million monthly uniques” Lotame provides access to, per country. Source: Lotame 

As they, for example, claim to provide access to 891 “million monthly uniques” in the U.S., 
it seems that different web browsers and mobile devices of users are separately counted. 
In addition, Lotame offers “direct integrations with over 20 of the world’s largest third-
party data providers”.569 On its website, the company gives insights about the data 
strategies it offers to clients. 570 Clients can “collect first-party data” from across their 
“sites, apps and ad campaigns”, and combine it with “other first-party sources, such as 
email data or data housed” within their “CRM system”. Lotame could then “create audience 
segments”, selecting “specific demographics, interests and actions”, and enrich these “by 
using third-party data”. Integrations with many other companies and services in online 
marketing (with “every major DSP571, ad server, exchange and SSP572”) allow corporate 
customers to use the audience segments for targeting. Finally, clients can use Lotame 

Syndicate, a “private marketplace” for the “secure exchange of first-party data” to “access 
rich second-party data not available in the open marketplace”.573 Lotame Syndicate574 is 
especially designed for companies who are “targeting the same affluent audiences” but are 
“not directly competing with each other”. As an example Lotame mentions a “luxury auto 
brand” that could “share select audience data with an app that profiles 5-star travel 
resorts”. 

According to Oracle (2015, p. 82), “Lotame Smart Data” categorizes “100% declared and 
demonstrated data (NOT panel-based, modeled, or inferred) into over 2200 audience 
segments”. Their partners “place proprietary Behavioral Collection Pixels”, allow them to 
“collect demographic, interest, action, search, purchase intent, and other data points”. 
Demographic data would be “100% Self-declared by a user on a profile or registration, 
and matched with offline sources”. Behavioral data is based on “articles read, on-site 
searches, clicked on, searched for and any other action a user could complete on a page”, 
but also information about “in-store purchases” is collected in partnership with 
companies “who anonymously match in-store purchases to online cookies for targeting”. 
Finally, also social data is available – from “users that frequently complete social actions 
that others online can see, such as sharing, rating, posting, or commenting”. 

5.7.9 Drawbridge – tracking and recognizing people across devices 

Several companies are specialized in cross-device tracking to ensure that consumers are 
recognized as the same person when using different devices like their PC or their 
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subscription, continuity, and one-shot brands”. They offer “600+ Audience Selects” on 270 
million U.S. consumers.557 Data resources include “transaction-level behavioral, 
demographic and lifestyle data on more than 270 million consumers” (Oracle 2015, p. 29). 
Alliant’s “Online Audiences” are available “through most major platforms via partnerships 
with over 70 DSPs, DMPs, and ad exchanges” – and contain data on 115 million U.S. 
households, 180 million “30-day Unique IDs (desktop devices)”, and 47 million “30-day 
Unique IDs (mobile devices)”.558 These “30-day Unique IDs” could be cookie and mobile 
identifiers of web browsers and mobile devices, which are used at least one time in 30 
days. All in all, Alliant claims to have “over two billion match keys for consumers, 
including email addresses, mobile numbers and device IDs”.559 

Alliant also offers “database enrichment” to enhance other companies’ data with “newly 
updated emails, mobile device identifiers, postal addresses and predictive/descriptive 
variable”.560 Furthermore, their TransactionBase product is a “source of alternative data 
for credit decisions, thin file scoring, and billing management” and contains “detailed 
payment information” on “over 90 million consumers”. It offers “financial services and 
insurance marketers a full range of credit-scoring solutions” and “provides full 
prescreening services for qualification of lead lists”.561 According to Chester et al (2014), 
Alliant has been selling information on “Financially Challenged”, “Credit Card Rejects”, 
“Credit Challenged”, and “Risky Consumers”. 

AnalyticsIQ is a consumer data analytics company based in Atlanta whose products are, 
for example, offered by Oracle (2015, p. 30). The company claims to provide data about 
210 million individuals and 110 million U.S. households from 120 “unique data 
sources”562, including “aggregated credit, demographics, purchase, lifestyle and real-estate 
information, econometrics, financial and proprietary data”.563 Their “consumer financial 
intelligence” portfolio includes several scoring products to predict “consumer financial 
behavior”. Beside of several GeoCredit scores, they offer “affluence scores” like “Spendex”, 
“InvestorIQ”, “WealthIQ” and “IncomeIQ”, and “home and mortgage scores” like “Home 
ValueIQ “ and “Home EquityIQ”.564 The company’s “demographic data products” include 
EthnicIQ and “Political & Religious Affiliation”. Furthermore AnalyticsIQ offers 
“consumer lifestyle and behavioral data” like the social media influence score SocialIQ, 
which predicts “consumer social media activity and influence”, and the loyalty score 
“ChurnIQ”, which “predicts a consumer’s likelihood to be loyal” to a brand.565 

5.7.8 Lotame – an online data management platform (DMP) 

Lotame is a data management platform (DMP), which allows corporate customers to buy 
and sell data.566 They provide “access to a pool of more than three billion cookies and 
two billion mobile device IDs”, which they categorize into “thousands” of “segments”.567 
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As they, for example, claim to provide access to 891 “million monthly uniques” in the U.S., 
it seems that different web browsers and mobile devices of users are separately counted. 
In addition, Lotame offers “direct integrations with over 20 of the world’s largest third-
party data providers”.569 On its website, the company gives insights about the data 
strategies it offers to clients. 570 Clients can “collect first-party data” from across their 
“sites, apps and ad campaigns”, and combine it with “other first-party sources, such as 
email data or data housed” within their “CRM system”. Lotame could then “create audience 
segments”, selecting “specific demographics, interests and actions”, and enrich these “by 
using third-party data”. Integrations with many other companies and services in online 
marketing (with “every major DSP571, ad server, exchange and SSP572”) allow corporate 
customers to use the audience segments for targeting. Finally, clients can use Lotame 

Syndicate, a “private marketplace” for the “secure exchange of first-party data” to “access 
rich second-party data not available in the open marketplace”.573 Lotame Syndicate574 is 
especially designed for companies who are “targeting the same affluent audiences” but are 
“not directly competing with each other”. As an example Lotame mentions a “luxury auto 
brand” that could “share select audience data with an app that profiles 5-star travel 
resorts”. 

According to Oracle (2015, p. 82), “Lotame Smart Data” categorizes “100% declared and 
demonstrated data (NOT panel-based, modeled, or inferred) into over 2200 audience 
segments”. Their partners “place proprietary Behavioral Collection Pixels”, allow them to 
“collect demographic, interest, action, search, purchase intent, and other data points”. 
Demographic data would be “100% Self-declared by a user on a profile or registration, 
and matched with offline sources”. Behavioral data is based on “articles read, on-site 
searches, clicked on, searched for and any other action a user could complete on a page”, 
but also information about “in-store purchases” is collected in partnership with 
companies “who anonymously match in-store purchases to online cookies for targeting”. 
Finally, also social data is available – from “users that frequently complete social actions 
that others online can see, such as sharing, rating, posting, or commenting”. 

5.7.9 Drawbridge – tracking and recognizing people across devices 

Several companies are specialized in cross-device tracking to ensure that consumers are 
recognized as the same person when using different devices like their PC or their 
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smartphone. One of them is Drawbridge, which claims to have about 1.2 billion 
“consumers connected across more than 3.6 billion devices”.575 According to their privacy 
policy,576 they receive user data from “various advertising exchanges, platform and ad 
networks” and combine it with “additional demographic, geolocation and interest-based 
segment data” from third-party providers. Subsequently, Drawbridge uses “probabilistic 
modeling” to “determine the probability that a desktop web cookie and a mobile device 
belong to the same User” and “share this device matching information” with their 
corporate clients “to enable them to provide advertising, analytics or other services”. The 
information they receive includes visited websites (including date and time of visits), IP 
addresses, mobile device identifiers such as Apple IDFA or Google Advertising ID, 
geolocation (including GPS data), browser type, carrier, referring/exit pages, device 
model, operating system, gender, age, clickstream data and cookie information.  

In a corporate presentation577, Drawbridge describes its device and behavior 
fingerprinting technology the Connected Consumer Graph, which is “made up of 
interconnected Device Graphs”. Each of these graphs consists of “collected and inferred 
demographic and behavioral information”. This technology enables the company to “paint 
a granular portrait of each individual consumer” and to “make educated predictions about 
users and their devices”. Drawbridge indicates their cross-device reach to be 400 million 
people in North America, 150 million in Latin America, 350 million in EMEA (Europe, the 
Middle East and Africa), 200 million in APAC (Asia-Pacific) and 20 million in AUS/NZ. 
According to Drawbridge, Nielsen had analyzed their technology, compared it to other 
cross-device identity approaches, and found it to be “97.3% accurate in indicating a 
relationship between two or more devices”. Information Drawbridge receives comes from 
more than 50 partners, including “mobile and desktop exchanges, advertisers, publishers, 
data management platforms, and other data providers”578 – for example: xAd and Factual 
(“location data”), Oracle’s Bluekai and Exelate (“3rd party DMPs”), Adobe and Acxiom (“1st 
party DMPs”) and Acxiom’s LiveRamp (CRM Data).579  

In an interview580, Drawbridge’s CEO explains that they are no longer purely focusing on 
advertising. There would be other companies beyond advertising, including those in the 
finance and travel industries that “want to understand the consumer journey across 
devices”. Recently Drawbridge announced that they have partnered with TVTY to “enable 
marketers [to] sync their digital reach across smartphones, tablets, and personal 
computers with TV programming in real-time”. Their technology would be “more 
accurate and faster than audio recognition”.581 

5.7.10 Flurry, InMobi and Sense Networks – mobile and location data 

The mobile analytics and ad platform Flurry, acquired by Yahoo in 2014, maintains a 
system that collects information about smartphone users’ behavior, and offers it to app 
vendors in order to analyze their users and earn money with targeted advertising and 
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other methods. Flurry is, according to themselves, embedded in 540,000 different apps 
on iOS, Android and other platforms, and installed on more than 1.4 billion 
smartphones and tablets582. Thus, the company  “has built unique profiles on more than 
1.4 billion devices worldwide”583 and, according to Forbes584 a “trove of mobile-app-user 
data that is bigger in reach than Google and Facebook”. 

Flurry claims to measure one-third of the global app activity and “sees an average of 7 
apps per device on over 90% of the world’s devices”. Because user behaviour can be 
analyzed across apps, Flurry would be able to “paint a rich picture about a person’s 
interests”.585 The platform offers to categorize users into segments and to target users 
based on attributes such as interests, gender, age, language, device, operating system586 
and in accordance to so-called Personas like “hardcore gamers”, “financial geeks”, “new 
mothers”, “slots player” and even “LGBT” (lesbian, gay, bisexual and transgender).587 
These "personas" and other data are calculated from the app-usage patterns.  

Since 2014, Flurry cooperates588 with the market research and consumer data company 
Research Now, which conducts surveys and sees itself as the “world’s leading digital data 
collection company”.589 Flurry combined their data with its own knowledge about the app 
users and since then offers additional “350 profile attributes including demographic, 
interest, lifestyle” information590 including “hundreds of offline data points” such as 
“household income, number of children and travel preferences” for targeting purposes.591 
Flurry also offers app developers to “[l]ocate and [t]arget] [s]pecific [d]evice IDs” to 
retarget users, and to identify the “[m]ost valuable customers” or “users who have made a 
purchase on your mobile website but not in your app”.592 

InMobi is a mobile ad network with 17 offices across the globe covering 200 countries. 
They claim to generate 138 billion “monthly ad impressions” across 1 billion “monthly 
active users”. They offer to categorize these users into “20,000+ refined audience 
segments”, which can be “validated through a consumer panel of seven million users”.593 
According to their privacy policy from January 2016,594 they may collect extensive data 
about the user’s devices595 and the ads viewed, as well as information about “post-click 
activity in relation to the ad”, and information “mobile publishers or app developers” have 
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smartphone. One of them is Drawbridge, which claims to have about 1.2 billion 
“consumers connected across more than 3.6 billion devices”.575 According to their privacy 
policy,576 they receive user data from “various advertising exchanges, platform and ad 
networks” and combine it with “additional demographic, geolocation and interest-based 
segment data” from third-party providers. Subsequently, Drawbridge uses “probabilistic 
modeling” to “determine the probability that a desktop web cookie and a mobile device 
belong to the same User” and “share this device matching information” with their 
corporate clients “to enable them to provide advertising, analytics or other services”. The 
information they receive includes visited websites (including date and time of visits), IP 
addresses, mobile device identifiers such as Apple IDFA or Google Advertising ID, 
geolocation (including GPS data), browser type, carrier, referring/exit pages, device 
model, operating system, gender, age, clickstream data and cookie information.  

In a corporate presentation577, Drawbridge describes its device and behavior 
fingerprinting technology the Connected Consumer Graph, which is “made up of 
interconnected Device Graphs”. Each of these graphs consists of “collected and inferred 
demographic and behavioral information”. This technology enables the company to “paint 
a granular portrait of each individual consumer” and to “make educated predictions about 
users and their devices”. Drawbridge indicates their cross-device reach to be 400 million 
people in North America, 150 million in Latin America, 350 million in EMEA (Europe, the 
Middle East and Africa), 200 million in APAC (Asia-Pacific) and 20 million in AUS/NZ. 
According to Drawbridge, Nielsen had analyzed their technology, compared it to other 
cross-device identity approaches, and found it to be “97.3% accurate in indicating a 
relationship between two or more devices”. Information Drawbridge receives comes from 
more than 50 partners, including “mobile and desktop exchanges, advertisers, publishers, 
data management platforms, and other data providers”578 – for example: xAd and Factual 
(“location data”), Oracle’s Bluekai and Exelate (“3rd party DMPs”), Adobe and Acxiom (“1st 
party DMPs”) and Acxiom’s LiveRamp (CRM Data).579  

In an interview580, Drawbridge’s CEO explains that they are no longer purely focusing on 
advertising. There would be other companies beyond advertising, including those in the 
finance and travel industries that “want to understand the consumer journey across 
devices”. Recently Drawbridge announced that they have partnered with TVTY to “enable 
marketers [to] sync their digital reach across smartphones, tablets, and personal 
computers with TV programming in real-time”. Their technology would be “more 
accurate and faster than audio recognition”.581 

5.7.10 Flurry, InMobi and Sense Networks – mobile and location data 

The mobile analytics and ad platform Flurry, acquired by Yahoo in 2014, maintains a 
system that collects information about smartphone users’ behavior, and offers it to app 
vendors in order to analyze their users and earn money with targeted advertising and 
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other methods. Flurry is, according to themselves, embedded in 540,000 different apps 
on iOS, Android and other platforms, and installed on more than 1.4 billion 
smartphones and tablets582. Thus, the company  “has built unique profiles on more than 
1.4 billion devices worldwide”583 and, according to Forbes584 a “trove of mobile-app-user 
data that is bigger in reach than Google and Facebook”. 

Flurry claims to measure one-third of the global app activity and “sees an average of 7 
apps per device on over 90% of the world’s devices”. Because user behaviour can be 
analyzed across apps, Flurry would be able to “paint a rich picture about a person’s 
interests”.585 The platform offers to categorize users into segments and to target users 
based on attributes such as interests, gender, age, language, device, operating system586 
and in accordance to so-called Personas like “hardcore gamers”, “financial geeks”, “new 
mothers”, “slots player” and even “LGBT” (lesbian, gay, bisexual and transgender).587 
These "personas" and other data are calculated from the app-usage patterns.  

Since 2014, Flurry cooperates588 with the market research and consumer data company 
Research Now, which conducts surveys and sees itself as the “world’s leading digital data 
collection company”.589 Flurry combined their data with its own knowledge about the app 
users and since then offers additional “350 profile attributes including demographic, 
interest, lifestyle” information590 including “hundreds of offline data points” such as 
“household income, number of children and travel preferences” for targeting purposes.591 
Flurry also offers app developers to “[l]ocate and [t]arget] [s]pecific [d]evice IDs” to 
retarget users, and to identify the “[m]ost valuable customers” or “users who have made a 
purchase on your mobile website but not in your app”.592 

InMobi is a mobile ad network with 17 offices across the globe covering 200 countries. 
They claim to generate 138 billion “monthly ad impressions” across 1 billion “monthly 
active users”. They offer to categorize these users into “20,000+ refined audience 
segments”, which can be “validated through a consumer panel of seven million users”.593 
According to their privacy policy from January 2016,594 they may collect extensive data 
about the user’s devices595 and the ads viewed, as well as information about “post-click 
activity in relation to the ad”, and information “mobile publishers or app developers” have 
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“separately collected”. They seem to consider all this data not to be personally identifiable 
data596, and claim to “anonymise this information using one-way hashing” before sharing 
with third-parties. The categorization of users is “based on purchase history, 
engagement levels, app launches” and includes segments, that help app developers to 
identify “[h]igh [v]alue [u]sers” who “don't spend enough money in your app”, “[d]ormant 
[u]sers” who “don’t spend enough time in your app”, and “[s]ocial [i]nfluencers”.597 In June 
2006, InMobi was penalized by the U.S. Federal Trade Commission to pay $ 950,000, 
because the company “deceptively tracked the locations of hundreds of millions of 
consumers – including children – without their knowledge or consent”.598 

Sense Networks is a mobile and location data analytics company owned by the marketing 
giant YP, which generated $1 billion in revenue in 2013.599 According to their website, 
they use “mobile location data to understand consumer behavior”600 and to predict where 
people will go.601 By analyzing “location patterns” – for example, where “consumers shop, 
eat and hang out” – they build “anonymous, individual user profiles” containing “over 
1,000 behavioral attributes including shopping, dining and lifestyle habits”.602 They claim 
to “have profiles built on over 150 million mobile users”603, and to process “170 billion 
location points per month into profiles”, more than “any company other than Google or 
Facebook”.604 In an interview with  Wired magazine605, the CEO of Sense Networks stated 
that “location data, created all day long just by having a phone in your pocket, is probably 
the richest source of information in the world today”. 

Their Retail Targeting product “analyzes mobile travel patterns” to identify and “target 
prospects” who are frequently near particular stores, or “when they are at other locations 
near the retailer, such as home or work”.606 In addition to targeting “people who shop at 
specific retailers, frequent quick-serve restaurants, visit banks and go to car dealers” also 
demographic data (e.g. age, income, education or ethnicity) and lifestyle information 
are available.607 According to their privacy policy,608 Sense Networks also “build[s] 
anonymous profiles for 3rd party mobile publishers”. These publishers “provide” them 
with “location data and possible other data such as application usage and demographic 
information”, which “may be tied to an anonymous identifier”. In an additional “privacy 
principles” section,609 Sense Networks states that “all data collection should be ‘opt-in’”. 
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However, many users consent to mobile apps asking for permission to access user data 
“without understanding the agreement or appreciating the consequences”.610 

5.7.11 Adyen, PAY.ON and others – payment and fraud detection 

Many new players in the field of online payment are also developing risk management and 
fraud detection technologies, and thus analyzing vast amounts of data about consumer 
behavior and about their devices. In addition, these companies often also offer credit 
scoring and algorithms to make automated decisions on consumers, for example on 
payment methods offered – or even to exclude consumers from shopping. 

The Amsterdam-based payment company Adyen, for instance, describes its “risk 
mitigation” platform “RevenueProtect” as a tool for corporate customers to “maintain the 
perfect balance between fraud defense and optimized conversions”.611 It utilizes “lists of 
known good and bad shopper attributes (e.g. card numbers)”, external risk checks, and 
“device fingerprinting” to “identify the same machine across multiple sessions, despite the 
user changing login identities, clearing cache and cookies, and attempting other 
obfuscation techniques”.612 A feature called ShopperDNA claims to build “a holistic view of 
the shopper behind each transaction by using advanced linking algorithms, proprietary 
device fingerprinting and network intelligence to track devices, networks and online 
persona”.613 It allows the “creation of automated rules that monitor the behavior” of 
shoppers across different transactions.614 

Germany-based payment service provider and Bertelsmann affiliate PAY.ON’s fraud 
prevention tools include “more than 120 risk checks”. Besides “device fingerprinting” 
and “black and white listing”615 they offer access to “third-party databases, such as 
address verifications and credit scores” regarding “which payments shall be accepted, 
denied or manually reviewed”616. Examples for third-party providers mentioned are 
ThreatMetrix, ReD Shield, Datacash Gatekeeper, Schufa, Telego! creditPass, Deltavista, 
Deutsche Post Address Services, Intercard, Creditreform Boniversum, Arvato infoscore and 
more.617 PAY.ON also provides a system to offer shoppers "the right set of payment 
methods" according to the "shopper risk group" based on "risk and fraud checks, historic 
customer information, [...] external data (e.g. credit agency records), identity checks and 
the differentiation of new and existing customers as well as shopping basket information 
and dynamic limit management".618 

Chester et al (2014, p. 11) summarized a white paper produced by TSYS, another leading 
payment processor, stating that companies in the financial services industry now enjoy 
“unprecedented levels of insight to use in their consumer decision-making”. The original 
TSYS whitepaper619 provides details on how transaction histories could “provide banks 
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“separately collected”. They seem to consider all this data not to be personally identifiable 
data596, and claim to “anonymise this information using one-way hashing” before sharing 
with third-parties. The categorization of users is “based on purchase history, 
engagement levels, app launches” and includes segments, that help app developers to 
identify “[h]igh [v]alue [u]sers” who “don't spend enough money in your app”, “[d]ormant 
[u]sers” who “don’t spend enough time in your app”, and “[s]ocial [i]nfluencers”.597 In June 
2006, InMobi was penalized by the U.S. Federal Trade Commission to pay $ 950,000, 
because the company “deceptively tracked the locations of hundreds of millions of 
consumers – including children – without their knowledge or consent”.598 

Sense Networks is a mobile and location data analytics company owned by the marketing 
giant YP, which generated $1 billion in revenue in 2013.599 According to their website, 
they use “mobile location data to understand consumer behavior”600 and to predict where 
people will go.601 By analyzing “location patterns” – for example, where “consumers shop, 
eat and hang out” – they build “anonymous, individual user profiles” containing “over 
1,000 behavioral attributes including shopping, dining and lifestyle habits”.602 They claim 
to “have profiles built on over 150 million mobile users”603, and to process “170 billion 
location points per month into profiles”, more than “any company other than Google or 
Facebook”.604 In an interview with  Wired magazine605, the CEO of Sense Networks stated 
that “location data, created all day long just by having a phone in your pocket, is probably 
the richest source of information in the world today”. 

Their Retail Targeting product “analyzes mobile travel patterns” to identify and “target 
prospects” who are frequently near particular stores, or “when they are at other locations 
near the retailer, such as home or work”.606 In addition to targeting “people who shop at 
specific retailers, frequent quick-serve restaurants, visit banks and go to car dealers” also 
demographic data (e.g. age, income, education or ethnicity) and lifestyle information 
are available.607 According to their privacy policy,608 Sense Networks also “build[s] 
anonymous profiles for 3rd party mobile publishers”. These publishers “provide” them 
with “location data and possible other data such as application usage and demographic 
information”, which “may be tied to an anonymous identifier”. In an additional “privacy 
principles” section,609 Sense Networks states that “all data collection should be ‘opt-in’”. 

 
 

596 “This information does not enable us to work out your identity in real life” 
597 http://www.inmobi.com/products/analytics-segments/ [16.01.2016] 
598 https://www.ftc.gov/news-events/press-releases/2016/06/mobile-advertising-network-
inmobi-settles-ftc-charges-it-tracked [01.08.2016] 
599 Gelles, David (2014): YP, a Mobile Search Firm, Buys Sense Networks. The New York Times, Jan. 
06, 2014. Online:  http://dealbook.nytimes.com/2014/01/06/yp-a-mobile-ad-firm-buys-a-rival-
sense-networks/ [16.01.2016] 
600 https://www.sensenetworks.com/life-happens-outside-of-the-geo-fence/ [16.01.2016]  
601 Fitzgerald, M. (2008): Predicting Where You’ll Go and What You’ll Like. The New York Times, Jun. 
22, 2008. Online:  http://www.nytimes.com/2008/06/22/technology/22proto.html [16.01.2016] 
602 https://www.sensenetworks.com/life-happens-outside-of-the-geo-fence/ [16.01.2016] 
603 https://www.sensenetworks.com/customers/advertisers/ [16.01.2016] 
604 https://www.sensenetworks.com/products/macrosense%20technology%20platform/ 
[07.01.2016] 
605 http://www.wired.co.uk/article/the-hidden-persuaders-mining-your-mobile-phone-log 
[07.01.2016] 
606 https://www.sensenetworks.com/retail-retargeting/ [07.01.2016] 
607 https://www.sensenetworks.com/audience-segments-and-results/ [07.01.2016] 
608 https://www.sensenetworks.com/principles/privacy-policy/ [07.01.2016] 
609 https://www.sensenetworks.com/principles/privacy-principles/ [07.01.2016] 

Sense 

Networks, 

predicting 

where people 

will go 

115 
 

However, many users consent to mobile apps asking for permission to access user data 
“without understanding the agreement or appreciating the consequences”.610 

5.7.11 Adyen, PAY.ON and others – payment and fraud detection 

Many new players in the field of online payment are also developing risk management and 
fraud detection technologies, and thus analyzing vast amounts of data about consumer 
behavior and about their devices. In addition, these companies often also offer credit 
scoring and algorithms to make automated decisions on consumers, for example on 
payment methods offered – or even to exclude consumers from shopping. 

The Amsterdam-based payment company Adyen, for instance, describes its “risk 
mitigation” platform “RevenueProtect” as a tool for corporate customers to “maintain the 
perfect balance between fraud defense and optimized conversions”.611 It utilizes “lists of 
known good and bad shopper attributes (e.g. card numbers)”, external risk checks, and 
“device fingerprinting” to “identify the same machine across multiple sessions, despite the 
user changing login identities, clearing cache and cookies, and attempting other 
obfuscation techniques”.612 A feature called ShopperDNA claims to build “a holistic view of 
the shopper behind each transaction by using advanced linking algorithms, proprietary 
device fingerprinting and network intelligence to track devices, networks and online 
persona”.613 It allows the “creation of automated rules that monitor the behavior” of 
shoppers across different transactions.614 

Germany-based payment service provider and Bertelsmann affiliate PAY.ON’s fraud 
prevention tools include “more than 120 risk checks”. Besides “device fingerprinting” 
and “black and white listing”615 they offer access to “third-party databases, such as 
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Deutsche Post Address Services, Intercard, Creditreform Boniversum, Arvato infoscore and 
more.617 PAY.ON also provides a system to offer shoppers "the right set of payment 
methods" according to the "shopper risk group" based on "risk and fraud checks, historic 
customer information, [...] external data (e.g. credit agency records), identity checks and 
the differentiation of new and existing customers as well as shopping basket information 
and dynamic limit management".618 

Chester et al (2014, p. 11) summarized a white paper produced by TSYS, another leading 
payment processor, stating that companies in the financial services industry now enjoy 
“unprecedented levels of insight to use in their consumer decision-making”. The original 
TSYS whitepaper619 provides details on how transaction histories could “provide banks 
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with a robust customer profile, including an indication of the customer’s approximate 
annual income, spending habits, online usage patterns and transaction types, along with 
how he or she typically makes payments”. Transaction data is, according to TSYS, 
“extremely valuable for predicting future customer behaviours and transactions” and it 
“will provide a more complete picture of cardholder behavior and, in turn, identify which 
cardholders are most profitable”.620 

5.7.12 MasterCard – fraud scoring and marketing data 

MasterCard provides “fraud scoring” technologies to financial institutions.621 They have 
developed predictive fraud models to reveal the risk based on spending patterns using a 
“vast repository of globally integrated authorization and fraud data”. In the context of 
credit scoring MasterCard has even utilized data from mobile phones to calculate risk. 
According to a report by the company622, they have “developed models showing that 
prepaid-mobile history and phone usage are predictive of ability — and willingness — to 
repay loans”. 

MasterCard also offers their data for marketing purposes. They provide “access to relevant 
and actionable intelligence based on 95 billion anonymized, real transactions from 2 
billion cardholders in 210 countries worldwide” to “[f]orecast consumer behavior” and 
to “[h]elp clients make better decisions”.623 Their product Propensity Models for 

Marketing624 enables clients to use scores that “reflect a cardholder’s likelihood to 
engage in a behavior or respond to an offer”. These models are “available on consumer 
debit, consumer credit and commercial portfolios”. They explain that a “propensity model 
rank” would order the “best prospects” within the client’s “cardholder population”.625 

Another product called MasterCard Audiences626 allows companies to reach “online 
audiences based on insights drawn from aggregate purchase behavior” for “more precise 
online marketing”. According to MasterCard, transaction data is “[a]nonymous – no name 
or contact information of any kind”, but “[i]ncludes transaction amount, merchant, 
online/offline, location, date and time”. This data is analyzed in order to “create millions of 
segments” and to build “hundreds of unique audiences” by “aggregating segment 
propensities and applying them to third-party consumer populations” available through 
“ad networks and data aggregators”.627 

According to Nielsen’s data platform eXelate, which is offering MasterCard’s data to 
marketers, it is “collected from online & offline anonymized transactions and associated 
with online populations through the use of proprietary analytics”.628 Another partner is 
Oracle, who explains in its “Data Directory” (Oracle 2015, p. 84) that MasterCard’s 
“behavioral based segments” like “used vehicle sales”, “luxury” or “professional services” 
(e.g. “electricians, accounting, tax, legal”) are available in several categories like "top tier 
spenders" or “frequent transactors". Data is “associated with cookie populations 
through a proprietary ‘privacy by design’ double blind matching process”, but “[n]o PII is  
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collected or leveraged in MasterCard’s processes”. In 2014, the media reported that 
MasterCard and Facebook “signed a two-year deal to share data”.629 According to the 
Daily Mail, a Facebook spokesman said: “'We are working with them to create targeting 
clusters using Custom Audiences — a tool that matches anonymised data from Facebook 
with their own anonymised data for optimising ad delivery on Facebook to their users.”630 

According to the trade magazine payment week 631, MasterCard reported $2.177 billion in 
revenue from payment processing in Q1 2014 and $341 million for “information products, 
including sales of data” already. However, the “rate of growth for the latter was 22 percent 
versus 14 percent for payments”. The article suggests that “selling products and services 
created from data analytics could become” MasterCards’s “core business”. Besides 
American Express, which has also started to offer “audience segments for use in online ad 
targeting”632, Visa recently launched its “Visa Integrated Marketing Solutions”, which 
allows “[c]ard issuers and partners” to “combine information about their own customers 
with powerful insights from more than 100 billion transactions” per year, as well as “other 
third-party demographic, lifestyle and economic data to inform their programs”.633  
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6. Summary of Findings and Discussion of its Societal Implications 
 

“If you have something that you don’t want anyone to 
know, maybe you shouldn’t be doing it in the first place” 

Eric Schmidt, Google, 2009634 

"Surveillance is not about knowing your secrets, 
but about managing populations, managing people" 

Katarzyna Szymielewicz, Vice-President EDRi, 2015635 

Around the same time as Apple introduced its first smartphone636 and Facebook reached 
30 million users637 in 2007, online advertisers started to use individual-level data to 
profile and target users individually (Deighton and Johnson 2013, p. 45). Less than ten 
years later, ubiquitous and real-time corporate surveillance has become a “convenient by-
product of ordinary daily transactions and interactions” (De Zwart et al 2014, p. 746). We 
have entered a surveillance society as David Lyon foresaw it already in the early 1990s; 
a society in which the practices of “social sorting”, the permanent monitoring and 
classification of the whole population through information technology and software 
algorithms, have silently become an everyday reality (see Lyon 1994, Lyon 2003). 

This surveillance society is enabled by a number of phenomena, which we summarize and 
reflect on in this chapter. At the core of our current surveillance society is the technical 
idea that computing should be “ubiquitous”, “invisible” and “pervasive”. The 
acknowledged founding father of this thinking is Mark Weiser, an American research 
scientist who used to work at Xerox, who once wrote: “The most profound technologies 
are those that disappear. They weave themselves into the fabric of everyday life until they 
are indistinguishable from it [...] we are trying to conceive a new way of thinking about 
computers in the world, one that takes into account the natural human environment and 
allows the computers themselves to vanish into the background” (Weiser 1991, p.1).  

Ever since this vision was formulated, computer scientists and engineers around the 
world have been working towards realizing it; interpreting the aspect of disappearance as 
a ubiquitous, sensor-based and networked digital infrastructure. Few engineers have 
probably been expecting that the “mind-children” of this vision and their subsequent work 
on it would be abused by economic and governmental forces in the way that it is today. 
Bathing themselves in the shallow reassurance that “technology is neutral” they have been 
laying powerful tools in the hands of many players. As this report shows it is not obvious 
that all of the players are able to live up to the responsibility required for them, because 
responsible use of data would include an ethical questioning and partial refraining from 
practices we observe today. Few tech people have taken the warnings that Marc Weiser 
voiced seriously. In 1999, he wrote that “the problem [associated with ubiquitous 
computing] while often couched in terms of privacy is really one of control” (Weiser et al. 
1999, p.694). Very slowly, computer scientists and engineers around the world are 
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realizing that they might have summoned technological ‘spirits’ that now ignore their 
command. The following sections summarize the state-of-the-art as we see it, based on the 
facts accumulated in the chapters above. 

In a nutshell, the ubiquity of data collection and sharing through a vast globally 
networked digital infrastructure has led to a loss of control over data flows and a sacrifice 
of contextual integrity of personal data. As Helen Nissenbaum (2004) has argued, 
contextual integrity of data is a cornerstone for the protection of peoples’ privacy. With 
the vast and uncontrolled sharing practices outlined in previous chapters, privacy is 
undermined at scale without people noticing it. 

We assume that companies do not strive to consciously harm their customers. But they 
are confronted with the fact that data has become such an important and strategic part of 
many business models that they can hardly see a way out of this lucrative personal data 
market and the dynamics it has created. To deal with the rising criticism voiced by the 
public, the media and political institutions, companies now look for strategies to deal with 
the data business and the associated ethical and legal challenges. An important 
compromise in this effort could be to create more transparency around their data-
intensive processes. Not surprisingly, transparency has been a core concern for the new 
European General Data Protection Regulation (GDPR).638 That said, as of today the status 
quo is: Transparency is not provided, but avoided. Ambiguous business practices are still 
the norm and even misleading rhetoric is used to trick people into one-sided and 
disadvantageous data contracts. 

The lack of transparency is one enabler of power imbalances between those parties that 
possess data and those who don’t. Democratic as well as economic thinkers have always 
been suspicious of information and power asymmetries. And the current abuses of 
personal data that are highlighted in our report support their suspicion: Data richness is 
systematically used to discriminate against people. Companies „turn individuals into 
ranked and rated objects” (Citron and Pasquale 2014). Everyone is constantly sorted and 
addressed on the basis of their economic potential; a practice that is undermining the core 
values of democracy: people’s equality and dignity. 

Against this background, consumers using digital services are advised to consider what 
we call their “customer lifetime risk” when starting to interact with a digital service 
provider. The question is whether they will ever do so? - When in fact people embrace the 
data-rich services that betray their trust. As we discuss at the end of this chapter, perhaps, 
we are entrained to love embracing the soft digital controls rising around us and are thus 
on the verge of becoming perfect self-censors.  

 

6.1  Ubiquitous data collection 

Our report shows that the collection of data concerning people and their daily lives has 
become ubiquitous. As more and more devices and objects include sensors and network 
connections, data collection is happening invisibly. Information recorded by websites, 
smartphone apps, fitness trackers and many other platforms is often transferred to a wide 
range of third-party companies.  A network of major online platforms, publishers, app 
providers, data brokers and advertising networks is now able to recognize, profile and 
judge people at nearly every moment of their lives. By using pseudonymous identifiers 
based on phone numbers, email addresses and other attributes, profiles are matched 
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cross-device and cross-platform with digital records in customer databases of a myriad 
of other businesses (see chapter 5). More and more physical objects and spaces are 
connected to the Internet, ranging from printers, fridges, cars and doors to objects located 
in offices, industrial plants or in public space. The Internet of Things envisions billions of 
networked sensors that are recording our lives, in cities, vehicles, offices, factories, at 
home and even in our bodies. 

Many parties are interested in the recorded data. The extent to which invisible sharing 
across devices and platforms is possible can be demonstrated by revisiting the example of 
the “connected car”, as compiled by FIPA (2015). The car data created is attractive not 
only for automakers and their partners but also for car dealers, insurance companies, 
lenders, telematics service providers, call center operators, third-party app developers, 
vehicle infotainment content providers, mobile network operators or mobile device 
system providers like Google and Apple. Also, third parties outside the telematics industry 
itself are standing in line to acquire telematics data, including local retailers and 
merchants, online advertising agencies, data brokers, law enforcement agencies, debt 
collectors, fraud investigators, litigants and many more can be added to the list of 
potential bidders for the data. 

As many other examples in our report show, personal data already is, and will 
increasingly be, used in completely different contexts or for different purposes than it was 
initially collected and this is done at ubiquitous scale.  

 

6.2  A loss of contextual integrity 

As data is used for other purposes than the ones stated at the time of its collection, it may 
lose its contextual integrity. 

Data that has been collected in the context of online fraud prevention, credit scoring or 
payment processing is used for customer relationship management, online targeting and 
other marketing purposes. For example, advertising gets pre-filtered according to risk 
judgments and “high risk” customers are treated differently, or even excluded from the 
beginning. Conversely, data collected in marketing contexts, by smartphone apps or social 
networks, is used for risk assessment. Generally, companies and practices in marketing 
and risk assessment are increasingly merging (see chapters 3.5 and 5.7). In the realm of 
work, information that is collected to improve business processes – for example, 
customer satisfaction reports, location tracking in logistics, in-store-tracking for customer 
analytics, data from project management tools – is also used to monitor, judge and control 
employees (see chapter 3.3). 

Since the 1990s, scholars have used the term function creep to describe when systems, 
which are recording digital data about people, are later being used for tasks other than 
those originally intended (see Lyon 2010, p. 330). For example, the UK database of school 
children, which was set up in 1997 to collect “general aggregate data to plan for services”, 
later “became a means of amassing detailed information on children—how they arrive at 
school, who eats meals at school, who has special needs” (ibid). This phenomenon can be 
observed in many areas today. More and more businesses are collecting vast amounts of 
information about people without even knowing yet in which context or for what purpose 
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they want to use it for later. As the founder of a credit scoring start-up stated: “We feel like 
all data is credit data, we just don’t know how to use it yet”.639 

A player that demonstrates a powerful way for the decontextualization of data is 
Facebook. Facebook encourages its users to provide information as accurate, real, valid 
and complete as possible (Dumortier 2009, p. 1). Facebook is not known for directly 
selling the personal profiles it collects; its core asset. However, the company allows a large 
group of marketers and app developers to leverage user data for targeted advertising and 
other purposes. Consequently, a Facebook user’s data may reappear or may be re-used in 
very different contexts than expected by the users. For example, the data broker Experian 
on its website offers its corporate clients the ability to harness individual-level social data 
from Facebook, including names, fan pages, relationship status and posts (see chapter 
5.7.3). Oracle recommends that companies integrate their enterprise data with social data 
(see chapter 5.7.2). In practice, this means that the social networks of Facebook users are 
for instance used very successfully by car insurers for their fraud prevention algorithms. 
Telecom operators use Facebook status data to double-check whether contract-relevant 
data provided to them is correct (i.e. whether it corresponds to what a person has stated 
about themselves on Facebook).640 These examples demonstrate how Facebook has 
created an “asymmetry between a user’s imagined and actual audience” that “threatens 
the possibility of the individual to act as a contextual and relational self” (Dumortier 2009, 
p. 11). The same is true for many other platforms, services and apps. The loss of one’s 
contextual and relational self again deeply undermines personal dignity. 

Another example of extensive de-contextualization is governmental surveillance that is 
enabled by corporate databases (see e.g. De Zwart et al 2014). Many documents revealed 
by Edward Snowden showed that governmental authorities are excessively accessing 
information about citizens, which was originally collected by corporate players. In 
addition, companies and institutions that investigate insurance claims or social benefits 
often use the same analytics tools that are used to investigate terrorism or delinquency 
(see chapter 3.5).  

 

6.3  The transparency issue 

Both, Edward Snowden’s revelations and critical investigations of data markets (such as 
this report) are slowly opening peoples’ eyes to the massive data-sharing and 
decontextualizing that is going on. As a result, established policy bodies have started to 
call for more transparency around data flows, including the World Economic Forum (WEF 
2014), the U.S. Federal Trade Commission (FTC) and the European Parliament. Together 
with the Parliament, the European Commission passed the GDPR, a new regulation on 
data protection which will come into effect in 2018 and tries to sanction companies when 
they collect too much data about individuals and use it out of context. 

That said, at this point in time, transparency is missing. Companies are collecting data 
about billions of consumers from various sources (see chapter 5), “largely without 
consumers’ knowledge” (FTC 2014, p. IV). As data brokers often share data with others, it 
is “virtually impossible for a consumer to determine how a data broker obtained” their 
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universe.html [27.07.2016] 
640  According to a presentation of the author Yvonne Hofstetter held at the Club of Vienna in early 
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cross-device and cross-platform with digital records in customer databases of a myriad 
of other businesses (see chapter 5). More and more physical objects and spaces are 
connected to the Internet, ranging from printers, fridges, cars and doors to objects located 
in offices, industrial plants or in public space. The Internet of Things envisions billions of 
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lenders, telematics service providers, call center operators, third-party app developers, 
vehicle infotainment content providers, mobile network operators or mobile device 
system providers like Google and Apple. Also, third parties outside the telematics industry 
itself are standing in line to acquire telematics data, including local retailers and 
merchants, online advertising agencies, data brokers, law enforcement agencies, debt 
collectors, fraud investigators, litigants and many more can be added to the list of 
potential bidders for the data. 

As many other examples in our report show, personal data already is, and will 
increasingly be, used in completely different contexts or for different purposes than it was 
initially collected and this is done at ubiquitous scale.  
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judgments and “high risk” customers are treated differently, or even excluded from the 
beginning. Conversely, data collected in marketing contexts, by smartphone apps or social 
networks, is used for risk assessment. Generally, companies and practices in marketing 
and risk assessment are increasingly merging (see chapters 3.5 and 5.7). In the realm of 
work, information that is collected to improve business processes – for example, 
customer satisfaction reports, location tracking in logistics, in-store-tracking for customer 
analytics, data from project management tools – is also used to monitor, judge and control 
employees (see chapter 3.3). 

Since the 1990s, scholars have used the term function creep to describe when systems, 
which are recording digital data about people, are later being used for tasks other than 
those originally intended (see Lyon 2010, p. 330). For example, the UK database of school 
children, which was set up in 1997 to collect “general aggregate data to plan for services”, 
later “became a means of amassing detailed information on children—how they arrive at 
school, who eats meals at school, who has special needs” (ibid). This phenomenon can be 
observed in many areas today. More and more businesses are collecting vast amounts of 
information about people without even knowing yet in which context or for what purpose 
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they want to use it for later. As the founder of a credit scoring start-up stated: “We feel like 
all data is credit data, we just don’t know how to use it yet”.639 

A player that demonstrates a powerful way for the decontextualization of data is 
Facebook. Facebook encourages its users to provide information as accurate, real, valid 
and complete as possible (Dumortier 2009, p. 1). Facebook is not known for directly 
selling the personal profiles it collects; its core asset. However, the company allows a large 
group of marketers and app developers to leverage user data for targeted advertising and 
other purposes. Consequently, a Facebook user’s data may reappear or may be re-used in 
very different contexts than expected by the users. For example, the data broker Experian 
on its website offers its corporate clients the ability to harness individual-level social data 
from Facebook, including names, fan pages, relationship status and posts (see chapter 
5.7.3). Oracle recommends that companies integrate their enterprise data with social data 
(see chapter 5.7.2). In practice, this means that the social networks of Facebook users are 
for instance used very successfully by car insurers for their fraud prevention algorithms. 
Telecom operators use Facebook status data to double-check whether contract-relevant 
data provided to them is correct (i.e. whether it corresponds to what a person has stated 
about themselves on Facebook).640 These examples demonstrate how Facebook has 
created an “asymmetry between a user’s imagined and actual audience” that “threatens 
the possibility of the individual to act as a contextual and relational self” (Dumortier 2009, 
p. 11). The same is true for many other platforms, services and apps. The loss of one’s 
contextual and relational self again deeply undermines personal dignity. 

Another example of extensive de-contextualization is governmental surveillance that is 
enabled by corporate databases (see e.g. De Zwart et al 2014). Many documents revealed 
by Edward Snowden showed that governmental authorities are excessively accessing 
information about citizens, which was originally collected by corporate players. In 
addition, companies and institutions that investigate insurance claims or social benefits 
often use the same analytics tools that are used to investigate terrorism or delinquency 
(see chapter 3.5).  
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this report) are slowly opening peoples’ eyes to the massive data-sharing and 
decontextualizing that is going on. As a result, established policy bodies have started to 
call for more transparency around data flows, including the World Economic Forum (WEF 
2014), the U.S. Federal Trade Commission (FTC) and the European Parliament. Together 
with the Parliament, the European Commission passed the GDPR, a new regulation on 
data protection which will come into effect in 2018 and tries to sanction companies when 
they collect too much data about individuals and use it out of context. 

That said, at this point in time, transparency is missing. Companies are collecting data 
about billions of consumers from various sources (see chapter 5), “largely without 
consumers’ knowledge” (FTC 2014, p. IV). As data brokers often share data with others, it 
is “virtually impossible for a consumer to determine how a data broker obtained” their 
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data (ibid). Most consumers have “no way of knowing that data brokers may be collecting 
their data” at all (Senate Committee on Commerce, Science, and Transportation 2013, p. 
32). Consumers are often neither aware of what personal information about them and 
their behavior is collected, nor how this data is processed, with whom it is shared or sold, 
which conclusions can be drawn from it, and which decisions are then based on such 
conclusions (see chapters 2-5, IWGDPT 2014, Tene and Polonetsky 2013). Both dominant 
platforms and smaller providers of websites, services, apps and platforms – generally 
speaking – act in a largely non-transparent way when it comes to the storage, processing 
and the utilization of personal data. 

To determine how a company obtained someone’s data, consumers need to be able to 
“retrace the path of data through a series of data brokers” (FTC 2014, p. IV), which is very 
challenging. In fact, a number of technical tools that would support this have been 
proposed and even standardized in the past. These include, amongst others, the P3P 
Protocol (Cranor 2003; Cranor et al. 2006) and academic work around sticky policies 
(Casassa Mont et al. 2003). A good overview of current works in this direction can be 
gained form a special issue of the journal Electronic Markets on “Personal Data Markets 
and Privacy” co-edited by one of the authors of this report (Spiekermann et al. 2015). 
However, most industry players have so far refused to co-operate in the development and 
avoided the use of existing technical standards, such as the W3C P3P standard; a refusal 
that can be well recapitulated when looking into the failed debates around a potential Do 
No Track standard at the W3C or CMU Professor Lorrie Cranor’s account of past debates 
with industry (Cranor 2012). 

Instead of enabling transparent data collection and data flows, businesses often use 
ambiguous and misleading rhetoric, both in user interfaces and documents; i.e. in their 
terms and conditions. As the Norwegian Consumer Council (2016, p. 4) observed, many 
terms of apps use “difficult and obscure language” and have “generally unclear and 
complicated terms dominated by hypothetical language”, such as “may” and “can”. Many 
apps “reserve the right to share personal data with unspecified third parties for poorly 
specified purposes”. Some “treat personal and identifiable data as non-personal data” or 
use “unclear or ambiguous definitions of personal data” (ibid, p. 16). Danah Boyd et al 
(2010, p.5) observed that companies are even “tricking [people] into clicking through in a 
way that permission is granted unintentionally”. 

An ethically ambiguous way to receive consent for various secondary uses of data is also 
to hide or omit choices, which would actually be very important to protect one’s privacy. 
Facebook, for example, offers a set of prominently placed “privacy checkup” options. Users 
can easily access options such as “who can see my stuff”, “who can contact me” and “how 
to stop someone from bothering me”.641 Although Facebook hides some additional settings 
relevant to privacy under the title “ads”, which allow users to control some aspects of how 
third-party companies can make use of their data on and off the Facebook platform, the 
company doesn’t give users a simple option to disallow third-party companies from 
making use of their data.642 Instead, by focusing on options such as “who can see my stuff” 
Facebook’s “privacy checkup” promotes a very limited concept of privacy, which does not 
include Facebook’s own utilization of the collected data.  

Misleading or limited rhetoric can also be observed when it comes to the description of 
how data is treated. Companies often indicate that data will be “anonymized” or “de-
identified” when they are in fact using pseudonymous identifiers to track, match, profile, 

 
 

641 Facebook user interface, accessed from a personal account on August 13, 2016 
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and target individuals (see chapter 5.6). In addition, businesses sometimes seem to 
intentionally confuse data privacy and data security. For example, when it is 
emphasized that employers or insurers don’t have access to raw fitness data recorded by 
activity trackers, because it would be managed by a “neutral” third party (see chapter 
4.3.4). This seems to be clearly beneficial from a data security point of view. However, 
from a data privacy point of view the crucial question is not so much, who has access to 
the raw data, but who has access to the enriched information, which is derived from it, 
such as activity indices or health scores. 

Taken together, users are often informed incompletely, inaccurately or not at all about 
which data is being collected and shared with third parties (see also chapters 4.2.1 and 
4.3.3). Many companies do not even allow users to access their own data, and they 
consider their algorithms as trade secrets (see Citron and Pasquale 2014, Weichert 2013). 
Most importantly, companies normally don’t provide consumers with the ability to access 
information inferred from collected data, although it is used to sort and categorize 
them on an individual level (see Senate Committee on Commerce, Science, and 
Transportation 2013). Consumer scores, which are “derived from many data sources” and 
“used widely to predict behaviours like spending, health, fraud, profitability” are opaque 
and “typically secret in some way”. The “existence of the score itself, its uses, the 
underlying factors, data sources, or even the score range may be hidden” (Dixon and 
Gellman 2014, p. 6).  

 

6.4  Power imbalances 

While users become more and more transparent, corporate data mining practices remain 
largely obscure. This is resulting in an imbalance of power between users and companies 
(IWGDPT 2014, p. 9). Mark Andrejevic (2014, p. 1673) stated that this “asymmetric 
relationship between those who collect, store, and mine large quantities of data, and those 
whom data collection targets” leads to a Big Data divide. He points out that the “systemic, 
structural opacity” (ibid, p. 1677) of today’s practices in data mining creates a divide 
between those “with access to data, expertise, and processing power” (ibid, p. 1676), who 
are able to analyze, categorize and sort people, and those “who find their lives affected by 
the resulting decisions” (ibid, p. 1683). His reflections are based on Boyd and Crawford 
(2012, p. 674), who recognized a “new kind of digital divide” between the Big Data rich 
and the Big Data poor. Tene and Polonetsky (2013, p. 255) compared the relation 
between users and large data owners to a “game of poker where one of the players has his 
hand open and the other keeps his cards close”. The player whose hand is open will 
always lose. Consumers have very limited power to influence how companies behave and 
they cannot democratically participate in decisions about how the systems and 
platforms work. 

This is especially true because opting out from data collection becomes increasingly 
difficult, or nearly impossible. Today, consumers can “hardly avoid privacy contracts: 
almost all banks, software and hardware vendors, social networking sites, digital content 
services, retail loyalty programmes and telecommunications providers employ them” 
(Rhoen 2016, p. 2). For example, to use a standard mobile phone people have to link it to a 
user account at one of the major platforms such as Google and Apple, at least as long as 
they don’t have special technical knowledge (see chapter 4.1). The terms, which allow 
companies to collect and use personal data on many levels, are almost non-negotiable for 
consumers. The programmer and web entrepreneur Maciej Cegłowski (2016) pointed out 
that “opting out of surveillance capitalism is like opting out of electricity, or cooked foods 
— you are free to do it in theory”. In practice, it would mean “opting out of much of 
modern life”. Whether the new European GDPR is really effectively able to improve this 
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data (ibid). Most consumers have “no way of knowing that data brokers may be collecting 
their data” at all (Senate Committee on Commerce, Science, and Transportation 2013, p. 
32). Consumers are often neither aware of what personal information about them and 
their behavior is collected, nor how this data is processed, with whom it is shared or sold, 
which conclusions can be drawn from it, and which decisions are then based on such 
conclusions (see chapters 2-5, IWGDPT 2014, Tene and Polonetsky 2013). Both dominant 
platforms and smaller providers of websites, services, apps and platforms – generally 
speaking – act in a largely non-transparent way when it comes to the storage, processing 
and the utilization of personal data. 

To determine how a company obtained someone’s data, consumers need to be able to 
“retrace the path of data through a series of data brokers” (FTC 2014, p. IV), which is very 
challenging. In fact, a number of technical tools that would support this have been 
proposed and even standardized in the past. These include, amongst others, the P3P 
Protocol (Cranor 2003; Cranor et al. 2006) and academic work around sticky policies 
(Casassa Mont et al. 2003). A good overview of current works in this direction can be 
gained form a special issue of the journal Electronic Markets on “Personal Data Markets 
and Privacy” co-edited by one of the authors of this report (Spiekermann et al. 2015). 
However, most industry players have so far refused to co-operate in the development and 
avoided the use of existing technical standards, such as the W3C P3P standard; a refusal 
that can be well recapitulated when looking into the failed debates around a potential Do 
No Track standard at the W3C or CMU Professor Lorrie Cranor’s account of past debates 
with industry (Cranor 2012). 

Instead of enabling transparent data collection and data flows, businesses often use 
ambiguous and misleading rhetoric, both in user interfaces and documents; i.e. in their 
terms and conditions. As the Norwegian Consumer Council (2016, p. 4) observed, many 
terms of apps use “difficult and obscure language” and have “generally unclear and 
complicated terms dominated by hypothetical language”, such as “may” and “can”. Many 
apps “reserve the right to share personal data with unspecified third parties for poorly 
specified purposes”. Some “treat personal and identifiable data as non-personal data” or 
use “unclear or ambiguous definitions of personal data” (ibid, p. 16). Danah Boyd et al 
(2010, p.5) observed that companies are even “tricking [people] into clicking through in a 
way that permission is granted unintentionally”. 

An ethically ambiguous way to receive consent for various secondary uses of data is also 
to hide or omit choices, which would actually be very important to protect one’s privacy. 
Facebook, for example, offers a set of prominently placed “privacy checkup” options. Users 
can easily access options such as “who can see my stuff”, “who can contact me” and “how 
to stop someone from bothering me”.641 Although Facebook hides some additional settings 
relevant to privacy under the title “ads”, which allow users to control some aspects of how 
third-party companies can make use of their data on and off the Facebook platform, the 
company doesn’t give users a simple option to disallow third-party companies from 
making use of their data.642 Instead, by focusing on options such as “who can see my stuff” 
Facebook’s “privacy checkup” promotes a very limited concept of privacy, which does not 
include Facebook’s own utilization of the collected data.  

Misleading or limited rhetoric can also be observed when it comes to the description of 
how data is treated. Companies often indicate that data will be “anonymized” or “de-
identified” when they are in fact using pseudonymous identifiers to track, match, profile, 
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and target individuals (see chapter 5.6). In addition, businesses sometimes seem to 
intentionally confuse data privacy and data security. For example, when it is 
emphasized that employers or insurers don’t have access to raw fitness data recorded by 
activity trackers, because it would be managed by a “neutral” third party (see chapter 
4.3.4). This seems to be clearly beneficial from a data security point of view. However, 
from a data privacy point of view the crucial question is not so much, who has access to 
the raw data, but who has access to the enriched information, which is derived from it, 
such as activity indices or health scores. 

Taken together, users are often informed incompletely, inaccurately or not at all about 
which data is being collected and shared with third parties (see also chapters 4.2.1 and 
4.3.3). Many companies do not even allow users to access their own data, and they 
consider their algorithms as trade secrets (see Citron and Pasquale 2014, Weichert 2013). 
Most importantly, companies normally don’t provide consumers with the ability to access 
information inferred from collected data, although it is used to sort and categorize 
them on an individual level (see Senate Committee on Commerce, Science, and 
Transportation 2013). Consumer scores, which are “derived from many data sources” and 
“used widely to predict behaviours like spending, health, fraud, profitability” are opaque 
and “typically secret in some way”. The “existence of the score itself, its uses, the 
underlying factors, data sources, or even the score range may be hidden” (Dixon and 
Gellman 2014, p. 6).  
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between users and large data owners to a “game of poker where one of the players has his 
hand open and the other keeps his cards close”. The player whose hand is open will 
always lose. Consumers have very limited power to influence how companies behave and 
they cannot democratically participate in decisions about how the systems and 
platforms work. 

This is especially true because opting out from data collection becomes increasingly 
difficult, or nearly impossible. Today, consumers can “hardly avoid privacy contracts: 
almost all banks, software and hardware vendors, social networking sites, digital content 
services, retail loyalty programmes and telecommunications providers employ them” 
(Rhoen 2016, p. 2). For example, to use a standard mobile phone people have to link it to a 
user account at one of the major platforms such as Google and Apple, at least as long as 
they don’t have special technical knowledge (see chapter 4.1). The terms, which allow 
companies to collect and use personal data on many levels, are almost non-negotiable for 
consumers. The programmer and web entrepreneur Maciej Cegłowski (2016) pointed out 
that “opting out of surveillance capitalism is like opting out of electricity, or cooked foods 
— you are free to do it in theory”. In practice, it would mean “opting out of much of 
modern life”. Whether the new European GDPR is really effectively able to improve this 
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with its Article 7 on the conditions of consent remains to be seen. Either way it would only 
be an improvement for European citizens and not a worldwide solution. 

Sometimes, corporate leaders and others argue that “privacy is dead” and that really 
people do not care about privacy any more. Their most important argument for this 
conclusion is the wide use of Facebook and other popular services. We do not agree with 
this argument. In contrast, research shows that Internet users do perceive the power 
asymmetries online and react to them. Mark Andrejevic’s (2014, p. 1685) qualitative 
research shows that users feel “frustration over a sense of powerlessness in the face of 
increasingly sophisticated and comprehensive forms of data collection and mining”. He 
argues that users “operate within structured power relations that they dislike but feel 
powerless to contest” (ibid, p. 1678). A recent study of over 1300 Facebook users by one 
of the authors of this report showed that 90 to 95% think twice before they post anything 
(Spiekermann et al. 2016). Shoshana Zuboff (2015, p. 82) points to the chilling effects of 
“anticipatory conformity”, which “assumes a point of origin in consciousness from which 
a choice is made to conform for the purposes of evasion of sanctions and social 
camouflage”. 

Given that the World Wide Web started out as a powerful technology for communication 
and knowledge, where people could open up freely, it is a pity where it has arrived now. 
Today, it “has become a system that is often subject to control by governments and 
corporations”, as the New York Times frankly stated in an article about Tim Berners-Lee, 
its creator.643  

 

6.5  Power imbalances abused: systematic discrimination and sorting 

If companies and corporate leaders would take ethics and social responsibility as serious 
as they sometimes claim, then power imbalances could possibly be more acceptable for 
users. Unfortunately, the abuse of information asymmetries in personal data markets 
shows only the contrary. The available information tends to be leveraged only for 
economic corporate advantage. Ethical reflections play no role. Even legal boundaries 
have been widely ignored where a lack of sanctions allowed it. In countries where laws 
and directives exist that protect consumer’s privacy, those regulations have been bent, 
undermined and misinterpreted frequently.  

When companies use predictive analytics to judge, address or treat people differently or 
even to deny them opportunities, the chances and choices of the individuals become 
limited (see Lyon 2003). A classic example is the practice known as redlining, when 
financial institutions use information about an individual’s neighbourhood to predict risk 
and creditworthiness. While companies may know that redlining is biased against poor 
neighbourhoods and fails “to capture significant variation within each subpopulation”, 
they might use it anyway, because profits are higher than costs from inaccuracy (Barocas 
and Selbst 2016, p. 689). In the field of employment, systems that automatically score, 
sort and rank resumes may lead to the unfair discrimination and exclusion of applicants, 
depending on which individual attributes are included in which kinds of predictive models 
(see chapter 3.3). 
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Scores about consumers sometimes even create the “financial distress they claim merely 
to indicate”, and thus become self-fulfilling prophecies (Citron and Pasquale 2014, p. 
18). The “act of designating someone as a likely credit risk” may raise the cost of future 
loans, insurance rates and/or decrease employability for this individual. Similarly, 
automatic judgments in hiring decrease future employability (ibid). But scoring is not only 
used in such crucial areas as banking, insurance and employment today. Data brokers and 
other businesses offer scores that segment, rate and rank consumers in many areas of life. 
Consumer scores predict, for example, the profitability of individuals and their future 
income, the likeliness that someone will take medication or not, possible care needs and 
even mortality (see chapter 5.4).  

Compared to crucial fields of application such as banking, insurance, health, employment 
or law enforcement the use of personal data for marketing purposes has often been 
considered as less relevant for rights and justice. However, as this report shows, the 
spheres of marketing and risk management are increasingly merging. Advertising can now 
be personalized on an individual level, and people are recognized, profiled and matched in 
real-time – across devices, platforms and customer databases from myriads of companies. 
Businesses are constantly sorting and categorizing both customers and prospects, 
when they are surfing the web or using mobile devices, according to how valuable or 
risky they are. Consequently, businesses can, for example, calculate the exact minimum 
action necessary to keep customers loyal. Today, data about consumer’s lives and 
behavior is used to make many different small decisions about them every day – ranging 
from how long someone has to wait when calling a phone hotline (Graham 2005, p. 569) 
to which contents, ads, offers, discounts, prices and payment methods someone gets (see 
chapters 3.6 and 5.7). 

When, as suggested by a major data broker, the top 30% of a company’s customers are 
categorized as individuals who could add 500% of value, and the bottom 20% of 
customers are categorized as individuals who could actually cost 400% of value, the 
company may “shower their top customers with attention, while ignoring the latter 20%, 
who may spend ‘too much’ time on customer service calls, cost companies in returns or 
coupons, or otherwise cost more than they provide” (Marwick 2013, p. 5). These “low-
value targets” have been categorized as “waste” by data brokers (ibid). In contrast, 
Internet users, whose customer lifetime value has been recognized as high based on a 
wide range of data, increasingly receive personalized offers, calls and discounts via web 
and mobile ads, email and other channels (see chapter 3.6). Privacy expert Michael Fertik 
(2013) stated that the "rich" would already see "a different Internet" than the "poor". 
Subsequently, when consumers are categorized as non-valuable or risky they experience 
many small disadvantages in their everyday lives, each of them not very significant on 
their own, but accumulated resulting in a significant disadvantage in life. Perhaps this 
phenomenon could be labelled as a cumulative disadvantage. Originating from 
inequality theory in sociology644, Oscar Gandy (2009, p. 1) used this term to describe the 
“application of probability and statistics to an ever-widening number of life-decisions”, 
which “shape the opportunities people face” and “reproduce, reinforce, and widen 
disparities in the quality of life that different groups of people can enjoy”.  

In addition, the different treatment of individuals based on opaque, automated decisions 
and a wide range of data entails another problem. As long as data and algorithms are 
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with its Article 7 on the conditions of consent remains to be seen. Either way it would only 
be an improvement for European citizens and not a worldwide solution. 

Sometimes, corporate leaders and others argue that “privacy is dead” and that really 
people do not care about privacy any more. Their most important argument for this 
conclusion is the wide use of Facebook and other popular services. We do not agree with 
this argument. In contrast, research shows that Internet users do perceive the power 
asymmetries online and react to them. Mark Andrejevic’s (2014, p. 1685) qualitative 
research shows that users feel “frustration over a sense of powerlessness in the face of 
increasingly sophisticated and comprehensive forms of data collection and mining”. He 
argues that users “operate within structured power relations that they dislike but feel 
powerless to contest” (ibid, p. 1678). A recent study of over 1300 Facebook users by one 
of the authors of this report showed that 90 to 95% think twice before they post anything 
(Spiekermann et al. 2016). Shoshana Zuboff (2015, p. 82) points to the chilling effects of 
“anticipatory conformity”, which “assumes a point of origin in consciousness from which 
a choice is made to conform for the purposes of evasion of sanctions and social 
camouflage”. 

Given that the World Wide Web started out as a powerful technology for communication 
and knowledge, where people could open up freely, it is a pity where it has arrived now. 
Today, it “has become a system that is often subject to control by governments and 
corporations”, as the New York Times frankly stated in an article about Tim Berners-Lee, 
its creator.643  

 

6.5  Power imbalances abused: systematic discrimination and sorting 

If companies and corporate leaders would take ethics and social responsibility as serious 
as they sometimes claim, then power imbalances could possibly be more acceptable for 
users. Unfortunately, the abuse of information asymmetries in personal data markets 
shows only the contrary. The available information tends to be leveraged only for 
economic corporate advantage. Ethical reflections play no role. Even legal boundaries 
have been widely ignored where a lack of sanctions allowed it. In countries where laws 
and directives exist that protect consumer’s privacy, those regulations have been bent, 
undermined and misinterpreted frequently.  

When companies use predictive analytics to judge, address or treat people differently or 
even to deny them opportunities, the chances and choices of the individuals become 
limited (see Lyon 2003). A classic example is the practice known as redlining, when 
financial institutions use information about an individual’s neighbourhood to predict risk 
and creditworthiness. While companies may know that redlining is biased against poor 
neighbourhoods and fails “to capture significant variation within each subpopulation”, 
they might use it anyway, because profits are higher than costs from inaccuracy (Barocas 
and Selbst 2016, p. 689). In the field of employment, systems that automatically score, 
sort and rank resumes may lead to the unfair discrimination and exclusion of applicants, 
depending on which individual attributes are included in which kinds of predictive models 
(see chapter 3.3). 
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Scores about consumers sometimes even create the “financial distress they claim merely 
to indicate”, and thus become self-fulfilling prophecies (Citron and Pasquale 2014, p. 
18). The “act of designating someone as a likely credit risk” may raise the cost of future 
loans, insurance rates and/or decrease employability for this individual. Similarly, 
automatic judgments in hiring decrease future employability (ibid). But scoring is not only 
used in such crucial areas as banking, insurance and employment today. Data brokers and 
other businesses offer scores that segment, rate and rank consumers in many areas of life. 
Consumer scores predict, for example, the profitability of individuals and their future 
income, the likeliness that someone will take medication or not, possible care needs and 
even mortality (see chapter 5.4).  

Compared to crucial fields of application such as banking, insurance, health, employment 
or law enforcement the use of personal data for marketing purposes has often been 
considered as less relevant for rights and justice. However, as this report shows, the 
spheres of marketing and risk management are increasingly merging. Advertising can now 
be personalized on an individual level, and people are recognized, profiled and matched in 
real-time – across devices, platforms and customer databases from myriads of companies. 
Businesses are constantly sorting and categorizing both customers and prospects, 
when they are surfing the web or using mobile devices, according to how valuable or 
risky they are. Consequently, businesses can, for example, calculate the exact minimum 
action necessary to keep customers loyal. Today, data about consumer’s lives and 
behavior is used to make many different small decisions about them every day – ranging 
from how long someone has to wait when calling a phone hotline (Graham 2005, p. 569) 
to which contents, ads, offers, discounts, prices and payment methods someone gets (see 
chapters 3.6 and 5.7). 

When, as suggested by a major data broker, the top 30% of a company’s customers are 
categorized as individuals who could add 500% of value, and the bottom 20% of 
customers are categorized as individuals who could actually cost 400% of value, the 
company may “shower their top customers with attention, while ignoring the latter 20%, 
who may spend ‘too much’ time on customer service calls, cost companies in returns or 
coupons, or otherwise cost more than they provide” (Marwick 2013, p. 5). These “low-
value targets” have been categorized as “waste” by data brokers (ibid). In contrast, 
Internet users, whose customer lifetime value has been recognized as high based on a 
wide range of data, increasingly receive personalized offers, calls and discounts via web 
and mobile ads, email and other channels (see chapter 3.6). Privacy expert Michael Fertik 
(2013) stated that the "rich" would already see "a different Internet" than the "poor". 
Subsequently, when consumers are categorized as non-valuable or risky they experience 
many small disadvantages in their everyday lives, each of them not very significant on 
their own, but accumulated resulting in a significant disadvantage in life. Perhaps this 
phenomenon could be labelled as a cumulative disadvantage. Originating from 
inequality theory in sociology644, Oscar Gandy (2009, p. 1) used this term to describe the 
“application of probability and statistics to an ever-widening number of life-decisions”, 
which “shape the opportunities people face” and “reproduce, reinforce, and widen 
disparities in the quality of life that different groups of people can enjoy”.  

In addition, the different treatment of individuals based on opaque, automated decisions 
and a wide range of data entails another problem. As long as data and algorithms are 
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Scores about consumers sometimes even create the “financial distress they claim merely 
to indicate”, and thus become self-fulfilling prophecies (Citron and Pasquale 2014, p. 
18). The “act of designating someone as a likely credit risk” may raise the cost of future 
loans, insurance rates and/or decrease employability for this individual. Similarly, 
automatic judgments in hiring decrease future employability (ibid). But scoring is not only 
used in such crucial areas as banking, insurance and employment today. Data brokers and 
other businesses offer scores that segment, rate and rank consumers in many areas of life. 
Consumer scores predict, for example, the profitability of individuals and their future 
income, the likeliness that someone will take medication or not, possible care needs and 
even mortality (see chapter 5.4).  

Compared to crucial fields of application such as banking, insurance, health, employment 
or law enforcement the use of personal data for marketing purposes has often been 
considered as less relevant for rights and justice. However, as this report shows, the 
spheres of marketing and risk management are increasingly merging. Advertising can now 
be personalized on an individual level, and people are recognized, profiled and matched in 
real-time – across devices, platforms and customer databases from myriads of companies. 
Businesses are constantly sorting and categorizing both customers and prospects, 
when they are surfing the web or using mobile devices, according to how valuable or 
risky they are. Consequently, businesses can, for example, calculate the exact minimum 
action necessary to keep customers loyal. Today, data about consumer’s lives and 
behavior is used to make many different small decisions about them every day – ranging 
from how long someone has to wait when calling a phone hotline (Graham 2005, p. 569) 
to which contents, ads, offers, discounts, prices and payment methods someone gets (see 
chapters 3.6 and 5.7). 

When, as suggested by a major data broker, the top 30% of a company’s customers are 
categorized as individuals who could add 500% of value, and the bottom 20% of 
customers are categorized as individuals who could actually cost 400% of value, the 
company may “shower their top customers with attention, while ignoring the latter 20%, 
who may spend ‘too much’ time on customer service calls, cost companies in returns or 
coupons, or otherwise cost more than they provide” (Marwick 2013, p. 5). These “low-
value targets” have been categorized as “waste” by data brokers (ibid). In contrast, 
Internet users, whose customer lifetime value has been recognized as high based on a 
wide range of data, increasingly receive personalized offers, calls and discounts via web 
and mobile ads, email and other channels (see chapter 3.6). Privacy expert Michael Fertik 
(2013) stated that the "rich" would already see "a different Internet" than the "poor". 
Subsequently, when consumers are categorized as non-valuable or risky they experience 
many small disadvantages in their everyday lives, each of them not very significant on 
their own, but accumulated resulting in a significant disadvantage in life. Perhaps this 
phenomenon could be labelled as a cumulative disadvantage. Originating from 
inequality theory in sociology644, Oscar Gandy (2009, p. 1) used this term to describe the 
“application of probability and statistics to an ever-widening number of life-decisions”, 
which “shape the opportunities people face” and “reproduce, reinforce, and widen 
disparities in the quality of life that different groups of people can enjoy”.  

In addition, the different treatment of individuals based on opaque, automated decisions 
and a wide range of data entails another problem. As long as data and algorithms are 
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secret, it is not possible to even notice or prove discrimination. For example, existing 
studies on personalized pricing show that it is challenging – if not impossible – to 
accurately investigate, whether online shops offer different products or prices to different 
consumers based on individual attributes or user behavior (see chapter 3.6). Under these 
circumstances consumers have no chance to understand, what their individual offers 
and prices are based on, or whether they get individual offers and prices at all. 

With the Internet of Things and ever more data collected through our incredibly “smart” 
environments, such sorting practices are likely to increase further. Tim O’Reilly stated in 
2014 that “advertising turned out to be the native business model for the internet”, but he 
expects that “insurance is going to be the native business model for the Internet of 
Things”645. In a recent report about “The Internet of Things: Opportunities for Insurers” a 
consulting firm explains that insurers could “use IoT-enriched relationships to connect 
more holistically to customers and influence their behaviors”.646 Many experts 
interviewed by Pew Research (2014, p. 8) expect that “incentives to try to get people to 
change their behavior” will become a “major driver” of the Internet of Things – for 
example, to motivate people to purchase a good, to act in a more healthy or safe manner or 
to perform in a certain way at work. They conclude that the “realities of this data-
drenched world raise substantial concerns about privacy and people’s abilities to 
control their own lives” (ibid, p. 9).  

 

6.6  Companies hurt consumers and themselves 

As in fairy tales, bad practices fire back. Companies which are most successful in their 
personal data business often have a miserable public image and trust ratings are low. 
Moreover, while they may be successful businesses at first sight, they often trade a big 
chunk of out-dated data In the U.S., 26% of participants in a survey identified at least one 
error on at least one of their three credit reports (FTC 2012, p. i). In Germany the validity 
of credit scores has been assessed as questionable and often based on estimations (see 
chapter 5.4). (Credit scoring is amongst the best-regulated realms for algorithmic 
judgment on individuals).  “Data quality problems plague every department, in every 
industry, at every level, and for every type of information [...] Studies show that 
knowledge workers waste up to 50% of time hunting for data, identifying and correcting 
errors, and seeking for confirmatory sources for data they do not trust”, writes David 
Redman in Harvard Business Review in 2013 (Redman 2013, p. 2). In fact, even 
commercial computer programs rarely come without bugs. Typically, there are at least a 
few mistakes in every 10,000 lines of code, even in professionally commercialized 
software products.647 
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While errors in collected or transmitted data, inaccurate classifications and assessments 
based on flawed prediction models and data analytics can massively impact the lives of 
individuals (see  IWGDPT 2014, National Consumer Law Center 2014, FTC 2016), Big Data 
analytics is far from objectivity and accuracy in general (see Boyd et al 2012). Predictions 
are blurry by design, because they are based on correlations and probabilities. 
Someone, for example, knowing the wrong people, living in the wrong district or swiping 
in a wrong way when using a mobile app may get categorized and judged in a certain 
negative way. Companies carry the risk that their digital profiles de-contextualize and 
misinterpret the interactions they recorded about their customers. The underlying 
“motivations for particular actions are never explained or understood” (De Zwart 2014, p. 
718). Big Data analytics can also lead to “more individuals mistakenly being denied 
opportunities based on the actions of others” just because they share some characteristics 
with other consumers (FTC 2016, p. 9). 

It is not only inaccuracy that may harm consumers, but also data and predictions that are 
“too accurate” (see Barocas and Selbst 2016). When companies incorporate sensitive 
personal attributes such as gender, age, ethnic or religious affiliation, poverty or health 
into their automated decisions, this can lead to discrimination or even to the exclusion of 
entire parts of the population. For example, an insurance company could “classify a 
consumer as higher risk”, when this individual was categorized to have an “interest” in 
diabetes before he is actually suffering from it (FTC 2014, p. vi). This can also happen 
when sensitive attributes are not obtained directly from individuals, but calculated by 
algorithms based on statistical analysis or machine learning. Refusal to participate in 
digital tracking may have consequences too. If not enough data about a person is available, 
the risk of a customer relationship may be considered as too high, also in the case where 
this would have been a good customer. 

Finally, another problem for companies is that large data volumes also come with a certain 
liability. Data security and effective data protection becomes a costly and risky issue for 
them. Wherever large amounts of data are stored there is a risk of data abuse and loss (see 
also chapter 4). According to DatalossDB, 3,930 security incidents were reported in the 
year 2015, exposing more than 736 million records about individuals such as email 
addresses, passwords and usernames.648 The operational costs of the IT needed are huge.  

 

6.7  Long term effects: the end of dignity? 

Online marketing aims to target individuals, who could become valuable customers or 
loyal users, and in many cases to avoid individuals, who won’t. However, the goal is not 
only to reach people, who could be interested, but also to persuade them to act in certain 
ways, for example to click on an ad, participate in a survey, register for a service, or 
purchase a product. Online marketing aims to increase “conversion rates”, which describe 
the percentage of people, who acted exactly in the way marketers or app developers 
wanted them to act. Marketers also want to prevent the loss of valuable customers 
(“customer churn”) or they want them to purchase complementary products (“cross-
selling”) or more expensive products (“up-selling”).649 
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secret, it is not possible to even notice or prove discrimination. For example, existing 
studies on personalized pricing show that it is challenging – if not impossible – to 
accurately investigate, whether online shops offer different products or prices to different 
consumers based on individual attributes or user behavior (see chapter 3.6). Under these 
circumstances consumers have no chance to understand, what their individual offers 
and prices are based on, or whether they get individual offers and prices at all. 

With the Internet of Things and ever more data collected through our incredibly “smart” 
environments, such sorting practices are likely to increase further. Tim O’Reilly stated in 
2014 that “advertising turned out to be the native business model for the internet”, but he 
expects that “insurance is going to be the native business model for the Internet of 
Things”645. In a recent report about “The Internet of Things: Opportunities for Insurers” a 
consulting firm explains that insurers could “use IoT-enriched relationships to connect 
more holistically to customers and influence their behaviors”.646 Many experts 
interviewed by Pew Research (2014, p. 8) expect that “incentives to try to get people to 
change their behavior” will become a “major driver” of the Internet of Things – for 
example, to motivate people to purchase a good, to act in a more healthy or safe manner or 
to perform in a certain way at work. They conclude that the “realities of this data-
drenched world raise substantial concerns about privacy and people’s abilities to 
control their own lives” (ibid, p. 9).  

 

6.6  Companies hurt consumers and themselves 

As in fairy tales, bad practices fire back. Companies which are most successful in their 
personal data business often have a miserable public image and trust ratings are low. 
Moreover, while they may be successful businesses at first sight, they often trade a big 
chunk of out-dated data In the U.S., 26% of participants in a survey identified at least one 
error on at least one of their three credit reports (FTC 2012, p. i). In Germany the validity 
of credit scores has been assessed as questionable and often based on estimations (see 
chapter 5.4). (Credit scoring is amongst the best-regulated realms for algorithmic 
judgment on individuals).  “Data quality problems plague every department, in every 
industry, at every level, and for every type of information [...] Studies show that 
knowledge workers waste up to 50% of time hunting for data, identifying and correcting 
errors, and seeking for confirmatory sources for data they do not trust”, writes David 
Redman in Harvard Business Review in 2013 (Redman 2013, p. 2). In fact, even 
commercial computer programs rarely come without bugs. Typically, there are at least a 
few mistakes in every 10,000 lines of code, even in professionally commercialized 
software products.647 
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While errors in collected or transmitted data, inaccurate classifications and assessments 
based on flawed prediction models and data analytics can massively impact the lives of 
individuals (see  IWGDPT 2014, National Consumer Law Center 2014, FTC 2016), Big Data 
analytics is far from objectivity and accuracy in general (see Boyd et al 2012). Predictions 
are blurry by design, because they are based on correlations and probabilities. 
Someone, for example, knowing the wrong people, living in the wrong district or swiping 
in a wrong way when using a mobile app may get categorized and judged in a certain 
negative way. Companies carry the risk that their digital profiles de-contextualize and 
misinterpret the interactions they recorded about their customers. The underlying 
“motivations for particular actions are never explained or understood” (De Zwart 2014, p. 
718). Big Data analytics can also lead to “more individuals mistakenly being denied 
opportunities based on the actions of others” just because they share some characteristics 
with other consumers (FTC 2016, p. 9). 

It is not only inaccuracy that may harm consumers, but also data and predictions that are 
“too accurate” (see Barocas and Selbst 2016). When companies incorporate sensitive 
personal attributes such as gender, age, ethnic or religious affiliation, poverty or health 
into their automated decisions, this can lead to discrimination or even to the exclusion of 
entire parts of the population. For example, an insurance company could “classify a 
consumer as higher risk”, when this individual was categorized to have an “interest” in 
diabetes before he is actually suffering from it (FTC 2014, p. vi). This can also happen 
when sensitive attributes are not obtained directly from individuals, but calculated by 
algorithms based on statistical analysis or machine learning. Refusal to participate in 
digital tracking may have consequences too. If not enough data about a person is available, 
the risk of a customer relationship may be considered as too high, also in the case where 
this would have been a good customer. 

Finally, another problem for companies is that large data volumes also come with a certain 
liability. Data security and effective data protection becomes a costly and risky issue for 
them. Wherever large amounts of data are stored there is a risk of data abuse and loss (see 
also chapter 4). According to DatalossDB, 3,930 security incidents were reported in the 
year 2015, exposing more than 736 million records about individuals such as email 
addresses, passwords and usernames.648 The operational costs of the IT needed are huge.  

 

6.7  Long term effects: the end of dignity? 

Online marketing aims to target individuals, who could become valuable customers or 
loyal users, and in many cases to avoid individuals, who won’t. However, the goal is not 
only to reach people, who could be interested, but also to persuade them to act in certain 
ways, for example to click on an ad, participate in a survey, register for a service, or 
purchase a product. Online marketing aims to increase “conversion rates”, which describe 
the percentage of people, who acted exactly in the way marketers or app developers 
wanted them to act. Marketers also want to prevent the loss of valuable customers 
(“customer churn”) or they want them to purchase complementary products (“cross-
selling”) or more expensive products (“up-selling”).649 
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These techniques of marketing and customer relationship management (CRM) are not 
new. But as opposed to former times, marketers are now able to track and measure every 
single interaction on an individual level. After measuring and analyzing behavior they try 
to “optimize” conversion rates, to make more “targets” act in the way they want them to 
act. They test different versions of functionalities, user interface designs, messages, 
wordings or even different discounts and prices, and then measure and analyze again how 
they can successfully influence behavior. Elements of “gamification” are used to reward 
and incentivize desired behavior (see chapter 4.3.1). The more a company knows about 
individuals, for example about their “personal biases and weaknesses” (Helberger 2016, p. 
15), the better they can “change people’s actual behavior at scale” (Zuboff 2016). Based on 
digital tracking companies sometimes even “overcharge [people] when the data collected 
indicates that the buyer is indifferent, uninformed or in a hurry”.650 

Kaptein et al. (2011, p. 66) pointed to the concept of persuasion profiles, which are “sets 
of estimates on the effectiveness of particular influence-strategies on individuals, based on 
their past responses to these strategies”. Many businesses in marketing openly admit that 
they aim to achieve behavioral change.651 The question is whether in business we might 
have gotten so used to these strategies that we overlook their questionable ethic. Can it be 
right to use consumers as Pavlovian dogs? Do persuasive strategies – when they become 
as personalized, pervasive and permanent as they do now – undermine the human 
autonomy that is central to human dignity? Or have we indeed created a digital 
environment in which people and masses are “managed” based on surveillance in the way 
Katarzyna Szymielewicz is quoted at the beginning of this chapter? 

Manipulation of opinions and desires is unfortunately not limited to the realm of product 
and service marketing. Similar methods are used for voter targeting. For example, a 
campaign of a U.S. politician communicated political issues in different ways to different 
people, based on extensive data about 220 million U.S. citizens, which were categorized 
along their views on issues from environment, gun rights, national security or 
immigration (see chapter 3.1).  Political manipulation through mass media and 
advertising has been discussed since ages. Scholars in communication studies have long 
challenged the idea of plain top-down manipulation as inappropriate and too simplistic652, 
insisting that humans are able to use different individual appropriation of communication 
strategies. The shift to completely personalized interactions based on extensive individual 
profiles possibly creates new and unknown degrees of manipulation. 

In addition to opaque forms of manipulation, we also observe open strategies to make 
people change their behavior. Insurers reward consumers when they voluntarily agree to 
wear devices, which permanently track their steps and everyday life activities, or when 
they consent to the digital recording of their driving behavior. When they reach arbitrary, 
but transparent goals – such as a million steps or not driving too long during the night – 
they receive financial incentives or discounts. Such programmes can be beneficial, as long 
as consumers can choose to not participate in digital tracking and have attractive 
alternative options. However, when the incentives offered are considerably more valuable 
in comparison to insurance programs without tracking, then it could effectively become 
mandatory for many people to participate; in particular for poorer people who cannot 
afford to miss out on the discounts. When people feel forced to participate in self-

 
 

650  Zarsky T (2004): Desperately Seeking Solutions: Using Implementation-Based Solutions for the 
Troubles of Information Privacy in the Age of Data Mining and the Internet Society. 56(1) Maine Law 
Review 13, p. 52. See also p. 30-31. Quoted from: Borgesius (2015) 
651  See e.g. the results of a simple Google search after “marketing” and “behavioral change” 
652  See e.g. Fiske, John. Introduction to Communication Studies. London: Routledge, 1990. 
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surveillance programmes due to social inequalities, the human right to be treated as 
equals is undermined. Dignity is undermined. A more detailed discussion of this aspect 
can be found in the next chapter. 

Finally, within the current networks of digital tracking and corporate surveillance “we can 
never be sure, how we are being read or what the consequences are” (Lyon 2010, p. 332). 
People can at times confront a Kafkaesque experience. We don’t know why we see a 
specific ad, why we receive a specific offer, or why we had to wait hours on the phone 
hotline. Was it because we acted in a specific way before? Did the newsletter of that 
political candidate contain issues, which were personalized in a specific way? Was it 
because we visited a specific website, used a specific mobile app, bought a specific product 
in the supermarket or watched a specific TV program? Could it happen that we get a loan 
denied someday, when we visit the online gambling website once too often today? 

Under the conditions of today’s opaque and non-transparent networks of digital tracking 
individuals do not know, which data about their lives is recorded, analyzed and 
transferred – and which decisions are being made based on this information. They can’t 
see how advertising networks and data brokers are continuously calculating their 
“customer value” or “risk score”, how these ratings are updated with each of their 
interactions, and how this influences the contents and options they see. 

As outlined above, Shoshana Zuboff (2015) pointed towards the effects of “anticipatory 
conformity”. But she also went one step further than many other researchers and scholars, 
by pointing to the fact that we do not only see the rise of “markets for personal data”, but 
“markets for behavioral control”. She coined the concept of the Big Other to describe a 
new “distributed and largely uncontested new expression of power” (ibid, p. 75), which 
would be different from Big Brother’s “centralized command and control” (ibid, p. 82). The 
Big Other refers to a “ubiquitous networked institutional regime that records, modifies, 
and commodifies everyday experience from toasters to bodies, communication to 
thought” (ibid, p. 81). It started within surveillance capitalism, a new “emergent logic of 
accumulation in the networked sphere”, which led to “new markets of behavioral 
prediction and modification” (ibid, p. 1). According to Zuboff, these “markets of 
behavioral control” are “composed of those who sell opportunities to influence behavior 
for profit and those who purchase such opportunities” (ibid, p. 85). 

In a newspaper essay she concludes that surveillance capitalism could “demean human 
dignity” (Zuboff 2016). She warns that society would enter “virgin territory” and would 
face a drastic challenge that “threatens the existential and political canon of the 
modern liberal order defined by principles of self-determination”, for example “the 
sanctity of the individual and the ideals of social equality; the development of identity, 
autonomy, and moral reasoning; the integrity of contract, the freedom that accrues to the 
making and fulfilling of promises; norms and rules of collective agreement; the functions 
of market democracy; the political integrity of societies; and the future of democratic 
sovereignty” (ibid).  

 

6.8.  Final reflection: From voluntary to mandatory surveillance? 

As described in the context of power imbalances above, opting out from digital tracking 
becomes increasingly difficult. Individuals can hardly avoid consenting to data collection 
without opting out of much of modern life. In addition, persons who don’t participate in 
data collection, who don’t have social networking accounts or too thin credit reports, 
could be judged as “suspicious” and “too risky” in advance. 

Today’s personal data ecosystem raises many concerns about data being collected, 
analyzed, transmitted and used without informed consent of individuals. But in many 
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These techniques of marketing and customer relationship management (CRM) are not 
new. But as opposed to former times, marketers are now able to track and measure every 
single interaction on an individual level. After measuring and analyzing behavior they try 
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they aim to achieve behavioral change.651 The question is whether in business we might 
have gotten so used to these strategies that we overlook their questionable ethic. Can it be 
right to use consumers as Pavlovian dogs? Do persuasive strategies – when they become 
as personalized, pervasive and permanent as they do now – undermine the human 
autonomy that is central to human dignity? Or have we indeed created a digital 
environment in which people and masses are “managed” based on surveillance in the way 
Katarzyna Szymielewicz is quoted at the beginning of this chapter? 

Manipulation of opinions and desires is unfortunately not limited to the realm of product 
and service marketing. Similar methods are used for voter targeting. For example, a 
campaign of a U.S. politician communicated political issues in different ways to different 
people, based on extensive data about 220 million U.S. citizens, which were categorized 
along their views on issues from environment, gun rights, national security or 
immigration (see chapter 3.1).  Political manipulation through mass media and 
advertising has been discussed since ages. Scholars in communication studies have long 
challenged the idea of plain top-down manipulation as inappropriate and too simplistic652, 
insisting that humans are able to use different individual appropriation of communication 
strategies. The shift to completely personalized interactions based on extensive individual 
profiles possibly creates new and unknown degrees of manipulation. 

In addition to opaque forms of manipulation, we also observe open strategies to make 
people change their behavior. Insurers reward consumers when they voluntarily agree to 
wear devices, which permanently track their steps and everyday life activities, or when 
they consent to the digital recording of their driving behavior. When they reach arbitrary, 
but transparent goals – such as a million steps or not driving too long during the night – 
they receive financial incentives or discounts. Such programmes can be beneficial, as long 
as consumers can choose to not participate in digital tracking and have attractive 
alternative options. However, when the incentives offered are considerably more valuable 
in comparison to insurance programs without tracking, then it could effectively become 
mandatory for many people to participate; in particular for poorer people who cannot 
afford to miss out on the discounts. When people feel forced to participate in self-
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surveillance programmes due to social inequalities, the human right to be treated as 
equals is undermined. Dignity is undermined. A more detailed discussion of this aspect 
can be found in the next chapter. 

Finally, within the current networks of digital tracking and corporate surveillance “we can 
never be sure, how we are being read or what the consequences are” (Lyon 2010, p. 332). 
People can at times confront a Kafkaesque experience. We don’t know why we see a 
specific ad, why we receive a specific offer, or why we had to wait hours on the phone 
hotline. Was it because we acted in a specific way before? Did the newsletter of that 
political candidate contain issues, which were personalized in a specific way? Was it 
because we visited a specific website, used a specific mobile app, bought a specific product 
in the supermarket or watched a specific TV program? Could it happen that we get a loan 
denied someday, when we visit the online gambling website once too often today? 

Under the conditions of today’s opaque and non-transparent networks of digital tracking 
individuals do not know, which data about their lives is recorded, analyzed and 
transferred – and which decisions are being made based on this information. They can’t 
see how advertising networks and data brokers are continuously calculating their 
“customer value” or “risk score”, how these ratings are updated with each of their 
interactions, and how this influences the contents and options they see. 

As outlined above, Shoshana Zuboff (2015) pointed towards the effects of “anticipatory 
conformity”. But she also went one step further than many other researchers and scholars, 
by pointing to the fact that we do not only see the rise of “markets for personal data”, but 
“markets for behavioral control”. She coined the concept of the Big Other to describe a 
new “distributed and largely uncontested new expression of power” (ibid, p. 75), which 
would be different from Big Brother’s “centralized command and control” (ibid, p. 82). The 
Big Other refers to a “ubiquitous networked institutional regime that records, modifies, 
and commodifies everyday experience from toasters to bodies, communication to 
thought” (ibid, p. 81). It started within surveillance capitalism, a new “emergent logic of 
accumulation in the networked sphere”, which led to “new markets of behavioral 
prediction and modification” (ibid, p. 1). According to Zuboff, these “markets of 
behavioral control” are “composed of those who sell opportunities to influence behavior 
for profit and those who purchase such opportunities” (ibid, p. 85). 

In a newspaper essay she concludes that surveillance capitalism could “demean human 
dignity” (Zuboff 2016). She warns that society would enter “virgin territory” and would 
face a drastic challenge that “threatens the existential and political canon of the 
modern liberal order defined by principles of self-determination”, for example “the 
sanctity of the individual and the ideals of social equality; the development of identity, 
autonomy, and moral reasoning; the integrity of contract, the freedom that accrues to the 
making and fulfilling of promises; norms and rules of collective agreement; the functions 
of market democracy; the political integrity of societies; and the future of democratic 
sovereignty” (ibid).  

 

6.8.  Final reflection: From voluntary to mandatory surveillance? 

As described in the context of power imbalances above, opting out from digital tracking 
becomes increasingly difficult. Individuals can hardly avoid consenting to data collection 
without opting out of much of modern life. In addition, persons who don’t participate in 
data collection, who don’t have social networking accounts or too thin credit reports, 
could be judged as “suspicious” and “too risky” in advance. 

Today’s personal data ecosystem raises many concerns about data being collected, 
analyzed, transmitted and used without informed consent of individuals. But in many 
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cases, people are required to consent, either because offers and services that are not 
based on invasive digital tracking are not available, or because non-participation would 
lead to disadvantages in life. Scott Peppet (2010, p. 1) expects that “those with valuable 
credentials, clean medical records, and impressive credit scores will want to disclose 
those traits to receive preferential economic treatment. Others may then find that they 
must also disclose private information to avoid the negative inferences attached to staying 
silent”. He points to an unraveling effect that could make disclosure of personal data 
“from a consensual to a more coerced decision” (ibid). 

It has been pointed out many times that there is a wide variety of reasons for individuals 
to participate in self tracking, which are embedded in developments of individualization 
and societal core values such as self-understanding, self-knowledge, self-optimization, 
self-improvement, self-responsibility, self-control and self-management. Based on the 
work of the French philosopher Michel Foucault, many scholars in sociology have shown 
that the way power works in society has shifted from “hard” authority and punishment to 
“soft” control. Individuals voluntarily become "entrepreneurs of the self", who are taking 
“care of the self” and “governing the self” (see Ajana 2005, Bröckling 2007, Whitson 2013, 
Lupton 2014). 

But while individuals are taking “care of the self”, insurers or employers take control of 
the collected data and create rules to incentivize desired behavior or penalize non-desired 
behavior. Subsequently, “private self-tracking” becomes “pushed or imposed self-
tracking”. It becomes “harnessed” to broader “commercial, economic or social 
imperatives” (Lupton 2014). Thus the circle is complete. Voluntary self-tracking cultures 
and classical, bureaucratic population management based on invisible surveillance are 
complementing each other. A publication by Ernst & Young asked whether tracking-based 
insurance could already be the “new normal” and suggests insurers to introduce “Pay-As-
You-Live (PAYL)” programs.653  

 

  

 
 

653  Walter Poetscher (2015). Usage Based Insurance. The New Normal? EY, July 2015. Online: 
http://www.ey.com/Publication/vwLUAssets/EY-usage-based-insurance-the-new-
normal/$File/EY-usage-based-insurance-the-new-normal.pdf [24.07.2016] 
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7. Ethical Reflections on Personal Data Markets (by Sarah Spiekermann) 
 

As we have seen in the above chapters, personal data markets have reached a massive 
scale. Can we accept these in their current form as we move on with a digital economy 
based on information technology?  

Ethical reflections can help to find new ways for the design of personal data markets and 
identify rules for the actors operating within them. We therefore include them in this 
second to last section of our book. I point of course to the limitation that the normative 
theories applied hereafter are those dominating in the Western world. I take three of them 
here and apply them to personal data markets: The Utilitarian calculus, which is the 
original philosophy underlying modern economics (Mill 1863/1987). The Kantian duty 
perspective, which has been a cornerstone for what we historically call “The 
Enlightenment” (Kant 1784/2009), and finally Virtue Ethics, an approach to life that 
originates in Aristotle’s thinking about human flourishing and has seen considerable 
revival over the past 30 years (MacIntyre 1984).  

 

7.1 A short Utilitarian reflection on personal data markets 

The Utilitarian calculus, which originates in works by John Stuart Mill and Jeremy 
Bentham, tries to weigh the beneficial and harmful consequences of actions. As a result of 
such a weighing process one can come to a conclusion on what is best to do (Mill 
1863/1987). What is important to know is that originally Utilitarianism focused on the 
maximization of people’s happiness. While economic theory tended for the past 160 years 
to only emphasize the monetary consequences of actions (utility in money terms). John 
Stuart Mill actually wrote: “…the creed which accepts as the foundation of morals, Utility, 
or the Greatest Happiness Principle, holds that actions are right in proportion as they tend 
to promote happiness, wrong as they tend to produce the reverse of happiness ... and that 
standard is not the agent’s own greatest happiness, but the greatest amount of happiness 
altogether” (1863/1987, pp. 278, 282). Hence, when reflecting hereafter on personal data 
markets from a utilitarian perspective, we must consider many more factors than just the 
financial benefits or harms of these markets. I do so by considering for instance the 
market’s effects on human knowledge, power and relationships presuming that these 
values are important for happiness (based on (Maslow 1970)). For complexity reasons I 
only use General Utilitarianism as my discussion framework (as opposed to Act-, or Rule 
Utilitarianism). 

From a Utilitarian perspective, monetary value is considered a benefit. Investors and 
organizations collecting personal data can monetize it and certainly have a ‘plus’ on their 
Utilitarian balance sheet. Profits are especially justified, when companies redistribute 
some of their profits to pay for the common good through their taxes and create 
employment. Yet, profits need to be made on legitimate and fair grounds. As game theory 
has shown for decades, purely one-sided financial benefits of players are perceived as 
unfair by those market participants that do not share in the profits (Tisserand 2014). And 
so, if companies and data brokers continue leveraging financial benefits of personal data 
trading without data subjects’ active share in the profits, they might see a destabilization 
of their business in the mid- to long term. Behavioral economics clearly suggests that 
people or “data subjects” would need to be financially compensated for their data 
somehow. 

If we now assumed that at some point personal data markets found forms of profit 
sharing, then on economic grounds personal data markets would appear advantageous or 
catering to some form of “happiness”. Yet, as outlined above, Utilitarianism embeds a 
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perspective, which has been a cornerstone for what we historically call “The 
Enlightenment” (Kant 1784/2009), and finally Virtue Ethics, an approach to life that 
originates in Aristotle’s thinking about human flourishing and has seen considerable 
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market’s effects on human knowledge, power and relationships presuming that these 
values are important for happiness (based on (Maslow 1970)). For complexity reasons I 
only use General Utilitarianism as my discussion framework (as opposed to Act-, or Rule 
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From a Utilitarian perspective, monetary value is considered a benefit. Investors and 
organizations collecting personal data can monetize it and certainly have a ‘plus’ on their 
Utilitarian balance sheet. Profits are especially justified, when companies redistribute 
some of their profits to pay for the common good through their taxes and create 
employment. Yet, profits need to be made on legitimate and fair grounds. As game theory 
has shown for decades, purely one-sided financial benefits of players are perceived as 
unfair by those market participants that do not share in the profits (Tisserand 2014). And 
so, if companies and data brokers continue leveraging financial benefits of personal data 
trading without data subjects’ active share in the profits, they might see a destabilization 
of their business in the mid- to long term. Behavioral economics clearly suggests that 
people or “data subjects” would need to be financially compensated for their data 
somehow. 

If we now assumed that at some point personal data markets found forms of profit 
sharing, then on economic grounds personal data markets would appear advantageous or 
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more holistic decision spectrum than just financial benefits. So I take another important 
value created in personal data markets, which is likely to be impacted by personal data 
markets: knowledge extractable from Big Data. 

So far, the knowledge created about people’s behavior is asymmetrical. In our current 
personal data market design, knowledge has become a powerful value from which only a 
few service monopolies benefit; for instance data brokers like Acxiom, BlueKai, and large 
data collectors, such as Google, Apple or Facebook. We have talked about “power 
imbalances” in the chapters above. Hence, the social utility potentially created through Big 
Data knowledge among a few players is counterbalanced by the drawback of power 
asymmetries.  

Power asymmetries breed distrust and undermine cooperation. In personal data markets, 
distrust can be observed in at least  two forms: between economies, and between 
corporates and people. Firstly, most European economies don’t have powerful data 
brokers. Their legal framework (i.e. the EU Directive on Data Protection 95/46/EC) have 
not allowed for the rise of this phenomenon at the same scale as was the case in the US. As 
a result, European companies and institutions don’t benefit from the potential knowledge 
aggregation inherent in personal data markets to the extent that American players do. The 
result is a rising political tension between the US and the EU on this matter. Secondly, as 
we have shown above, people don’t know how much corporates know about them. The 
people who provide their data don’t learn anything about themselves from the knowledge 
that others hold about them. In contrast, they are exposed to potential manipulation and 
economic disadvantages (Christl 2014). So, taken together, the utility created through 
personal data markets’ knowledge potential is neutralized (or even negatively 
outweighed) by power asymmetries and their consequences.  

Political and technical design could change this calculus though! If it were possible to build 
personal data markets as symmetrical knowledge structures, in which people get full 
insight into what companies know about them, societies might become more 
knowledgeable and thoughtful. What would happen if Facebook were willing to give me 
feedback on the entire data pool they hold about me, telling me not only about the raw 
data they have, but also what my data tells them and others about me? Who I am 
psychologically, emotionally as well as socially according to their current analytical 
models? The learning and sensitivity I might gain from this insight could be beneficial for 
me as an individual. I might grow and become more humble upon such feedback. 
However, I might also be so shocked about the conclusions Facebook’s algorithms make 
about me that I would like to ensure nobody knows about all of this except me. I might 
demand choice and control over my data as a result. As a European I might also prefer to 
have my data stored and processed in Europe. Moreover, I could also feel that self-
tracking is not good for my development as a person and I might therefore prefer to not 
participate in it at all. If all of this were granted, including exit- and control rights, then 
knowledge asymmetries between users and corporates could largely disappear. 

Taken together: The political and technical design of personal data markets has the 
potential to assure two-sided knowledge and symmetry of power. If market players and 
policy makers went down this balanced ‘knowledge-creation’ path, then a positive 
argument would be created on the Utilitarian balance sheet.  

Knowledge, power and money are not all we care about. Other crucial values for 
consideration in a Utilitarian calculus are the importance of honest and free 
communication between humans and our need for belongingness. Some parts of this 
belongingness can be nourished through our exchanges with others online. How do 
current data markets play into this dimension? 

The digital realm has a huge potential for honest communication. Scientists talk about a 
‘disinhibition effect’ online (Suler 2004). People tend to be more willing to say what they 
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think online and overcome their possible shyness. Except for excesses of disinhibition (i.e. 
trolling behavior), peoples’ opening-up behavior can be considered as a positive side of 
the Web. It can add to people’s inner peace, freedom and chances to make friends. In 
virtual worlds for instance it has been recognized that sometimes friendships develop, 
which are more honest and straightforward from the start (Yee 2014). However, data 
markets are currently designed such that they systematically monetize our personal 
exchanges and sell and analyze our relational data. Being in a virtual world I can never be 
sure that my behavior and my discussions there with others will not be analyzed, 
monitored, sold or added to a psychological profile. As a result, the darker or idiosyncratic 
part of my identity cannot be expressed or strive online. I hold myself back. The Facebook 
studies we conducted at WU Vienna have shown that over 90% of the users on the social 
network “think twice” before they post something about themselves (Futurezone 2012). 
We have discussed in the above chapter to what extent people self-censor and might 
engage in “anticipatory conformity” (Zuboff 2015). 

Holding oneself back in the way it is done today may just be the start. If personal data 
markets advance and people become more aware of being watched or their 
communication being potentially used against them, it might be that strategic 
communication could become the norm online. Even more so, if personal data markets 
allowed people to make money on their data and their online conversations, 
communication could become strongly calculus-driven. Already today, people engage in 
‘impression management’ online. Trying to trick machines into paying higher prices for 
keywords used in artificial communication online seems far-fetched these days, but 
cannot be excluded as a potential scenario. If this happened, then the human relationships 
involved in this online communication could seriously suffer as a result.  

Such negative effects could be mitigated through good technical design. If we ensured 
truly private rooms in the digital realm where our data was neither monitored nor sold, 
but instead encrypted, anonymized and deleted (when no longer useful to the individual), 
then we could have more honest and deliberate communication online; potentially 
building very truthful relationships on digital platforms. The digital realm could 
contribute to our freedom and autonomy where needed.  

Taken together, a few short Utilitarian reflections on personal markets show that their 
ethicality depends crucially on their technical and organizational design. Unfortunately, 
their currently observable design as reported in this study with their one-sided financial 
gains, knowledge asymmetries and lack of privacy undermine their ethicality from a 
Utilitarian perspective.  

Utilitarian philosophy is only one angle to think about the ethicality of an act or a 
phenomenon. As outlined above other philosophical perspectives can complement 
Utilitarian reasoning. Therefore, the next section is going to look at personal data markets 
from a deontological perspective.  

 

7.2 A short deontological reflection on personal data markets 

The word “deontology” roots in “deon”, a Greek word that stands for duty. Deontology is a 
philosophy of obligation, which flourished in 18th century Europe. One of the main fore 
thinkers of deontology was Immanuel Kant. Kant (1724–1804), a German philosopher, is 
regarded as one of the most influential thinkers of “The Enlightenment in Europe”. He 
wanted to create a universal justification for moral actions. In order for moral 
justifications to be rational, he argued that the consequences of an act might be too much 
subject to the volatile ideas of human happiness and could therefore not serve as a reliable 
moral guideline. So he effectively questioned the Utilitarian kind of reasoning I have used 
above. 
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more holistic decision spectrum than just financial benefits. So I take another important 
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think online and overcome their possible shyness. Except for excesses of disinhibition (i.e. 
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A moral obligation, which he called a “categorical imperative,” can be justified only by 
something that is a universal principle in itself. So Kant formulated a Categorical 
Imperative that more specific actions should conform to. The first part of this imperative 
reads as follows: “Act only in accordance with that maxim through which you can at the 
same time will that it become a universal law” (Kant 1785/1999, p. 73, 4:421). Note the 
use of the word “maxim” here. For Kant, maxims are not just values that one can try to live 
up to. Instead, maxims are a kind of subjective law or ‘principle of action’ that can be 
universalized and upon which one has the duty to act. Take the example having the maxim 
to never lie to anyone. Wanting to tell the truth would not be enough for Kant. In Kant’s 
sense, I have the duty to never lie or to always tell the truth (“Act only according to that 
maxim”). Why is Kant so strict? Because of the ethical confidence we can then have in our 
surroundings. If the above maxim would be a universal law then we could fully trust that 
everyone tells the truth.  

Kant also argued that there should be a universal principle that guides my considerations 
on what are worthwhile maxims: this is that in our maxims human beings should always 
be treated as ends in themselves and never only used as a means to something. For this 
reason, he completed his Categorical Imperative with a second part that stressed human 
dignity: “So act that you use humanity, whether in your own person or in the person of 
any other, always at the same time as an end, never merely as a means” (Kant 1785/1999, 
p. 80, 4:429). 

In Kant’s philosophy, maxims are always subjective principles that are supposed to be held 
by a person; notably by the person who is supposed to take an ethical decision. When a 
person needs to make an ethical decision, Kant reasons that they should behave as if they 
would not only decide for themselves, but as if they were a “universal lawmaker”. Note the 
difference between Utilitarianism and Deontology in this regard: Utilitarianism allows for 
reasoning at an abstract level, weighing pros and cons of something without taking any 
actual subjective stance. For instance, I can argue that the pros of personal data markets 
are more knowledge, but the cons are more power asymmetries. The argument is valid, 
but the individual decision maker or lawmaker or analyst of personal data markets that is 
formulating this utilitarian argument is not personally touched or involved in this 
observation. He or she does therefore not perceive any duty to act towards anyone upon 
the analysis. Utilitarianism is hence analysing personal data markets ‘neutrally’. Thomas 
Nagel would have critically referred to this neutrality as practicing “a view from nowhere” 
(Nagel 1992). 

Kant in contrast requires ethical decisions to be taken from a personal position that 
involves subjective principles. If we want to use the Categorical Imperative to ethically 
judge personal data markets, then we therefore need to put ourselves in the shoes of a 
concrete person who is personally involved with the object of analysis. When it comes to 
personal data markets this could be any fictitious or real person who is involved in them. 
Ideally we choose a person who is coming close to being a true “universal lawmaker” in 
these markets. This could be a person who is running a personal data market, such as 
Scott Howe, current president and CEO of Acxiom, Lawrence J. Ellison, head of Oracle and 
Bluekai or someone else in a comparatively powerful position. To make the following 
reasoning didactically entertaining I allow myself to engage in the deontological analysis 
of personal data markets by taking Scott Howe of Acxiom as an exemplary ‘universal 
lawmaker’ who could be asked to decide on the ethicality of practices that his proprietary 
personal data company engages in.  

The maxim of Scott Howe could be to have Acxiom engage in or abstain from certain 
means of data collection, aggregation, analysis, sharing and monetization. From a 
deontological perspective the question is what universal law Scott wants for himself and 
others. He needs to personally want that the data-activities in which Acxiom engages in 
should always take place in the way he designs them for his company (or signs them off). 
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For this purpose it is crucial to discuss personal data markets’ practices one by one. 
Potential duties arising with data collection are very different from duties relevant in data 
aggregation or analysis. Deontological analysis forces us to look at all market activities 
separately. For reasons of length of this report I will do so in the following only for the 
activity of data collection.  

Scott Howe could theoretically hold the maxim “Always collect the data of the people such 
that the people do not know what has happened (because they are not asked for their 
explicit and informed consent).“ But deontological ethics questions whether such a 
position is realistic. Deontological analysis seeks to understand whether Scott Howe can 
really want such invisible collection to become a universal law. Instead of taking a “view 
from nowhere” the philosophical theory demands to reflect on what the CEO would want 
for himself as well (the philosopher puts himself into the shoes of the universal 
lawmaker). So, would Scott Howe want to have his own personal data collected without 
his knowing? How much time would he want to invest into reading and understanding 
terms and conditions? What intimate data would he want to have collected at all about his 
personal life and the lives of his friends? I could presume that rationally and in his own 
self-interest Scott Howe can actually not want that the data Acxiom processes about 
himself and others to be collected without his conscious and explicit knowing and free 
consent; for instance information about his body weight, health status and diet, sleep 
quality and mental stress; his private phone number and place of residence, favourite 
leisure spots, personal relationships, secret passions, collections and weaknesses? In 
contrast, it seems rational that Scott Howe would want his personal data to be collected by 
parties he engages with only with his fully conscious, informed and explicit consent. Ethics 
from a deontological perspective demands that Scott’s duty resides in now applying this 
subjective principle to his corporate decisions. If we think this to the end, Scott and his 
team at Acxiom would now need to think about how to make informed and conscious 
ethical data collection possible from a technical and organizational perspective. Many 
potential actions could be taken. For instance, Acxiom could require its data suppliers to 
prove that the data subjects’ informed consent was given for all of Acxiom’s data 
processing purposes. To ensure that informed consent was given, it might support 
standards for controlled and policy-based data flows, such as sticky policies (Casassa 
Mont et al. 2003). Acxiom might offer end-users full access to their personal records, the 
analysis that is done on the basis of these records and allow for dynamic consent 
procedures (Kaye et al. 2014). Acxiom might start working only with partners that are 
certified for fair data collection practices, etc. I do not want to expand here on the full list 
of potential actions Acxiom could engage in to enable Scott Howe’s maxim. But what we 
see from the line of arguments is that the ethical reflection leads to organizational and 
technical design measures available to fulfil the maxim.  

Can we presume that Acxiom would be ethically on the safe side if it thus followed Scott 
Howe’s new maxims? Unfortunately, not yet from a deontological view.  

According to deontological thinking, ethical judgments need to consider the 2nd formula of 
the Categorical Imperative as well. This formula condemns practices where people serve 
only as a means to an end. Are they only a means in the data collection process to reach a 
certain end? The answer to this question is straight forward: If we use people just as a 
means to get their signature under a data-sharing contract, then the 2nd formula of the 
Categorical Imperative is not fulfilled. This is what mostly happens today. People’s notice 
and choice (if it is granted) does not aim to easily inform people as we have shown above. 
In contrast: Often people are just used to give their signature so that companies then have 
a free ticket to use their data and make money. Current data collection may then be 
permissible from a legal perspective, but from a duty-ethical perspective it is not 
appropriate.  
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So in order to fulfil the 2nd part of the Categorical Imperative what would be Scot Howe’s 
duty? One strategy could be to position the data collection process in a different way than 
it is being done today. It is possible to view data collection as a means of deliberate 
participation in the crafting of a better world that thrives on more knowledge (as 
discussed in the Utilitarian analysis above) and that sees less fraud. Personal data markets 
can give people the opportunity to participate and share in these goals. Companies like 
Acxiom could collect data from fully conscious individuals who are willing to share their 
data for explicit causes. The key to this path is one thing: People would need to 
autonomously buy into these goals. Autonomy is a key to Kant’s understanding of ethical 
conduct. 

Autonomous and free consent to data collection would mean that, first, data subjects would 
need to learn about all of the purposes pursued with their data and they would then need 
to consent to these one by one. Most importantly, this fine-grained consent would need to 
be given freely. Data subjects today are often forced into data sharing, because if they deny 
sharing, they are denied service delivery. Such enforcement for data sharing contradicts 
Kant’s Categorical Imperative. Enforcement can also be very subtle; i.e. psychological 
pressure can be put on people by repeating mantras to them, such as “sharing is caring”, 
etc. Data collectors need to abstain from any of such manipulative tactics. They need to be 
very frank, and let the people decide as they want to. They need to be ready to forgo many 
opportunities for collecting data from people who simply don’t want to share. And they 
need to be willing to provide non-sharers with the same service as everyone else (even if 
this implied less profit for them). Only if data collecting companies act this way will they 
enter the ethical white-zone; at least from Kant’s deontological perspective.  

 

7.3 A short virtue ethical reflection on personal data markets 

The virtue ethical approach to decision-making and behavior is a 20th century rediscovery 
of Aristotelian philosophy (Aristotle 1915; Aristotle 2000; Hursthouse 1999; MacIntyre 
1984). Virtue-ethical thinking focuses on the long-term flourishing or wellbeing of people; 
a wellbeing that might become affected by certain behaviors, technology, or the existence 
of personal data markets. In Aristotle’s view a virtuous life is a necessary condition for 
flourishing; or achieving what he calls “eudemonia” (often translated as “wellbeing”). Two 
concepts are particularly constitutive of virtuousness, and enable eudemonia: these are 
arête and phronesis (Hursthouse 2012).  

Arête stands for an excellent character expressed in well-balanced behaviors towards 
oneself and others (golden-mean behaviors). Aristotle pulls out the nature of arête in his 
“Nicomachean Ethics” where he describes a number of concrete virtues such as courage, 
temperance, high-mindedness, veracity, generosity, etc. (Aristotle 2000). These virtues are 
examples, which illustrate the meaning of arête. A noteworthy aspect of arête is that 
virtuous behavior is generally not instrumental to anything. Instead it is driven out of an 
inner compass for what is right and good. The world of literature and film is full of 
examples of arête: for instance the fairy tale character Cinderella, Jane Bennett in Jane 
Austin’s novel Pride and Prejudice or the protagonist Jake Sully in James Cameron’s recent 
film ‘Avatar’.  

A core virtue leading to people’s flourishing (also called “eudemonia”) is phronesis. 
Phronesis stands for practical wisdom. It is the knowledge and ability of a person to take 
right and just decisions. Phronesis is not about rules that can directly be applied (such as 
legal regulations). Instead phronesis implies the ability to recognize in a situation what it 
is that does justice to the virtues, people, and goods involved. Phronetic leaders are good 
in prioritizing the right actions and recognizing a relatively complete spectrum of 
consequences; including the “soft” or long-term consequences of decisions for virtues, 
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persons and goods. Phronesis seems vital for instance to make good judgments on the 
utilitarian weights of the costs and benefits of personal data markets that I outlined above 
in the Utilitarian analysis.  

Unlike Utilitarianism that focuses on consequences and deontology that focuses on 
universal law makers, virtue ethical analysis focuses on the effects of actions on people. In 
the personal data market context virtue ethical analysis asks whether the technical, social 
and economic manifestations of data markets will influence people’s lives such that they 
impede or hinder them to become the kind of person that possesses arête and phronesis. 
Could personal data markets lead to subtle unconducive conditions of oppression that bar 
people from cultivating their virtues and develop phronesis and arête? In doing so, could 
they impede people’s flourishing in any way? In the words of Lisa Tessman: Could 
personal data markets create a condition of “systemic constitutive bad luck”? (Tessman 
2005) A bad luck that then undermines the long-term goodness of those affected. 
To answer these questions, it is helpful to envision a concrete person (actor) who might 
live in a future world in which personal data markets strive. Let’s take a fictitious person 
called Bill who is seriously overweight and has therefore started to use a health-tracking 
device. The device measures his weight, transpiration, heart rate, cholesterol, fat, steps 
and movements, calories, body posture, etc. Bill has acquired the device as part of his plan 
to do a lot of sports in order to bring his body back into a healthy condition. Yet, this plan 
turns out to be extremely hard and the device’s data suggests that Bill’s plan has failed.  
Projecting today’s technical architectures into the future, all or most of Bill’s data would 
probably flow uncontrolled to the health app provider who might sell it on and share the 
data with 3rd parties, including insurance companies, data brokers, employers, etc. The 
health app may be free, but it is very likely that Bill’s data then turns against him. His 
health insurance rate might go up more steeply than expected. The number of invitations 
he might get as a result of his applications for sales jobs might be lower than he expected. 
Bill may not know that his health app data is behind this ‘systemic constitutive bad luck.’ 
The virtuousness of his character might not be directly impacted by the fact that invisible 
forces make life more difficult for him. However, what could happen is that he becomes 
depressed or angry. The chances to live a good life and to benefit from the flourishing his 
good character actually deserves are reduced. The data-driven circumstances might lead 
to a character change in Bill who might turn from a positive character into a frustrated 
one. That said, it could also be that Bill’s positive character is extremely resistant and that 
his person and behavior does not change much when faced with a data-world driving his 
life into a negative spiral. Virtue ethical analysis projected into a likely future does not give 
definite answers. It just helps to envision scenarios with a potential likelihood.   
Virtue ethics also allows for analysis at both the organizational and societal level. Let’s 
therefore take a step back from Bill as a person and look at society at large: We must ask 
the question how an economy and a society evolves in which people start feeling 
discriminated   because of their data profiles. Their feelings and perceptions towards 
anyone they meet (e.g. employers, the state), or any service they use (e.g. health apps) 
could become increasingly marked by distrust and ambiguity. People might start 
presuming that the vis-à-vis knows more about them than they do about him; that no 
matter where they turn, they confront a knowledge asymmetry that puts them into a 
weaker position than they could be in if there was no data sharing. If this evolution is 
permitted to happen, we will see a society reigned by distrust and lack of loyalty; or as 
Hume anticipated it: A society in which everyone is everyone else’s wolf. This is indeed a 
very negative virtue ethical outlook. 
A second scenario could be considered that combines personal analysis with societal 
implications. Let’s presume people would receive property rights in personal data and 
could financially benefit from data markets. This is what the Utilitarian analysis above 
recommends. In such a scenario, Bill would be very well aware that his health data is 
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So in order to fulfil the 2nd part of the Categorical Imperative what would be Scot Howe’s 
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persons and goods. Phronesis seems vital for instance to make good judgments on the 
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shared and with whom and under what conditions. Let’s say that Bill is not too rich. 
Therefore he has made a deal with the health app provider and licensed out the usage of 
his health data for the next five years to come. He also struck  a deal with his health 
insurance company that receives the data, tracks his progress and allows him in return a 
10% discount on this rate over the next 5 years. At first sight, this looks much better than 
the kind of intransparent data-world we are in right now. Bill actually might have taken a 
prudent decision by selling his data, because this deal motivates him to a certain degree to 
really change his fitness behavior. Through experience he might be conscious of the fact 
that he will not endure a fitness plan if he does not put himself under some financial 
pressure to succeed. I also assume that Bill knows everything that his insurance company 
knows about him. Loyalty and trust is created due to such knowledge symmetry. From a 
virtue ethical perspective (which looks at his personality development) at first sight there 
seems to be no risk to Bill. 
However, there is a serious virtue ethical risk in this scenario: What happens if Bill loses 
weight and becomes quite sportive within a year. He has reached his health goals. He has 
formed a good health-habitus. But still he is forced to continue sharing his data. He is not 
allowed to stop using the health device, as he would naturally want to. Instead, he is 
forced to continue using it and bravely upload his data, because otherwise he would 
experience considerable financial loss. Naturally, he will become aware of the fact that he 
sells himself, or parts of himself. He realizes that he has made a deal of himself. He might 
become aware that there is a long-term monitoring of his person happening at real-time. If 
such awareness arises, it might not be healthy for Bill’s perception of the self. He might 
start seeing himself with different eyes. He might see himself as directed by others, as 
being forced to serve interests, which are not his own. And he might start disliking the 
service provider, the insurance provider and all those parties who deprive him of his 
liberty to use or not use technical services as he likes to. If data deals are so designed , that 
people cannot easily opt out of them anymore, liberty is most likely to suffer. And people 
who have sold their digital identity might lose faith in their own virtuousness. Their 
behavior could start to become instrumental instead of natural. Virtue would suffer. At 
least this is a possibility. 
The kind of envisioning of the future that is necessary for virtue ethical analysis is of 
course speculative. The true effects might come out completely differently. Still, they are 
likely and in technology design and policy making it is finally only this exercise of 
informed anticipation and envisioning that allows us to make virtuous decisions (Nonaka 
et al. 2008).  
 
7.4 Conclusion on ethical reflections 

Taken together, I would argue that the short ethical analysis of personal data markets in 
this chapter suggests that these markets have negative ethical implications in the way 
they currently operate. They must therefore be regarded with great caution. Property 
rights might alleviate the effects of personal data markets to some extent. But they are 
dangerous from a virtue ethical perspective, because they might lead us into an extensive 
commercialization of the self. The technical and legal design of personal data markets 
must also be carefully crafted to ensure the long-term liberty of people. In particular, it 
must be ensured that people can exit data deals at any time and that such exits will not 
lead to negative consequences for them. Personal data should never become an asset that 
people are forced to sell. They must freely and autonomously consent to data collection 
and have the ability to recall this consent at any time. They should have full transparency 
of their data and most importantly the knowledge that is created from it. Only if these 
requirements are met by the relevant industry players and all the small market 
participants (such as app providers) can personal data markets receive some ethical 
legitimacy. 
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8. Recommended Action 
 

“You have to fight for your privacy or you will lose it” 
Eric Schmidt, Google, 2013654 

 

A society based on ubiquitous digital tracking that is happening in an intransparent 
manner and systematically discriminating people for economic advantage raises serious 
concerns about the future of freedom, democracy, autonomy and human dignity. We have 
argued above that there is a massive power imbalance between individuals and networks 
of companies processing vast amounts of information about the lives of billions of people. 
To date, individuals have limited ways to protect themselves from corporate surveillance; 
even if they take the unrealistic step to remain largely offline. 

So where do we go from here?  

Very often reports such as this one or academic work come to the conclusion that 
regulators need to do something. As the film “Democracy”655 shows very well, the 
regulator is not in an easy position. It is being said that over 2,000 lobbyists were hired 
exclusively to turn the new European framework for personal data regulation, the so-
called “GDPR”, into a weak piece of legislation. The corporate power in favor of corporate 
surveillance is a “network of control” in itself. Over 4,000 amendments were made to the 
GDPR’s version as proposed by Jan Albrecht, its rapporteur in the European Parliament. 
Many of the good suggestions that got ratified by the European Parliament were then 
twisted and weakened in the Council. Member states are known to have been sending 
representatives to Council negotiations who were known to have highly personal 
relationships with lobbyists.  

The lobby network operating in the IT industry is so vast and so powerful and so 
unscrupulous that we believe the only way to move into a better future is to thoroughly 
publish any personal encounter between policy makers and industry 
representative as well as the lawyers that work for them. Tools such as LobbyPlag656 and 
organizations such as Transparency International should be heavily supported by donors, 
crowdfunding initiatives and governments themselves. Governments should support 
co-operations between NGOs and universities so that NGOs can leverage the existing 
educational infrastructure and universities’ educational programmes can benefit from the 
positive energy and knowledge that activists often hold. In fact, governments have an 
interest in supporting such co-operations, because the power of states is equally 
diminished by the data/information imbalances created by personal data markets (i.e. in 
the field of identity management). 

Below, we provide a selection of recommendations based on our findings, ranging from 
regulation to crucial challenges regarding transparency, education and knowledge across 
society. In addition, we present a technical and legal model for a privacy-friendly digital 
economy, which has recently been introduced by one of the authors of this report. 

 
 

654  Colvole, R. (2013): Eric Schmidt interview: 'You have to fight for your privacy or you will lose it'. 
The Telegraph, May 25, 2013. Online:  http://www.telegraph.co.uk/technology/eric-
schmidt/10076175/Eric-Schmidt-interview-You-have-to-fight-for-your-privacy-or-you-will-lose-
it.html [30.08.2016] 
655  http://www.imdb.com/title/tt5053042/  
656  http://lobbyplag.eu [30.08.2016] 
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8.1 Short- and medium term aspects of regulation 

In the United States strict regulation exists in some select sectors such as health, finance 
and education, but the corporate processing of personal data is widely permitted in many 
other contexts (Solove and Schwartz 2015). Most consumer data is not covered by any 
specific privacy law (CDT 2010, p. 5). The U.S. continues to follow a “harms based” 
approach to privacy. And as virtual harms are not immediately felt by individuals and are 
hardly ever provable, U.S. law has been widely ineffective to protect its ‘virtual citizens’ 
who are processed in its databases. In the European Union, in contrast, data protection is 
regarded as a fundamental right and legally, companies can process personal data only 
under strict conditions.657 The most important pieces of legislation to reflect on are the 
recently published EU General Data Protection Regulation (GDPR) and the e-Privacy 
Directive. Can we place trust into these pieces of regulation? 

After years of negotiation and discussion the GDPR will finally come into effect in 2018 
and replace the Directive from 1995. The GDPR aims to harmonize privacy legislation in all 
EU member states. Also companies from outside the EU will have to comply with the 
GDPR, when they offer services, process data or “monitor behaviour” of European citizens. 
Infringements can be subject to fines up to 20 million Euro or 4% of the “total worldwide 
annual turnover”.658 The GDPR is certainly not perfect. Both privacy advocates and 
industry have concerns, but accept it as a compromise.659 The digital rights organization 
EDRi called the GDPR “lacking ambition but saving the basics”.660 A representative of the 
Interactive Advertising Bureau (IAB) called it an “imperfect piece of legislation”, but there 
would be “no use in crying over spilled milk”.661 Still, both sides see “foggy” notions662, 
unpredictability663, “undefined” terms, “ambiguities”, “mechanisms that are not clear”, 
“sweeping provisions that could be interpreted in widely different ways”.664 

From a privacy perspective, the GDPR has some major drawbacks, including, but not 
limited to:  

 the “right not to be subject” to automated decisions and to profiling is limited to cases, 
which “significantly” affect individuals.665 But who defines this significance? 

 “explicit” consent to data collection is only required for the processing of sensitive 
personal data, while “consent” is enough for all other kinds of data.666 Since the list of 
sensitive data is limited this could weaken the consent requirements for normal 
ubiquitous data collection we report on above.  

 
 

657  http://ec.europa.eu/justice/data-protection [30.08.2016] 
658  GDPR final text 
659  See e.g. Hughes, T. (2016): General Data Protection Regulation: A Milestone Of The Digital Age. 
TechCrunch, Jan. 10, 2016. Online: https://techcrunch.com/2016/01/10/the-biggest-privacy-law-
in-the-world-has-arrived/ [30.08.2016] 
660  https://edri.org/eu-data-protection-package-lacking-ambition-but-saving-the-basics  
[30.08.2016] 
661  http://www.iabeurope.eu/all-news/press-releases/statement-on-the-adoption-of-the-general-
data-protection-regulation/  [30.08.2016] 
662  https://edri.org/eu-data-protection-package-lacking-ambition-but-saving-the-basics/  
[30.08.2016] 
663  http://policyreview.info/articles/analysis/beyond-consent-improving-data-protection-through-
consumer-protection-law  [30.08.2016] 
664  Dockery, S. (2016): Uncertainty Abounds in Europe’s Data privacy overhaul. The Wall Street 
Journal, April 25, 2016. Online: http://blogs.wsj.com/riskandcompliance/2016/04/25/uncertainty-
abounds-in-europes-data-privacy-overhaul/  [30.08.2016] 
665 https://www.eaid-berlin.de/?p=930  [30.08.2016] 
666 Ibid. 
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 The GDPR allows companies to process personal data of individuals without consent, 
when it is “necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party”. The “legitimate interests” listed include fraud 
prevention, network security and direct marketing.667 This could mean that much data 
collection and processing done today may actually continue as is.  

Finally, the GDPR has lost the simple power the 95/46/EC Directive had (its predecessor). 
It is very hard to handle by normal legal offices. Figure 5 shows the complexity of articles 
within the GDPR that is created only through the practice of constant cross-referencing 
between articles within it. We fear that only specialized legal practices will be successfully 
able to handle this piece of legislation. These legal offices are again in the dilemma that 
they live on paying customers, which typically pay them for legal trials or defences of their 
dubious practices. We fear that this corporate reality will lead to a systematic 
interpretation of the GDPR that is not in line with the original ideas of privacy idea that 
were embedded in it. 

 
Figure 5: Crossreferencing of articles within GDPR (created by Sushant Agarwal, Institute for 
Management Information Systems, 2016) 

 

We therefore recommend the development of one or several digital tools that support 
the easy analysis and comprehension of the GDPR (as well as other privacy laws). Such 
tool(s) may visually enhance the legal text and turn it into a click-and-learn project. The 
tool might link for instance to simple documents, which provide a privacy-friendly version 
of interpretations that can be derived from the original text. Such tools should be freely 
available to the public and help people to learn about their rights. Governments and NGOs 
could set up public help-desks that support people in using these tools and learn about 
their rights. Universities could develop, maintain and refresh such tools that are also 
usable also in education. 

At least equally important for privacy is the upcoming European ePrivacy Directive, 
which “particularises and complements” the GDPR by “setting-up specific rules concerning 
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Infringements can be subject to fines up to 20 million Euro or 4% of the “total worldwide 
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industry have concerns, but accept it as a compromise.659 The digital rights organization 
EDRi called the GDPR “lacking ambition but saving the basics”.660 A representative of the 
Interactive Advertising Bureau (IAB) called it an “imperfect piece of legislation”, but there 
would be “no use in crying over spilled milk”.661 Still, both sides see “foggy” notions662, 
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From a privacy perspective, the GDPR has some major drawbacks, including, but not 
limited to:  
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which “significantly” affect individuals.665 But who defines this significance? 
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personal data, while “consent” is enough for all other kinds of data.666 Since the list of 
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ubiquitous data collection we report on above.  
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 The GDPR allows companies to process personal data of individuals without consent, 
when it is “necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party”. The “legitimate interests” listed include fraud 
prevention, network security and direct marketing.667 This could mean that much data 
collection and processing done today may actually continue as is.  

Finally, the GDPR has lost the simple power the 95/46/EC Directive had (its predecessor). 
It is very hard to handle by normal legal offices. Figure 5 shows the complexity of articles 
within the GDPR that is created only through the practice of constant cross-referencing 
between articles within it. We fear that only specialized legal practices will be successfully 
able to handle this piece of legislation. These legal offices are again in the dilemma that 
they live on paying customers, which typically pay them for legal trials or defences of their 
dubious practices. We fear that this corporate reality will lead to a systematic 
interpretation of the GDPR that is not in line with the original ideas of privacy idea that 
were embedded in it. 

 
Figure 5: Crossreferencing of articles within GDPR (created by Sushant Agarwal, Institute for 
Management Information Systems, 2016) 

 

We therefore recommend the development of one or several digital tools that support 
the easy analysis and comprehension of the GDPR (as well as other privacy laws). Such 
tool(s) may visually enhance the legal text and turn it into a click-and-learn project. The 
tool might link for instance to simple documents, which provide a privacy-friendly version 
of interpretations that can be derived from the original text. Such tools should be freely 
available to the public and help people to learn about their rights. Governments and NGOs 
could set up public help-desks that support people in using these tools and learn about 
their rights. Universities could develop, maintain and refresh such tools that are also 
usable also in education. 

At least equally important for privacy is the upcoming European ePrivacy Directive, 
which “particularises and complements” the GDPR by “setting-up specific rules concerning 
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the processing of personal data in the electronic communication sector”.668 Not 
unexpectedly, privacy advocates have stated drastic expressions of concern. For example, 
EDRi, which is representing more than 30 civil and human rights organizations all over 
Europe669, stated that the “huge lobby against the GDPR” would now be “hard at work, to 
completely destroy the ePrivacy Directive”.670 

No matter the concrete arrangements of today’s European legal landscape, we generally 
recommend to focus on the following legal issues and suggestions, which NGOs, academics 
and privacy-friendly experts have identified as important for a long time: 

 We need better enforcement of existing (and upcoming) law. This includes not only 
high sanctions for data breaches, but also an infrastructure that allows citizens access 
to legal trials in this field. 

 Profiling and targeting individuals based on pseudonymous identifiers (e.g. device 
IDs, cookie IDs, “hashed” identifiers derived from email addresses or phone numbers, 
and other “internal” pseudonymous identifiers) is not “anonymous” as often expressed, 
and should therefore be considered as processing of personal data (see chapter 5.6). 

 When an identifiable individual is attributed, labeled, classified, scored, rated or 
judged in any way, this should be considered as processing of personal data, also when 
methods of analytics are not merely or not at all based on data about the same 
identifiable individual. As soon as such an attribute is attached to an individual and 
“used to single out a person, regardless of whether a name can be tied to the data” 
(Borgesius 2016), it should be considered as personal data. For example, when a 
sensitive attribute such as health status or sexual orientation is not collected from a 
person, but predicted based on data from others, and then attached to this person, it is 
personal data. 

 The re-identification of individuals from anonymized data sets should be forbidden 
and integrated into criminal law. 

 We believe that individuals should have the right to know which data about them is 
being collected and which purposes it is being used for. Subsequently, letting 
companies process data about individuals for purposes such as direct marketing 
without informed consent and just based on their “legitimate interests” is 
problematic. In the case of “legitimate interests” such as fraud prevention and network 
security it is crucial to guarantee 1) some form of accountability for inaccurate 
decisions 2) ways to object inaccurate decisions 3) data collected for fraud prevention 
and network security under the premise of a “legitimate interest” must not be used in 
other contexts, in particular also not in contexts such as marketing, customer 
relationship management and online targeting. 

 We believe that the traditional European approach to regulate the collection and 
processing of personal data based on informed and explicit consent for specific 
purposes as a general rule is important. We recognize that it is highly important to have 
more digital tools developed (personal privacy agents) which support the process of 
constant choice and consenting. These are outlined in more detail and with a focus on 
what should be done in the last chapter below.  

 Regulatory instruments such as anti-discrimination law should be harnessed to 
challenge unfair discrimination and exclusion based on the processing of personal data. 
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 To challenge information asymmetries and power imbalances between individuals and 
networks of corporate surveillance, consumer protection law should “help shift 
power back to consumers by improving participation and accountability” (Rhoen 
2016). This could be particularly relevant in situations, where consumers hardly have 
the choice to avoid common services of today’s digital world such as dominant social 
networks or smartphone operating systems. For example: 

 Every digital service providers should be obliged by law to offer a privacy-friendly 
service version. . 

 Tables with standardized fines for data breaches should be developed (as proposed 
i.e. by Traung (2012)). 

 Consumers should have the right to withdrawal from data contracts without 
experiencing any disadvantages. 

 Given the dominance of very few corporations in specific fields of application, it is 
important to also consider regulatory realms such as competition law. Shoshana 
Zuboff, who points to “markets of behavioral prediction and modification” suggests to 
regulate “excessive and exclusive concentrations” of “behavioral surplus” collected by 
companies “as free raw material” (Zuboff 2016). 

 It is not enough to give individuals the right to access to personal data, which 
companies process about them. More and more companies are calculating opaque and 
arbitrary scores about many aspects of personal life. As Citron and Pasquale (2014) 
stated, regulators “should be able to test scoring systems to ensure their fairness and 
accuracy” and individuals “should be granted meaningful opportunities to challenge 
adverse decisions based on scores miscategorizing them”. We share this view and 
believe that the evaluation and implementation of algorithmic transparency and 
accountability should have a high priority, not only in the field of credit scoring. The 
GDPR will create a “right to explanation” of algorithmic decisions, which “significantly” 
affect individuals.  

 A mandatory public registry of applications processing personal data should be set up 
(where it does not already exist) to enable both consumers and authorities in data and 
consumer protection to inspect, which data is collected and for which purposes it is 
being used. In Austria, a data processing registry has existed for decades.671 Similar 
approaches have also been proposed in other countries. For example, the US-based 
World Privacy Forum suggested a “mandatory public registry of consumer scores” 
(Dixon and Gellmann 2014). One could argue that such a registry sounds like a 
bureaucratic barrier for innovation. We believe that such a registry could be set up in 
an easily accessible form and allow  the registering of applications via online interfaces 
– much more simple than setting up any data collection process. 

 One of the most difficult challenges with data transparency is how to enable innovative 
data-driven applications while accurately informing consumers 1) without making 
them continuously untick privacy notification boxes and 2) without overburdening 
them with hundreds of pages of terms at the same time. The GDPR mentions 
“standardized icons that companies “may” provide to give consumers a “meaningful 
overview” of data processing in an “easily visible, intelligible and clearly legible 
manner”.672 This promising approach should be pursued further. It is reasonable to 
enforce the use of such standardized icons and respective standardization efforts 
are probably under way.  

 
 

671 https://web.archive.org/web/20160829035743/http://www.dsb.gv.at/site/6262/default.aspx 
[30.08.2016] 
672  GDPR final text (European Commission 2016) 
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IDs, cookie IDs, “hashed” identifiers derived from email addresses or phone numbers, 
and other “internal” pseudonymous identifiers) is not “anonymous” as often expressed, 
and should therefore be considered as processing of personal data (see chapter 5.6). 
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judged in any way, this should be considered as processing of personal data, also when 
methods of analytics are not merely or not at all based on data about the same 
identifiable individual. As soon as such an attribute is attached to an individual and 
“used to single out a person, regardless of whether a name can be tied to the data” 
(Borgesius 2016), it should be considered as personal data. For example, when a 
sensitive attribute such as health status or sexual orientation is not collected from a 
person, but predicted based on data from others, and then attached to this person, it is 
personal data. 

 The re-identification of individuals from anonymized data sets should be forbidden 
and integrated into criminal law. 

 We believe that individuals should have the right to know which data about them is 
being collected and which purposes it is being used for. Subsequently, letting 
companies process data about individuals for purposes such as direct marketing 
without informed consent and just based on their “legitimate interests” is 
problematic. In the case of “legitimate interests” such as fraud prevention and network 
security it is crucial to guarantee 1) some form of accountability for inaccurate 
decisions 2) ways to object inaccurate decisions 3) data collected for fraud prevention 
and network security under the premise of a “legitimate interest” must not be used in 
other contexts, in particular also not in contexts such as marketing, customer 
relationship management and online targeting. 

 We believe that the traditional European approach to regulate the collection and 
processing of personal data based on informed and explicit consent for specific 
purposes as a general rule is important. We recognize that it is highly important to have 
more digital tools developed (personal privacy agents) which support the process of 
constant choice and consenting. These are outlined in more detail and with a focus on 
what should be done in the last chapter below.  

 Regulatory instruments such as anti-discrimination law should be harnessed to 
challenge unfair discrimination and exclusion based on the processing of personal data. 
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Zuboff, who points to “markets of behavioral prediction and modification” suggests to 
regulate “excessive and exclusive concentrations” of “behavioral surplus” collected by 
companies “as free raw material” (Zuboff 2016). 

 It is not enough to give individuals the right to access to personal data, which 
companies process about them. More and more companies are calculating opaque and 
arbitrary scores about many aspects of personal life. As Citron and Pasquale (2014) 
stated, regulators “should be able to test scoring systems to ensure their fairness and 
accuracy” and individuals “should be granted meaningful opportunities to challenge 
adverse decisions based on scores miscategorizing them”. We share this view and 
believe that the evaluation and implementation of algorithmic transparency and 
accountability should have a high priority, not only in the field of credit scoring. The 
GDPR will create a “right to explanation” of algorithmic decisions, which “significantly” 
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(where it does not already exist) to enable both consumers and authorities in data and 
consumer protection to inspect, which data is collected and for which purposes it is 
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approaches have also been proposed in other countries. For example, the US-based 
World Privacy Forum suggested a “mandatory public registry of consumer scores” 
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 That said, we believe that all standards that come out of standardization efforts 
foreseen in the GDPR (in the course of delegated acts initiated by the EU Commission) 
should be signed off by the Article 29 Working Party or the privacy board that 
succeeds it. The Article 29 Working Party (Art. 29 WP) is made up of a representative 
from the data protection authority of each EU Member State, the European Data 
Protection Supervisor and the European Commission. It should have the right to block 
proposals coming from standardization bodies that do not meet privacy standards. The 
EU Commission should have a limited and transparent role in such negotiations.  

 It should be ensured that standardization efforts expected from the delegated acts in 
the GDPR are actively accompanied by NGO representatives, chaired by neutral bodies 
and that public representatives balance the views of companies in these bodies. The 
people chairing standardization efforts and controlling the drafts’ wording should not 
be paid by industry, but should be recognized as a neutral party; truly representing 
various stakeholder perspectives. Participation in standardization efforts should be 
free of charge, open for participation, transparent and run – at least in part – virtually, 
so that a wider public can participate. 

Some of these recommendations are not new; certainly not to insiders, academics, policy-
makers and lobbyists in the field of privacy. However, as of today they were not put into 
practice. We therefore believe that it is essential to create much more transparency 
around personal data markets. This report is an effort in this transparency  endeavor.  

 

8.2 Enforcing transparency from outside the “black boxes” 

We feel that we, as a society, cannot wait until today’s networks of ubiquitous digital 
tracking will, whether voluntarily or forced by law, disclose comprehensive information 
about their mostly nontransparent practices. As this study and other reports show, there 
is information available. But most of it is incomplete, fragmented or out of date. 

To challenge the existing information asymmetries and the lack of transparency we 
strongly recommend conducting and supporting further research from “outside the black 
boxes” of corporate surveillance, including, but not limited to the following topics and 
approaches: 

 How do ad tech companies, data brokers, data management platforms and many other 
businesses actually collect, analyze, link and use personal data? How do the actual 
personal data flows across companies look like? 

 To what extent do data-driven practices and technologies in marketing, scoring, fraud 
detection and risk management merge? Where is data on individuals used in 
completely other contexts or for other purposes than it was collected for? 

 Which kinds of algorithmic decisions are being made on individuals, based on which 
data and which kinds of analyses – in marketing as well as in finance, insurance, 
employment, education, law enforcement? How do companies try to change behavior 
based on digital tracking? 

 How could this affect people's lives? Which specific practices could have problematic 
implications for individuals - such as discrimination, social exclusion or amplification of 
existing inequalities? Could many small disadvantages in everyday life cumulate to a 
major disadvantage? How could this affect equality, freedom, autonomy, human dignity 
- on both an individual and societal levels? What impacts exist for the individual psyche 
and development as a personality? 
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 Technical approaches for the investigation of algorithmic systems from the outside, so-
called “black box testing”, can help to map data flows and discover, how which data and 
behavior is influencing which kinds of decisions such as personalized ads and prices.673 
674 675 

 Online databases about smartphone apps, including automated analyzing of used 
permissions and embedded third-party services could help to make mobile tracking 
more transparent (see chapter 4.1). 

 Documentation and monitoring projects could continuously map data flows as well as 
investigate and summarize developments in the field of digital tracking and corporate 
surveillance – in different sectors, countries and regions. 

Initiatives by privacy advocates and NGOs have also effectively enhanced transparency 
and helped to make providers accountable. For example, the Norwegian Consumer Council 
carried out a campaign in 2016, which was based on a research report about smartphone 
apps, its data sharing practices and privacy policies. They found that a major fitness app 
transmitted data to third parties even when the app or phone was not in use. As a result of 
research, global media outreach and legal action several apps changed its practices and 
privacy policies.676 

However, we acknowledge that within the current corporate environment it is almost 
impossible to find comprehensive answers to the issues listed above and to do research on 
it. Companies regard this knowledge as their corporate secrets or internal knowledge and  
if they co-operate with selected academics at all, then only under strict non-disclosure 
agreements. At a higher level we therefore recommend that governments face the debate 
on a new balance on what is ‘corporate knowledge’ and what should be ‘public 
knowledge’. Should governmental agencies such as independent (!) data protection 
authorities not have access to data processing facilities at companies like Facebook, 
Google and Apple? Should companies not be obliged to document their data flows 
according to a common standard and publish those parts of them, which are in a common 
interest? Our recommendation is that such questions must be asked and debated and not 
avoided.  

 

8.3 Knowledge, awareness and education on a broad scale 

We recommend making comprehensive knowledge about data-driven practices and its 
societal, ethical and personal implications accessible and understandable much better; for 
the general public, but also for experts such as policymakers, civil society, journalists and 
corporate stakeholders. A lack of understanding of these technologies and its implications 
limits not only the ability of individuals to make informed decisions in today’s digital 
world, but also makes a democratic debate about our future information society 
impossible. 

Teaching of digital literacy in schools should not be limited to practical skills, but also 
focus on critical thinking about opportunities and risks of digital technology and 
encourage pupils to reflect their own usage. For all levels of education this includes 
enhancing knowledge about tools to protect one’s privacy such as browser extensions 
to prevent tracking, knowledge about how app permissions on smartphones allow control 
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so that a wider public can participate. 
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and knowledge about alternative apps and services such as privacy-preserving search 
engines and messenger apps. 

Particularly, university education has a serious problem in catching up with the ethical 
gap that we observe in data markets today and in business in general. Business students in 
the area of marketing, innovation management and entrepreneurship are often instructed 
to collect as much data as possible, seen that current business models are often built on 
data. Economics students are literally brainwashed for years to work with models that 
have profit maximization as the primary or even sole goal function. Unfortunately though 
the digital economy’s profits are largely driven by data assets today (Varian et al. 1999). 
Corporate social responsibility is often treated as an elective subject in the universities or 
it is not offered at all. The result is that “Bad Management Theories Are Destroying Good 
Management Practice” (Ghoshal 2005). This comes on top of a lack of general education 
in subjects as philosophy, ethics or the actual foundations of economic theory (which go 
far beyond profit maximization). 

In companies, graduates and professionals mingle with people who have been trained in 
software engineering, business informatics or computer science in general. Here students 
typically learn that ‘more data is more knowledge’. Standard works in software 
engineering such as Ian Sommerville’s standard volume on “Software Engineering” teach 
them in the 10th edition that feasibility analysis should be “cheap and quick” (Sommerville 
2011, p. 37). As a privacy academic recently pointed out, we now see a “Technology 
Mindset” among engineering students that is taught to them and that differs very much 
from the “Privacy Mindset” that is slowly embraced by the legal word, the public and 
policy makers. 

Universities, we believe, are not really on top of this educational gap. If they are, they tend 
to argue that data protection matters can be taught in the legal departments where data 
protection now starts to be integrated into curricula. Ethical decision-making however is a 
matter that should be at the core of any university curriculum. Matters of privacy and 
security must be known to every software engineer and management student today as 
data governance is at the heart of the digital economy, which again drives most of our 
traditional business by now as well. 

The very idea to delegate ethics and data protection into the legal department is – not 
surprisingly – mirrored by (or carried on) into companies.  Here, marketing and IT 
managers regularly delegate ethical decisions into the legal department; thereby freeing 
themselves of the responsibility that they should actually co-shoulder. The legal 
departments are then in the difficult role to legitimize what isn’t legitimate; an 
unfortunate position to be in.  

Taken together, the university system provides hardly any basis for a proper 
education of young people in such important matters as data protection, privacy, 
ethical- or value-based design of IT systems. The university system completely fails to 
prepare young people for these matters in corporations and undermines a constructive 
and ethical corporate positioning in the digital economy. Our recommendation is 
therefore to develop a global initiative to change this. Every ministry of education 
worldwide should work top down and at all levels of the educational system to develop 
the ethical sensibility that is required to shape this digital economy driving our lives. They 
should honestly support and strongly fund initiatives in this direction. 

Besides the academic and corporate worlds we would like to acknowledge that all over 
the planet, versatile communities of thinkers, writers, activists, hackers, privacy advocates 
and non-profit organizations have emerged which could be subsumed under the label of a 
“digital civil society”. These communities have existed since the early days of the Internet 
and continuously provide substantial contributions to the ongoing debate about how to 
shape our future information society beyond corporate and governmental interests, from 
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claiming digital rights and developing open source tools to empower users to working on 
alternative concepts and technologies for public good. Individuals and organizations 
within digital civil society constantly lack resources, but can offer a wealth of expertise 
that society should absolutely make use of.677 Additional support and resources could 
leverage existing and new efforts, in particular, when collaboration between universities 
and NGOs in digital rights, consumer rights and civil rights is stimulated.  

 

8.4 A technical and legal model for a privacy-friendly digital economy 

In a recent edition of the ‘Computer Law and Security Review’ one of the authors of this 
report, Sarah Spiekermann, has laid out a  proposal for how more privacy and trust could 
be created in personal data markets while embracing an economic rational around data, 
the current legal landscape as well as timely privacy enhancing technologies. The proposal 
is meant as a bridge between players in the current personal data ecosystem and data 
protection proponents. It is entitled “A vision for global privacy bridges: Technical and 
legal measures for international data markets“ and it accumulated a long list of technical 
and organizational enablers of a privacy-friendly digital economy. A vision, supported, 
refined and critically reviewed by 13 leading experts working for major corporations 
(including IBM, HP, Metro Group), standardization bodies (including the W3C DNT 
working group), data protection authorities (including ULD Schleswig Holstein), data 
brokers (including a major credit-scoring agency), industry associations (including IAB), 
legal counselling groups and one NGO (EDRi). This report embraces and re-emphasizes 
the technical and economic recommendations made in that piece of research. 

In a nutshell, we distinguish four “spheres” in which we recommend to group the activities 
happening in personal data markets and in the start-up scene and outlaw some of them 
(Spiekermann et al. 2015): The first market space is the “customer relationship space”, 
which should include customers and companies that are directly and visibly involved in a 
service exchange; i.e. through a contract. For example, Amazon or a fitness tracker. The 
second market space is a part of the market, which alongside the EU GDPR could be 
labelled as the „controller-processor space“. It includes the distributed computing and 
service infrastructures that enables today's electronic business relationships. This space 
includes all companies providing services to those companies that directly enable and 
enrich the customer relationship. For example, a company like Deutsche Telekom can be a 
cloud service provider, which handles the purchase data for a fitness tracker. The third 
market space is a new part of future data markets, which we called “customer- 
controlled data space” and which is now slowly emerging. This space embraces services 
that enable customers to exercise ownership of their personal information. Companies in 
this space manage and control data on users’ behalf in a privacy-friendly way. Such 
companies or organizations (to be founded) could be the long-envisaged trusted party 
included in so many academic security- and privacy papers. Finally, the fourth market 
space, which we have called “safe harbor for big data”, grants equal access to 
anonymized ‚people data’ to all market entities that need such data. For example, a market 
research agency could download aggregated people data from this safe big data space to 
analyze and forecast future consumer trends. Participants in this “safe harbor for big data” 
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traditional business by now as well. 

The very idea to delegate ethics and data protection into the legal department is – not 
surprisingly – mirrored by (or carried on) into companies.  Here, marketing and IT 
managers regularly delegate ethical decisions into the legal department; thereby freeing 
themselves of the responsibility that they should actually co-shoulder. The legal 
departments are then in the difficult role to legitimize what isn’t legitimate; an 
unfortunate position to be in.  

Taken together, the university system provides hardly any basis for a proper 
education of young people in such important matters as data protection, privacy, 
ethical- or value-based design of IT systems. The university system completely fails to 
prepare young people for these matters in corporations and undermines a constructive 
and ethical corporate positioning in the digital economy. Our recommendation is 
therefore to develop a global initiative to change this. Every ministry of education 
worldwide should work top down and at all levels of the educational system to develop 
the ethical sensibility that is required to shape this digital economy driving our lives. They 
should honestly support and strongly fund initiatives in this direction. 

Besides the academic and corporate worlds we would like to acknowledge that all over 
the planet, versatile communities of thinkers, writers, activists, hackers, privacy advocates 
and non-profit organizations have emerged which could be subsumed under the label of a 
“digital civil society”. These communities have existed since the early days of the Internet 
and continuously provide substantial contributions to the ongoing debate about how to 
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claiming digital rights and developing open source tools to empower users to working on 
alternative concepts and technologies for public good. Individuals and organizations 
within digital civil society constantly lack resources, but can offer a wealth of expertise 
that society should absolutely make use of.677 Additional support and resources could 
leverage existing and new efforts, in particular, when collaboration between universities 
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can provide and process as much data as they want, but the data they handle must be 
anonymized with the best available techniques. The safe harbor for big data is filled with 
data originating from users. Yet, each time personal information from a user is transferred 
to this safe harbor, it must pass an “anonymity frontier”. In fact, when personal 
information leaves the context of an identified customer relationship and is transferred to 
an entity that is not involved in the customer relationship context, the personal data must 
cross the anonymity frontier.  

The reason for organizing personal data markets in this way is linked to one of the many 
criticisms voiced in this report: the lack of transparency currently dominating in data 
markets. 

Of course transparency through more order alone is not sufficient. Within each of the four 
market spheres we need to leverage a number of technical, legal and organizational 
controls that can enable a proper market functioning. All of these controls have been 
proposed and researched by various research groups around the world. Hereafter we 
want to recapitulate the essential recommendations for each of these spheres: 

A privacy-friendly customer relationship space 

The core of the customer relationship space should be are re-establishment of the one-to-
one business relationships we know from the past. Companies that invest in a customer 
relationship need and want identified customer relationships (Spiekermann et al., 2003). 
And many customers are willing to provide their personal information in a service context 
if it is necessary for service delivery or if they receive appropriate returns for their data. 
Therefore, our vision departs from the traditional data protection call for anonymity vis-a 
-vis directly used services (Gritzalis, 2004; Bella et al., 2011). Currently, however, an 
individual online customer often deals with multiple parties collecting personal 
information simultaneously during an electronic transaction. For instance, an average of 
56 tracking companies monitor people's transactions on commercial news portals 
(Angwin, 2012). Thus, companies that are the legitimate owners of a customer 
relationship often serve as gateways to the shadow market of companies we have 
analyzed in this report. We believe that only the one company that is visible to a customer 
is legitimately allowed to collect personal information in the context of an exchange. 
However, we also think that users have a right to know that there is a ‘data-deal’ in 
addition to the service deal; at least in today’s business models. This deal must be made 
transparent to users.  

The ‘one-visible-partner rule’ and transparent data-deals only work if they are 
automatically monitored by technical accountability-management platforms that are 
regularly audited and safeguarded by legal sanctions. A company engaged in a primary 
customer relationship should become liable for the proper handling of the personal 
information it collects; a request quite well addressed now by the EU GDPR. All personal 
information companies receive from their direct customers should be recognized as being 
owned by the respective customer and should be used by them only for purposes set 
down in digital information usage policies, which should accompany each piece of data 
exchanged. Personal data and policy exchanges can be automated with the help of privacy 
exchange protocols, such as P3P (Cranor, 2012) or HTTP-A (Seneviratne, 2012). User-
friendly and operational protocols are still in the making. A core issue for them is that they 
require minimal user configuration. Once policies are exchanged, these are then the basis 
of a technically enabled and legally enforceable accountability scheme governing later 
data exchanges between controllers and processors.  

The controller-processor space 

The company initially collecting personal data is often not the only party involved in the 
delivery of services and products; we have shown this extensively above. Subcontracting, 
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outsourcing, and strategic alliances across multiple organizations are today's default. This 
complex service web of subcontractors receiving people’s personal information reduces 
the transparency and security of data markets. For this reason, we think that the service 
web behind a data collector should be “controlled” by that data collector. The data 
collector is the main entity, which is finally seen as accountable for data breaches by data 
subjects. The new EU GDPR largely supports this direction of thinking. 

The controller-processor space in our definition should comprise only those sub-
contractors under control of the controller, which directly contribute to a serve 
delivery. To ensure contextual integrity, subcontractors’ contributions must be such 
that their receipt of information can in fact be anticipated by or justifiable to 
customers. Companies for which such contextual integrity cannot be justified should not 
qualify to receive personal information! Controllers should then be made liable and 
accountable for their subcontractors. For example, all application service providers 
that reach out to Facebook customers would be part of Facebook's controlled space. 
Facebook in turn would become accountable and liable for any data breaches that occur 
within their partner network. Context-based trust between customers, controllers and 
service providers would need to be supported technically again by some kind of 
accountability management platform. Such a platform would manage the collection and 
sharing of personal data based on the usage policies negotiated and exchanged with 
customers. Through such platforms, accountability would be effectively created 
technically and authorization, non-repudiation, separation, and auditability of sharing 
practices could be ensured. Legal safeguards should back up the appropriate use and 
setup of accountability management platform. Proposals for such platforms have been 
made by prominent companies, such as Microsoft (Maguire et al. 2015; Nguyen et al. 
2013). 

The customer-controlled data space 

Privacy scholars and some start-up companies have suggested relocating personal data 
into a sphere solely controllable by customers. They are working on identity 
management platforms (e.g., PRIME and PRIMELife Project) that could help customers 
to manage their personal data and the various identities linked to them. In an 
entrepreneurial effort in Silicon Valley, Kaliya Hamlin, who calls herself “Identity Woman”, 
has established the Personal Data Ecosystem (Pdec, 2014), which supports small 
companies with venture capital access and knowledge to pursue a user-centric data-
handling strategy. In an extremely visionary way, Doc Searls proposed the establishment 
of an “Intention Economy” (Mitchell et al., 2008) where customers use personal agents or 
third parties to pull services from companies rather than companies pro-actively 
approaching customers and offering their services. Trusted third parties and personal 
data vault technologies are key for such ideas to thrive. 

The proposed platforms could act as intermediaries for customers. They could take notes 
of what customers have revealed to whom. In a more sophisticated scenario, they could 
mine personal activities and begin to understand customers' preferences based on user-
sided data mining (Lodder and Voulon, 2002). User preferences could then be used to 
support customers in their online activities such as their searches for product offerings 
with providers that are ethical enough to deserve the exchange. The customer-controlled 
data space would need to be enabled by trusted third parties and personal data vaults. 
Compared to the above described controller-processor space, trusted third parties and 
data vault providers would offer customers increased control over their personal 
information storage location, intelligence applied to their data, and data deletion. Of 
course, they could also be operated by non-profit organizations. 
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can provide and process as much data as they want, but the data they handle must be 
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an entity that is not involved in the customer relationship context, the personal data must 
cross the anonymity frontier.  

The reason for organizing personal data markets in this way is linked to one of the many 
criticisms voiced in this report: the lack of transparency currently dominating in data 
markets. 

Of course transparency through more order alone is not sufficient. Within each of the four 
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controls that can enable a proper market functioning. All of these controls have been 
proposed and researched by various research groups around the world. Hereafter we 
want to recapitulate the essential recommendations for each of these spheres: 
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The core of the customer relationship space should be are re-establishment of the one-to-
one business relationships we know from the past. Companies that invest in a customer 
relationship need and want identified customer relationships (Spiekermann et al., 2003). 
And many customers are willing to provide their personal information in a service context 
if it is necessary for service delivery or if they receive appropriate returns for their data. 
Therefore, our vision departs from the traditional data protection call for anonymity vis-a 
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individual online customer often deals with multiple parties collecting personal 
information simultaneously during an electronic transaction. For instance, an average of 
56 tracking companies monitor people's transactions on commercial news portals 
(Angwin, 2012). Thus, companies that are the legitimate owners of a customer 
relationship often serve as gateways to the shadow market of companies we have 
analyzed in this report. We believe that only the one company that is visible to a customer 
is legitimately allowed to collect personal information in the context of an exchange. 
However, we also think that users have a right to know that there is a ‘data-deal’ in 
addition to the service deal; at least in today’s business models. This deal must be made 
transparent to users.  

The ‘one-visible-partner rule’ and transparent data-deals only work if they are 
automatically monitored by technical accountability-management platforms that are 
regularly audited and safeguarded by legal sanctions. A company engaged in a primary 
customer relationship should become liable for the proper handling of the personal 
information it collects; a request quite well addressed now by the EU GDPR. All personal 
information companies receive from their direct customers should be recognized as being 
owned by the respective customer and should be used by them only for purposes set 
down in digital information usage policies, which should accompany each piece of data 
exchanged. Personal data and policy exchanges can be automated with the help of privacy 
exchange protocols, such as P3P (Cranor, 2012) or HTTP-A (Seneviratne, 2012). User-
friendly and operational protocols are still in the making. A core issue for them is that they 
require minimal user configuration. Once policies are exchanged, these are then the basis 
of a technically enabled and legally enforceable accountability scheme governing later 
data exchanges between controllers and processors.  
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The company initially collecting personal data is often not the only party involved in the 
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outsourcing, and strategic alliances across multiple organizations are today's default. This 
complex service web of subcontractors receiving people’s personal information reduces 
the transparency and security of data markets. For this reason, we think that the service 
web behind a data collector should be “controlled” by that data collector. The data 
collector is the main entity, which is finally seen as accountable for data breaches by data 
subjects. The new EU GDPR largely supports this direction of thinking. 

The controller-processor space in our definition should comprise only those sub-
contractors under control of the controller, which directly contribute to a serve 
delivery. To ensure contextual integrity, subcontractors’ contributions must be such 
that their receipt of information can in fact be anticipated by or justifiable to 
customers. Companies for which such contextual integrity cannot be justified should not 
qualify to receive personal information! Controllers should then be made liable and 
accountable for their subcontractors. For example, all application service providers 
that reach out to Facebook customers would be part of Facebook's controlled space. 
Facebook in turn would become accountable and liable for any data breaches that occur 
within their partner network. Context-based trust between customers, controllers and 
service providers would need to be supported technically again by some kind of 
accountability management platform. Such a platform would manage the collection and 
sharing of personal data based on the usage policies negotiated and exchanged with 
customers. Through such platforms, accountability would be effectively created 
technically and authorization, non-repudiation, separation, and auditability of sharing 
practices could be ensured. Legal safeguards should back up the appropriate use and 
setup of accountability management platform. Proposals for such platforms have been 
made by prominent companies, such as Microsoft (Maguire et al. 2015; Nguyen et al. 
2013). 

The customer-controlled data space 

Privacy scholars and some start-up companies have suggested relocating personal data 
into a sphere solely controllable by customers. They are working on identity 
management platforms (e.g., PRIME and PRIMELife Project) that could help customers 
to manage their personal data and the various identities linked to them. In an 
entrepreneurial effort in Silicon Valley, Kaliya Hamlin, who calls herself “Identity Woman”, 
has established the Personal Data Ecosystem (Pdec, 2014), which supports small 
companies with venture capital access and knowledge to pursue a user-centric data-
handling strategy. In an extremely visionary way, Doc Searls proposed the establishment 
of an “Intention Economy” (Mitchell et al., 2008) where customers use personal agents or 
third parties to pull services from companies rather than companies pro-actively 
approaching customers and offering their services. Trusted third parties and personal 
data vault technologies are key for such ideas to thrive. 

The proposed platforms could act as intermediaries for customers. They could take notes 
of what customers have revealed to whom. In a more sophisticated scenario, they could 
mine personal activities and begin to understand customers' preferences based on user-
sided data mining (Lodder and Voulon, 2002). User preferences could then be used to 
support customers in their online activities such as their searches for product offerings 
with providers that are ethical enough to deserve the exchange. The customer-controlled 
data space would need to be enabled by trusted third parties and personal data vaults. 
Compared to the above described controller-processor space, trusted third parties and 
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Subcontractors 

controlled by 

data collectors 

Trusted 

third parties 



150 150 
 

A prerequisite for such technologies to be effective are that companies are willing to 
engage in this kind of customer-driven exchange. They would need to make their product- 
and service offerings public and accessible for user-sided agents. 

By establishing identity management platforms and personal data vaults, consumers 
benefit from increased privacy because they can control where data is stored, how it is 
analyzed, when it is deleted and how much is revealed. However, as we discussed in the 
ethical reflections above, data ownership (or legal property rights) embedded in data 
exchange policies bear the risk of an extensive commodification of the self. Our discussion 
of the societal implications showed that power imbalances might turn “voluntary” into 
“mandatory” and force consumers into data contracts. Additional legal safeguards could 
address these risks, for example, the “right to a privacy-friendly service” by outlawing a 
coupling of corporate services with data contracts. Clear provisions of which kinds of 
information employers, banks or insurers are allowed to demand from applicants prevent 
that individuals are forced to provide all available data to get a job, loan or insurance 
policy. A right to data portability prevents that consumers are caught within data 
contracts and cannot afford to leave a service without losing the results of past efforts. 

A Safe Harbor for Big Data 

A core recommendation for markets is that safe harbous for Big Data are established. 
Here, anonymized information could be collected for all players and not just data 
monopolies as we observe them today. This is essential to re-establish innovation and 
competition among digital companies and economies. We use the term ‘people data’ to 
denote anonymized personal information. We do acknowledge of course that 
anonymized data can be re-identified. We would therefore recommend considering any 
re-identification practices as criminal acts. We also believe that anonymization can 
only work if a timely and common standard is established, which outlines ‚Best Available 
Techniques’ (BATs) for anonymization. Such BATs need to be supervised by 
independent technical bodies, such as the new EU Privacy Board. A body overseeing BATs 
for anonymization would also undermine the frequent abuse of the word „anonymization“ 
which we have criticized above. 

Customers could voluntarily ‘donate’ their data to the safe harbor for big data; a schema 
actually propagated by Kaliya Hamlin and called „data raindrops“ by her. For example, 
individuals may share their navigation patterns with the safe harbor for big data so 
anyone can benefit from traffic congestion information (and not just Google, Apple and 
Facebook). Data controllers and trusted third parties may transfer data to the safe harbor 
for big data on behalf of their customers. Each time any data is transferred to the safe 
harbor for big data, it must cross the ‘anonymity frontier’ though. Based on a principle of 
reciprocity, everyone might get access to the data stored. The space might even be 
designed to grant access to data for those who also contribute proportionally to it (both in 
quantity and/or quality).  
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A prerequisite for such technologies to be effective are that companies are willing to 
engage in this kind of customer-driven exchange. They would need to make their product- 
and service offerings public and accessible for user-sided agents. 

By establishing identity management platforms and personal data vaults, consumers 
benefit from increased privacy because they can control where data is stored, how it is 
analyzed, when it is deleted and how much is revealed. However, as we discussed in the 
ethical reflections above, data ownership (or legal property rights) embedded in data 
exchange policies bear the risk of an extensive commodification of the self. Our discussion 
of the societal implications showed that power imbalances might turn “voluntary” into 
“mandatory” and force consumers into data contracts. Additional legal safeguards could 
address these risks, for example, the “right to a privacy-friendly service” by outlawing a 
coupling of corporate services with data contracts. Clear provisions of which kinds of 
information employers, banks or insurers are allowed to demand from applicants prevent 
that individuals are forced to provide all available data to get a job, loan or insurance 
policy. A right to data portability prevents that consumers are caught within data 
contracts and cannot afford to leave a service without losing the results of past efforts. 

A Safe Harbor for Big Data 

A core recommendation for markets is that safe harbous for Big Data are established. 
Here, anonymized information could be collected for all players and not just data 
monopolies as we observe them today. This is essential to re-establish innovation and 
competition among digital companies and economies. We use the term ‘people data’ to 
denote anonymized personal information. We do acknowledge of course that 
anonymized data can be re-identified. We would therefore recommend considering any 
re-identification practices as criminal acts. We also believe that anonymization can 
only work if a timely and common standard is established, which outlines ‚Best Available 
Techniques’ (BATs) for anonymization. Such BATs need to be supervised by 
independent technical bodies, such as the new EU Privacy Board. A body overseeing BATs 
for anonymization would also undermine the frequent abuse of the word „anonymization“ 
which we have criticized above. 

Customers could voluntarily ‘donate’ their data to the safe harbor for big data; a schema 
actually propagated by Kaliya Hamlin and called „data raindrops“ by her. For example, 
individuals may share their navigation patterns with the safe harbor for big data so 
anyone can benefit from traffic congestion information (and not just Google, Apple and 
Facebook). Data controllers and trusted third parties may transfer data to the safe harbor 
for big data on behalf of their customers. Each time any data is transferred to the safe 
harbor for big data, it must cross the ‘anonymity frontier’ though. Based on a principle of 
reciprocity, everyone might get access to the data stored. The space might even be 
designed to grant access to data for those who also contribute proportionally to it (both in 
quantity and/or quality).  
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